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HOPE IS BEING ABLE
TO SEE THAT THERE
S LIGHT DESPITE ALL
OF THE DARKNESS.,




Prologue

It is November 1947. Winston Churchill addresses the members
of the British House of Commons as Leader of the Opposition
(Churchill unexpectedly lost the 1945 election after Great Britain
had won the Second World War under his leadership?). It is a lit-
tle after half past three in the afternoon when Churchill starts his
speech with a side note that him being there was advised against
by his medical advisor. Churchill will celebrate his 73th birthday
in a little over two weeks. But Churchill loves the debate. And the
controversy. He takes the opportunity to address the House of
Commons (in his unmistakable British accent) with great pleas-
ure. His astute speech contains one of the most frequently quoted
statements about democracy:

‘It has been said that democracy is the worst form of
Government except all those other forms that have been
tried from time to time.’?

Nowadays, people love using this quote to criticise democracy and
hint that democracy would be at best the least bad form of Gov-



ernment we know. But that is not the message Churchill wanted to
get across in his speech. The quote is incomplete. The statement
is part of a plea in which Churchill actually defends democracy:

‘No one pretends that democracy is perfect or all-wise.
Indeed, it has been said that democracy is the worst form
of Government except all those other forms that have been
tried from time to time; but there is a broad feeling in our
country that the people should rule, continuously rule, and
that public opinion, expressed by all constitutional means,
should shape, guide, and control the actions of Ministers
who are their servants and not their masters.’

According to Churchill, it is not Parliament that must govern, but
it is the people who must govern through Parliament. So Church-
ill’s criticism is not aimed at democracy, but at politicians who re-
fuse to listen to the will of the people. This becomes even clearer
when you read the rest of his speech and take the reason he made
the speech into account. On that particular day in 1947, the House
of Commons had come together to discuss a proposed bill limiting
the powers of the House of Lords. The then Prime Minister Clem-
ent Attlee and his Labour government saw the House of Lords as
a restriction on their government expansion. The Conservative
opposition, led by Churchill, was adamantly against this consti-
tutional change. Churchill even considered the proposed bill a vi-
olation of democracy:

‘All this idea of a group of super men and super-planners,
such as we see before us, “playing the angel,” as the French
call it, and making the masses of the people do what they
think is good for them, without any check or correction, is a
violation of democracy.’

According to Churchill, no government in peace time had such ar-
bitrary powers over the lives and actions of the British people. And
no government failed so completely in meeting the daily needs
of the people. Churchill blames the sitting government that it
claimed too much power. An undemocratic development that, es-
pecially that shortly after the war, should have to be stopped:

‘All this idea of a handful of men getting hold of the State
machine, having the right to make the people do what suits
the party and personal interests or doctrines, is completely
contrary to every conception of surviving Western
democracy.’

In his speech, Churchill compares the government machine to a
car. Each car needs a brake. A brake prevents accidents when the
car is moving too fast. But a brake does not prevent accidents when
the car is moving too slowly. That requires looking at a different
part of the vehicle, namely the engine. And of course at the re-
maining fuel. To prevent democracy from moving too slowly, you
need new impulses. According to Churchill, these new impulses
are synonymous with the will of the people. New impulses create
a powerful engine that, regulated from time to time by the brakes,
is able to safeguard the steady progress of the nation and of socie-
ty. Without fuel, the car will stall. Just like a government will stall
without participation of the people.

It will not be the first or last time that a quote is misinterpret-
ed. Just like with the metaphor of the car, people zoom out insuf-
ficiently and fail to look at the quote in its entirety. We focus on a
detail and draw conclusions without taking in the bigger picture.
It is a car mechanic turning off the lights in his garage and trying
to fix a car using the light of a flashlight. When you look for the
cause of a problem using a flashlight, you have insufficient insight
into the whole and the interconnections. We have the same ten-
dency when we look at the state of democracy. Like a car, democ-
racy does not consist of one single part. This also suggests that,



when one part is ‘broken’, we must not throw away democracy as
a whole. But instead, we need to fix that part.
To map the problem, we first need to turn on the light.

Introduction

In September 2020, I started my research into the possible influ-
ence of technology on the future of democracy on behalf of the
Netherlands Study Centre for Technology Trends. I had 18 months
to write this book. It was an interesting time to start this research.
At the same time, Netflix launched The Social Dilemma, a docu-
mentary in which the developers of platforms like Facebook and
Google expressed their regrets for the ‘monster’ they had created.
In November of the same year, the American presidential elections
were going to take place, with fears of the influence of Russian
troll armies. And in March of 2021, the Dutch electorate was going
to vote in the elections for the House of Representatives. The then
Minister for the Interior had already sent the House of Represent-
atives a letter about measures designed to counter disinformation
in connection to the elections. So I had to do ‘something’ with the
elections.

In the election manifestos of political parties, ‘the influence of
digital technologies’ hardly appears as a theme. Although con-
cepts like ‘disinformation’ and ‘digital inclusion’ are mentioned,
a coherent vision for the future is often still lacking. In the Stem-



Wijzer, the most frequently used election compass in the Nether-
lands, not one of the 30 statements were about technology and
digitisation. How do political parties want to increase our online
privacy? And increase the digital resilience of our country? To map
that, I developed a Technology Election Compass: the Technolo-
gie Kieswijzer on behalf of the Netherlands Study for Technology
Trends. By answering seventeen technology-related questions,
people could find out which political parties best champion their
‘digital interests’. This voting tool was consulted by almost 30,000
citizens. It provided a lot of interesting insights. The analysis of
the tool indicated that in particular disinformation is seen as a
huge threat to our democracy. To limit digital interference during
elections, countering the large-scale spread of disinformation is
the most commonly selected answer.

Why this approach?

Inspired by the results of the Technologie Kieswijzer, I originally
started writing a book with the working title Clickbait Democracy:
‘Platform companies sell our attention to the highest bidder’. In-
creasingly, the highest bidders are governments and political or-
ganisations. One of the best examples is perhaps the Cambridge
Analytica scandal, where countless personal data were used to in-
fluence the Brexit referendum. From an attention economy to an
attention democracy. Anything for the clicks!” Sounds pretty excit-
ing, if I do say so myself. But during my research, I could not ignore
the fact that the influence of microtargeting (the use of highly tar-
geted political ads) is not supported by scientific research. In fact,
the influence of microtargeting turns out to be very limited. Just
like various studies indicate that many people are resistant to dis-
information and that people who get most of their news online ac-
tually have a varied news diet.

I began to wonder if other opinions about democracy perhaps
also deserved a somewhat more nuanced approach. And indeed,
even though it is often suggested that democracy is in crisis, dif-
ferent studies show that support for democracy in the digital age is

as high as it has ever been. A similar insight applies to youngsters,
who are often portrayed as apathetic and apolitical, but it would
appear that they are actually more socially engaged in the digital
age. Just look at the protest movements on the street and social
media. So I had to revise my approach and decided to focus my re-
search on potential misconceptions about democracy and hopeful
signs for the future. These analyses also provide the structure of
the first half of this book: Is democracy in crisis? (part 1). Is tech-
nology destroying democracy? (part 2). And are youngsters apa-
thic and not interested in democracy? (part 3). It is not my aim to
diminish these issues, but to approach existing problems from dif-
ferent angles. So with this book, I try to turn on the light to allow
us to see the bigger picture. In some areas, the influence of, for
instance, disinformation, is overestimated, while in other areas,
it is underestimated. Too often, such problems are still examined
with a flashlight, keeping us from spotting the signs of hope. This
makes it hard to come up with good solutions.

That was why, after watching The Social Dilemma, I was left feel-
ing somewhat dissatisfied. Yes, the documentary clearly shows it
is two minutes to midnight and we need to act now if we are to lim-
it the negative impact of technology on our democracy. And yes, it
is a good thing that a wider audience is now in the know. But dur-
ing the credits, I really wondered: Now what? We urgently need
solutions. We must not forget that technology can also be used to
do good. Technology itself is not good or bad; it is about how peo-
ple use it. When we examine how we can use new technologies
in such a way that they reinforce democracy in the future, the fo-
cus shifts from the undermining impact of technology towards the
democratising effect of technology and the opportunities for citi-
zen participation. This context reminded me of Churchill’s words:



‘...there is a broad feeling in our country that the people
should rule, continuously rule, and that public opinion,
expressed by all constitutional means, should shape, guide
and control the actions of Ministers who are their servants
and not their masters.

It is possible for technology to play a role here. That is why, based
on the analyses, in the second part of the book, I1ook for solutions.
Solutions for a more democratic internet and more citizen partic-
ipation. Are there opportunities for a digital democracy? (part 4).
And what does the future of digital democracy look like? (part 5).
There is certainly hope for the future.

Why this book?

When I presented the structure of this book to my sounding board,
I was asked: ‘Is there hope for democracy because you want there
to be, or because there really is hope?’ Hope is often confused with
optimism, but there is an important distinction. Optimism is the
conviction that the future will be positive, despite the current ob-
stacles. Hope is the ability to strive for a positive future, despite
current obstacles. Unlike optimism, hope is also a verb. Hope
means looking for signs of light in the darkness. The darkness is
not ignored, but the light is strengthened. I have tried to write a
nuanced book. Both the concerns and the signs of hope are nu-
anced. This is not a book in which I try to convince people that de-
mocracy will be alright in the future. This is a book in which I try
to motivate people to act on behalf of a positive future for democ-
racy. Things will not be alright without people making an effort,
which is why I often use ‘we’ in this book. Because we have to do
it together.

A hopeful future starts with a new narrative. If we believe that
democracy is doomed, democracy is doomed. We need to make
sure that does not turn into a self-fulfilling prophecy. When you
google ‘books on democracy’, the first (paid) results that are
shown are Against Democracy by Jason Brennan (2017) and How

Democracy Ends by David Runciman (2018). Many authors argue
passionately against elections, for instance David Van Reybrouck.
And although I do not disagree by definition (we can give citizens
a bigger say), it is important to realise that democracy is more than
elections. In addition to free and fair elections, democracy also in-
cludes independent media and freedom of the press, separation
of powers and the protection of civil liberties and rights. Each of
them principles that can still count on a lot of support all across
the world. I am writing this introduction a week after Vladimir
Putin invaded Ukraine. You will understand that I hesitated for a
second whether I can publish a positive story about democracy in
these troubled times. But if this situation teaches us anything, it is
that we should never take democracy for granted. Democracy de-
mands involvement and active citizenship. We cannot lean back
and watch democracy get gutted. When you feel there is little use
casting your vote, that’s when you need to go and vote. If you feel
you don’t know enough about politics, that is when your opinion
is valuable. Democracy is not about knowledge, but about needs.
We can only be represented when we make our voices heard. And
if people listen to us. If young people protest, but vote less, the
problem not only lies with young people. It also lies with tradition-
al institutions. That is why we need new structures and processes.
Technology can play a facilitating role here. At the same time, I re-
alise full well that digital democracy is not strong enough to stop
authoritarian leaders. This book is not a cure for corruption and
abuse of power, but it does provide tools to strengthen democra-
cy from within. It is time for us to no longer stand with our backs
to the future, but to imagine it. A future where we don’t look for
who’s to blame, but who can make a difference. In which we ex-
plore new opportunities and stimulate diversity. With and without
the help of technology.

Why am I the one writing this book?
This book brings my work and my hobby together. Since 2015, I
am committed to Het Nieuwe Kiezen (The New Vote), an initiative



for a new political electoral system. An initiative born of personal
frustration. It had been years since I felt represented by political
parties. Elections seemed to turn more and more into popularity
contests than a moment when important choices are made for the
future. I was unable to identify with one party, as became more
and more obvious when consulting online election tools. My opin-
ions matched those of any party for 60 percent at the most, which
meant that, by definition, 40 percent of my vote would be wast-
ed. This was followed by the formation process, in which promis-
es were traded in against a seat at the table (an inevitable political
split that I have no trouble imagining). Ultimately, not much was
left of my vote. I had the feeling I paid a gym fee, but was never
allowed in. Instead of letting my frustration get to me, I decided
to develop a new concept for the electoral system: no longer vot-
ing for one party, but per subject. What started as an initiative for
a new political electoral system has now grown into a platform in
which I develop new democratic tools. For instance, I develop in-
novative electoral compasses and try to make the voting process
more accessible to less literate people.

Since 2019, I have worked as a futures researcher at STT. I first
researched the impact of Artificial Intelligence (AI) on the future
of decision-making. In the context of that research, I issued three
publications (including AI no longer has a plug) and I developed an
Ethical Design game for Al (Ethics Inc.). In the past, I always wore
two different hats: either I was the the technological studies guy,
or I was the democratic renewal guy. With this book, these two
worlds come together. Democracy and technology.

Why is this book for you?

This book is for everyone who feels that democracy is lost; that
technology is an ever-increasing threat and that the current gener-
ation of youngsters is unable to turn the tide. But this book is cer-
tainly also for everyone who has hope. Hope for a democracy in
which the gap between citizens and politicians is smaller. Where
technology can help increase citizen participation. And this book
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is for the professionals who are involved in digital democracy and
the development of digital (participation) tools. In short, this book
is for you.

All the greatest things are
simple, and many things can
be expressed in a single word:
Freedom; Justice; Honour;
Duty; Mercy; Hope.

Winston Churchill (1874 - 1965)
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Part1

Is democracy in crisis?

The first time I seriously wondered whether democracy was in cri-
sis was in 2016, when I was allowed to talk about my concept for an
alternative voting system during a participation event in the Dutch
municipality of Breda: The New VOTE. I was aware that I was ven-
turing into the lion’s den, so I came prepared. Armed with statistics
and graphs, I was allowed to address the interested council mem-
bers. In my presentation, I referred to the low turnout at munici-
pal elections and the fact that there has been a downward trend for
years. Any elected representative should take that on board. After
my presentation, there was time for questions. The first question
that was asked was the following: ‘Is the low turnout at elections
really such a problem?’ Somewhat stunned, I responded: ‘Itisin a
representative democracy’. The gap between representatives and
the people appears to be growing. So it is not surprising that many
people are unhappy about today’s politics and politicians. Howev-
er, this is insufficient proof to conclude that democracy is in cri-
sis. The question is which democracy we are talking about exactly.
‘Democracy’ does not exist. Not only are there different forms of
democracy, but there are also different criteria to be able to speak
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of democracy. And the valuation for these criteria varies for dif-
ferent countries and regions. So a book about the future of de-
mocracy cannot start before the concept of ‘democracy’ has been
properly addressed. For the sake of convenience, let us start at the
beginning. In broad outlines, obviously.

Eastern origins

The term democracy is a combination of the Greek words dem-
os (people) and kratein (to rule), so it literally means ‘rule by the
people’. The Greeks are often praised for being the founders of
democracy around 500 BCE (Before Common Era). And although
they meant a lot for the development of democracy, the origins
of this form of government go back much further. The first parlia-
ments can be traced back to the ancient civilisations of Mesopota-
mia, around 2500 BCE. Mesopotamia is the core area of the current
state of Iraq and the north-east of current Syria. So that means that
democracy has Eastern origins, despite popular opinion that de-
mocracy reflects, above all, Western values.' Apart from that, the
Athenian democracy was not all that democratic. Only free men
from twenty years on with citizens’ rights were allowed to vote in
popular assemblies. Women, slaves and foreigners did not have a
say.2 This means that less than 20% of the population had an actual
influence on political decisions.

In addition, the question is to what extent democracy in Athens
really is a precursor of modern democracy.? There was a direct de-
mocracy, in which citizens had a direct impact on the legislative
process, unlike indirect democracy, which includes most modern
democracies. The indirect democracy (or representative democ-
racy) is a form of government in which citizens transfer the leg-
islative power to elected representatives. It is only in a number of
municipalities and cantons in Switzerland that direct democracy
in its purest form can still be found. In so-called Landesgemein-
den, citizens come together periodically to meet and vote about
proposed laws. It is more common for elements of direct democra-
cy to be included in indirect democracy. For instance, by consult-
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ing citizens in the case of important decisions in a referendum. In
countries like Italy, Liechtenstein and Taiwan, referendums have
been enshrined in law and the people can request binding referen-
dums (under certain conditions).*

Different systems

One of the features of a representative democracy is that, in ad-
dition to a parliamentary representation and fair elections, there
is a separation between the legislative, executive and judicial
branches of government (trias politica). This is also known as the
rule of law, which means that everyone has to obey the law (citi-
zens, organisations and the government). There are different ways
to organise the legislative and executive branches. There are, for
examples, parliamentary, presidential and semi-presidential sys-
tems.5 The differences between these systems are so big (and sig-
nificant in interpreting democracy) that we cannot avoid a bit of
old-fashioned theory.

In a parliamentary system, a parliament, or legislative branch, is
chosen via elections. Based on the election results, a government
is formed; the executive branch. This requires a majority of seats
in parliament. In some cases, one party has a majority, but par-
ties often have to work together. The Prime Minister is the head of
both the executive and the legislative branch. Parliament adopts
laws and monitors the government. In addition, a president is ap-
pointed to play the symbolic role of head of state. Countries like
Germany, Israel and India have a parliamentary system. There are
also countries that have a parliamentary system as well as a consti-
tutional monarchy, for example The Netherlands, Spain and Thai-
land. That means that the head of state is a king or queen, whose
role is based on the constitution. As a result, the actual powers of
the king or queen are limited. However, in practice, the monarch
(often in coordination with the army and/or the judicial branch)
sometimes blocks decisions and assumes more power, as is the
case in Thailand. Also, the central government can have a relative-
ly great deal of power, like in India.
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In a presidential system, separate elections are organised for the
legislative and executive branches of government. That means
that not only parliament is elected by the people, but the presi-
dent as well. The president is head of the executive branch and
is largely independent of the legislative branch. That allows the
president to form a government that does not depend on having
a majority in parliament. In addition, parliament cannot send the
current government packing, the way it can in a parliamentary
system. A majority in parliament is needed, however, to make im-
portant decisions, so they have to work together. Countries like
Cyprus, Brazil and the United States all have a presidential system.
It is not uncommon for democratically elected presidents to chal-
lenge the democratic institutions. In 2021, for instance, Brazilian
president Jair Bolsonaro repeatedly threatened the judges of the
Supreme Court with violence. ‘Only God will take me out of Bra-
silia, he added to the threats (which he would later take back, in-
cidentally).

And then there is also the semi-presidential system, which is a
kind of ‘democratic mix’ of the systems described above. In this
case, the executive branch not only includes a president, but also
a prime minister. The government of the prime minister depends
on the majority in parliament. In practice, the president and the
prime minister can be from different parties. France, Surinam and
Russia are examples of countries with a semi-presidential system.
The question is, however, to what extent the countries mentioned
above have a ‘real’ democracy. In the case of Russia, it is at best
a ‘guided democracy’. Although there are elections, the opposi-
tion parties do not stand a realistic chance. At the 2012 presidential
elections, Putin received more than 100 percent of the votes in a
polling station in Chechnya.® And in 2020, he had the constitution
amended to safeguard his power at least up to 2036. With the help
of areferendum, I might add.
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No autocracy
To understand what a democracy means exactly, it is also useful to
determine what it absolutely is not. A democracy is not an autoc-
racy or dictatorship, where one person (whether or not on behalf
of a party or the army) had absolute power. In addition to a con-
centration of power, there are huge restrictions of the freedom of
the press and civil rights are largely ignored. In authoritarian re-
gimes, power is taken over through other means than free and fair
elections.” That is not always the case, however. Hungary’s prime
minister Viktor Orban became the country’s leader through dem-
ocratic means. Twice, in fact. By now, he has dismantled the dem-
ocratic institutions to such an extent and assumed so much power
that, according to international standards, Hungary is no longer a
democracy, but an ‘electoral autocracy’ (as the first member state
of the European Union).®

A democracy is also not an aristocracy of oligarchy, in which a
privileged class or group governs society. A democracy is even not
a ‘majority rule’, if that means that the interests of the minorities
are ignored completely. A democracy is, at least in theory, a gov-
ernment on behalf of ‘the will’ of the entire people, in which the
rights and freedoms of minorities are protected. This is also known
asaliberal democracy. Although democracy exists in a large part of
the world, some 40 percent of all countries today are still ruled by
a dictatorship. It is only since 2001 that worldwide (on paper) there
have been more democracies than autocracies. The development
of democracy took place in stages. Greek democracy ‘only’ lasted a
few centuries, after which the mighty Roman emperors took over,
absolute rulers of an enormous empire. The Roman model formed
the basis for the later medieval forms of government. It was only
after the First World War that the number of democracies started
to grow somewhat. After a serious dip in the 1930s, the number
started to grow again after the Second World War. It was the fall
of the Iron Curtain, around 1989, that led to a more explosive in-
crease in the number of democracies.?
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Numbers of autocracies and democracies

Shown is the number of a given political regime in the world over time.
Democracies are defined as the combination of both liberal and elected
democracies; autocracies are the sum of closed and elected autocracies.
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Source: Varieties of Democracy Project (2019, version 9).

Material democracy

So far, we have only talked about democracy as a form of govern-
ment for decision-making. But a democracy is much more than
that. A distinction is made between a formal and material inter-
pretation of democracy.’® Within the formal interpretation of de-
mocracy, the main focus is on the political stage, where political
parties compete with each other for the votes of the contumacious
voters. Within the material interpretation of democracy, the main
focus is on the fundamental values on which democracy is based,
namely freedom and equality. Dutch researchers have mapped the
associations people have with the term ‘democracy’. During the
National Voter Study (Nationaal Kiezersonderzoek) in 2012, more
than 5,000 Dutch voters were asked the open-ended question:
‘What is your first association with the word “democracy”?’ Re-
searchers of the Netherlands Institute for Social Research (Sociaal
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en Cultureel Planbureau) further analysed and coded these asso-
ciations. It became clear that there are indeed two categories that
can be distinguished. People who think of concepts like voting
rights, elections, citizen participation and influence predominant-
ly apply the formal interpretation, while people who think of con-
cepts like freedom of speech, equality and solidarity, on the other
hand, apply the material interpretation.™ Of course there are also
people who apply both interpretations. Be that as it may, democ-
racy does not mean the same thing to everybody.

Different crises

There are not only different forms and interpretations of democra-
cy; there are also different democratic crises. In honour of the In-
ternational Day of Democracy 2021, the Inter-Parliamentary Union
(IPU) organised a virtual discussion about the question ‘Is democ-
racy really in crisis?’? According to Jan-Werner Mueller, professor
of social sciences at Princeton University, it is important to real-
ise that democracy in principle equals conflict. In other words, de-
mocracy is a manageable conflict. There is a thin line between a
healthy democratic conflict and a conflict that may threaten de-
mocracy. According to Mueller, politicians have to be able to con-
trol themselves not to cross the line. Things become dangerous
when one side claims the other side is illegitimate, for instance
when Donald Trump attempted to have the results of the 2020
elections nullified. According to Mueller, there are three kinds
of democratic crises and he emphasises that they cannot be com-
pared. The first kind is when there are tanks in the streets and
there is a coup, as there was in Myanmar’s young democracy.* The
second is the slow erosion of rights as a result of autocratic leg-
islation, for instance in the case of the reforms implemented by
the Polish government that seriously affected the independence
of the media and the judicial branch.® This is also known as demo-
cratic erosion: although democratic institutions continue to exist,
their quality deteriorates. The third kind even occurs in the most
stable democracies, namely attacks on journalism and increasing
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inequality, for instance the threats aimed at journalists in the US
that are linked to the increasing popularity of conspiracy move-
ment QAnon.'*

It is tempting, based on these examples, to argue that democ-
racy is indeed in crisis or, more precisely, that certain elements of
democracy are in a state of crisis. According to Martin Chungong,
secretary general of the IPU, it is important to distinguish between
democratic institutions (like an independent judiciary) and their
underlying ideals (like freedom and equality). According to Chun-
gong, from the perspective of democratic principles, democracy
is not in crisis. However, democratic institutions and people that
have to promote and protect these democratic principles are in cri-
sis. Democracy is no finite thing, it evolves all the time. But the
fundamental principles remain intact, according to Chungong.

A decisive moment for democracy

Like democracy, a crisis is not an end state. The term ‘crisis’ comes
from the Greek verb krimonai and means ‘sifting, deciding, judg-
ing’. In other words, a crisis is a ‘decisive moment’. A moment
when important decisions have to be made about the future. That
means that we still have options and can make choices. Every ac-
tion provokes a reaction. So like a democracy, a crisis is always
in motion. It is a wave, with high points and low points. No un-
expected and impulsive movements, but steady and considered.
So democratic innovation should not take place at great speed. A
democracy is slow by design. An adversarial process. Checks and
balances. Because when changes takes place overnight, you know
you have woken up in a dictatorship.
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Nowhere is democracy more
desired than where it is
denied.

U Aung Kyi Nyunt (Parliamentarian, Myanmar)



Chapter 1

People are mostly positive
about representative
democracy Even though
they do not feel represented

It may be clear by now that there are different kinds of democ-
racy. Direct and indirect democracies, parliamentary and presi-
dential democracies, democracies that are also monarchies, etc.
And then we didn’t even talk about the difference between uni-
tary democracies (like The Netherlands and France) and federal
democracies (like Germany and the United States) as well as their
different electoral systems (first past the post or proportional rep-
resentation). And there are almost as many forms of democracies
as there are democratic nations on the planet. No two systems are
exactly the same and no single system can be viewed as a ‘model’
for democracy. And so there is no such thing as the ideal democra-
cy. The need for participation and experienced freedoms are cul-
turally dependent and closely related to the origins of democracy
in a given country.

What we can say is that, when we talk about ‘democracy’, in
most cases that refers to representative democracy, because a ful-
ly direct democracy is highly exceptional. In fact, as we shall see
in the following sections, many people have no desire for unlimit-
ed participation. Most people do not mind being represented, but
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they are unhappy about the way in which they are being represent-
ed. All over the world, people feel that politicians are not listening
to them, but act too much in their own interests. In other words,
democracy is facing a crisis in terms of representation.

I. No trust in your neighbours

It is 10 January 2017. Barack Obama steps onto the stage full
of self-confidence for his last speech as president of the Unit-
ed States. His Farewell Address takes place in the same location
where he held his victory speech eight years ago, in his hometown
of Chicago. Obama did not disappoint. With his famous one-liners
and well-timed pauses, he addresses the elated crowd. In addition
to his accomplishments, he spends quite a lot of time talking about
the state of democracy, though not because he has to hand over
the reins of power to his rival Donald Trump. Obama emphasises
that democracy does not require uniformity and even the found-
ers of America had their quarrels. They had their disagreements
and ended up striking a compromise. But they knew that democ-
racy demands a basic sense of solidarity. The idea that we are in
the same boat, despite our differences, and that we fall and rise
as one. And according to Obama, that is where things go wrong:
democracy is threatened when one of us takes it for granted. He
feels that, in a democracy, the most important office is the office
of citizen. Everything depends on citizen participation. No matter
where the power lies, each of us has to accept the responsibilities
of citizenship, according to Obama. It is too easy to dismiss the en-
tire system as inevitably corrupt. Or to lean back and blame the
leaders we ourselves have elected, without examining our own
role in it. According to Obama, we cannot allow the political dia-
logue to be undermined like that, for well-meaning people to give
up and turn their backs on democracy. And to depict the people
we disagree with as evil. Democracy only works when we are able
torestore the sense of common purpose, despite our partisan pref-
erence or interests. To do justice to Obama’s rhetoric, an excerpt of
his speech:
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‘So, you see, that’s what our democracy demands. It needs
you. Not just when there’s an election, not just when your
own narrow interest is at stake, but over the full span

of a lifetime. If you’re tired of arguing with strangers on

the internet, try talking with one of them in real life. If
something needs fixing, then lace up your shoes and do
some organizing. If you’re disappointed by your elected
officials, grab a clip board, get some signatures, and run for
office yourself. Show up, dive in, stay at it. Sometimes you’ll
win, sometimes you’ll lose.”

According to Obama, democracy is in the hands of the people. But
that requires that there be trust in that people. Not only from pol-
iticians, but also trust from citizens in one another. Because if you
are able to participate more, that also applies to your neighbours.
At least in a democracy. However, when it comes to citizen par-
ticipation, there is a paradox. Research shows that a majority of
Americans are in favour of more citizen participation, but that an
equally large majority agrees with the statement that ‘people don’t
have enough time and knowledge to make political decisions’.
Some even go so far as to question the intelligence of their fellow
citizens.'® So people want to have more of a say, but don’t by defi-
nition have faith in the participation of others. In 2019, the Pew
Research Center examined how much faith Americans have in the
wisdom of the American people when it comes to making political
decisions. It turns out that almost 60 percent of Americans have
little to no faith in the political wisdom of other Americans.!®
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American people in making political decisions
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Source: Pew Research Center (2019). ‘Don’t know’ answers not included.

The lack of faith in our fellow human beings is not an exclusive-
ly American ‘affliction’, incidentally. With regard to the question
whether or not people can be trusted in general, the United States
falls somewhere in the middle. Countries in Central and South
America (Mexico and Brazil), Southern Europe (France and Spain)
and North Africa (Algeria and Morocco) show a considerably low-
er score. In Colombia, it is barely more than 4 percent. Countries
in Northern Europe, on the other hand, have a much higher score.
In The Netherlands, Norway and Sweden, the percentages is well
above 60 percent. As it is in China, by the way.?°

However, faith in our fellow human beings is not always a good
indication of our faith in the political participation of others. For
instance, when faith in our fellow human beings may be high in
The Netherlands, faith in the ‘political ability’ of others is low.
This is another instance of the so-called ‘participation paradox’.
In 2010, 48 percent of the Dutch people felt that people should
have more direct influence on politics. At the same time, 45 per-
cent felt that people often lack sufficient knowledge to form a
well-informed opinion about political subjects. More than half of
the people interviewed indicated that it is better to leave politics
to elected politicians, instead of everyone getting involved.>

If, while reading this section, you have reached the conclusion
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that you also have more faith in your own political knowledge and
skills than in those of other people, don’t be too hard on yourself.
Evolutionarily speaking, people tend to overestimate their own
abilities compared to those of others. This is known as the bet-
ter-than-average effect, one of the many cognitive biases to which
our human nature is prone.? And incidentally, the claim that oth-
er people suffer from political apathy is as old as democracy itself.
As early as 425 BCE, playwright Aristophanes ridiculed his fellow
Athenians. In his view, people spent more time gossiping at the
market than they did voting.

II. Support for representative democracy

The limited faith in the political knowledge and skills of other
people may well affect the long-term support for representative
democracy. A global study by the Pew Research Center in 2017 in-
dicated that 78 percent of the people see representative democ-
racy as a good way to govern their country.? Although the level
of support varies between the different countries and regions, in
each of the countries included in the study, representative democ-
racy can count on the support of the majority of the people.? So
that support is by no means a ‘Western’ thing. In countries like
the Philippines, South Korea and India, over three quarters of the
population supports representative democracy. The same goes for
countries in Africa. The Afrobarometer of 2019 shows that a large
majority of Africans continues to support democracy and reject
authoritarian alternatives. In fact, 68 percent of Africans say that
democracy is the best form of government.2®
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Would __ be a good or bad way of governing our country?
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Direct democracy can also count on a relatively large amount of
support worldwide, but that support is often accompanied by re-
sistance relatively more often compared to representative democ-
racy. This also shows in the large support for referendums. For
instance, in Canada, 60 of the people are in favour of referendums
about important and controversial subjects.” In Europe, there is
also a lot of support for national referendums, in particular with
regard to subjects in relation to the European Union.?® Not entirely
surprising, support for a more direct democracy is at an ‘un-Euro-
pean’ low level in the Netherlands and the United Kingdom. Prob-
ably because referendums have been organised there in the past,
the results of which could not count on everyone’s enthusiasm.?
The American research institute also looked at the support for
political systems that deviate from the traditional interpretation
of liberal democracy. For instance, when asked about a system in
which experts (instead of elected representatives) make impor-
tant political decisions, almost half of the worldwide population
says that this would be a good way to govern their country. For
an unlimited executive branch, in which a strong leader can make
decisions without interference from parliament, there is much
less support. Only 26 percent would consider this system a good
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form of government. There is a similarly low level of support for
a system where the army is in power. In countries where there is
above-average support for a strong leader (like India) or a military
rule (like Vietnam), these forms of government are still less popu-
lar than representative democracy.

The emergence of digital technologies has radically changed
the way people can express themselves. One would expect
that this would increase the need for a more direct democra-
cy, but that is not the case. In the run-up to the national elec-
tions in 2021, I developed the Technologie Kieswijzer as part of
my research. A special voting tool to map how political parties
and people think about tech-related subjects like privacy, fake
news and the power of Big Tech. Instead of a simple ‘agree’
and ‘disagree’, people could choose from five different solu-
tions for each subject. In the end, almost 30,000 Dutch people
used this voting tool. It provided a lot of interesting insights
into the way people look at the digital future. One of the ques-
tions was about the future of democracy and the possible role
technology could play. It turns out that people would not use
the possibilities of digital technologies to have more of a say
themselves, but to give the input from experts and scientists
greater weight in political decisions. No fewer than 52 percent
chose that option, as opposed to a mere 13 percent in favour
of more direct citizen participation. Interestingly enough, citi-
zen participation also gets a low score in other subjects. When
asked how citizens can benefit the most from the use of new
technologies, 48 percent of the participants indicate that it
should primarily make life more efficient and easier (through
shorter waiting times and lower costs). Only 6 percent are in
favour of increasing citizen participation in government deci-
sions (stimulating citizen participation). Again, people appear
to have little faith in the political abilities of other citizens.
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Representation crisis

Despite the continued support for representative democracy,
there is a lot of dissatisfaction worldwide about the way democ-
racy works in practice. Research from 2019 shows that 52 percent
of the people worldwide are unhappy about the way democra-
cy functions in their country.>® However, opinions vary enor-
mously within and between different regions. Take Europe, for
example. In countries like The Netherlands, Poland and Germa-
ny, more than two-thirds of the people are happy with the way
democracy works, while in countries like Spain, Bulgaria and
Greece, an equally big majority is unhappy with the way democ-
racy works where they live. A similar development takes place
in Africa, where most Kenyans are happy about the functioning
of democracy, while most South Africans and Nigerians feel the
opposite. It is only in Latin America that there is some consen-
sus. In Mexico, Brazil and Argentina, a majority of the people are
dissatisfied.

Research shows that opinions about the functioning of democ-
racy often relate to, among other things, people’s opinions about
the state of the country. People who say the economy is in bad
shape are less happy about the way democracy works. Howev-
er, the most commonly heard frustration of citizens is that they
feel politicians are not listening to them. Worldwide, almost two-
thirds of the population disagrees with the statement that ‘most
elected officials care about what people like me think.3' One
could dismiss this frustration about politicians as ‘a feeling’. The
real question is, of course, if politicians in practice really have no
idea what citizens find important. In 2021, a study in Belgium,
Canada and Israel examined to what extent the priorities of citi-
zens match the perception about them among politicians. As you
probably suspect, politicians often misunderstand the needs of
citizens. What is more, the perceptions of politicians are often
prejudiced in favour of the preferences of male, theoretically ed-
ucated and politically interested citizens.*? As such, in many cas-
es, the feeling many people have that politicians are not listening
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to them is completely justifiable. Political scandals and corrup-
tion also have a negative effect on people’s satisfaction with the
way democracy functions. Even in countries where you don’t ex-
pect it. Swedes, for instance, are the happiest with the way de-
mocracy works (72 percent), but the Swedes who think that most
politicians are corrupt are 32 percentage points less happy with
the way democracy works.

We can conclude that people all over the world prefer a repre-
sentative democracy, but that they are unhappy with the way poli-
ticians interpret it. In other words, people have no problems being
represented, but they are unhappy with the way in which they are
being represented. The British political scientist and sociologist
Colin Crouch calls it the ‘post-democracy’, meaning that democ-
racy as a system is by and large functioning (there are free elec-
tions, governments fall and there is freedom of speech), but that
more and more people feel they are not being represented.® So it
not democracy itself that is in crisis, but its political interpreta-
tion. As such, people’s satisfaction with democracy is not a good
indicator for the support for democracy. Insufficient distinction is
made between the functioning of democratic institutions and the
support for democratic principles. And yet, satisfaction with de-
mocracy is one of the most measured indications in studies into
the support for democracy worldwide. Those types of studies fo-
cus above all on the formal interpretation of democracy (elections
and representation) and much less on the material interpretation
(freedom and equality). Democracy is not a one-dimensional con-
cept and people may differ in the criteria that they expect from de-
mocracy.3 In chapter 2, we will address the appreciation for and
commitment to various democratic principles.

Democracy can use a little distrust

Theincreasing distrust in politics and the government is often seen
as a threat to democracy. And although democracy does require
trust, a healthy dose of distrust also helps grease the wheels of de-
mocracy. Distrust demands transparency and keeps politicians on
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their toes. Democracy is dependent on active and vigilant citizens
with a healthy dose of scepticism with regard to the government.
After all, they need to exert their control over the government, if
only by replacing the current government during elections.3s Some
political scientists compare political distrust to the ‘canary in the
coalmine’. In the past, miners used to take caged canaries down
into the mine shafts. When toxic gases were released into the air,
the canaries were the first to die, allowing the miners to make their
escape. In a similar way, political distrust could be a warning for an
impending democratic malaise, allowing the powers that be to re-
spond, before losing the voter’s confidence.3®

Distrust also serves as a catalyst for collective action, for in-
stance in the case of the civil rights movement in the 1950s and
1960s, a social movement led by Martin Luther King in favour of
equal rights for Black Americans. In his Letter from Birmingham
Jail, he responded in an open letter to the Call for Unity, in which
King and his supporters were urged to cease any further demon-
strations and to wait patiently until the courts would end racial
segregation. King saw no other way but direct action:

‘As in so many past experiences, our hopes had been
blasted, and the shadow of deep disappointment settled
upon us. We had no alternative except to prepare for direct
action, whereby we would present our very bodies as a
means of laying our case before the conscience of the local
and the national community.

Political distrust not only causes the necessary civil disobedience,
it can also lead to calls for the renewal of political systems. Re-
search shows that the percentage of people who feel that the po-
litical system in their country does not need to change is very low.
From about 6 percent in France to 12 percent in the United King-
dom. About two-thirds of eligible voters in the United Kingdom
feel that their political system requires drastic changes or should
even be reformed.3® Again, it turns out that the suspicion of cor-
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ruption among politicians plays a major role. Those who say that
most politicians are corrupt much more often think that their po-
litical systems require serious reforms.

Democratic renewal
In recent decades, various alternative systems have been devised.
For instance ‘deliberative democracy’, in which a diverse group of
people is appointed to reach a political decision. Ideally, these cit-
izens are representative of the population as a whole and are often
selected through a draw. It is essential that citizens be sufficiently
informed about the issues and are given enough time to come up
with the best possible solution together. As such, this principle de-
viates from representative democracy, in which citizens delegate
the decision-making process to elected politicians, and it is also
different from direct democracy, in which voters have to make an
individual assessment (for instance in the case of a referendum).
In his book Against Elections (Tegen Verkiezingen), David Van Rey-
brouck describes the principle of the draw, comparing it to jury
duty in the United States.? A well-known experiment with this
form of government is the G1000. The idea is to have 1000 ‘ordi-
nary’ citizens talk with each other about the main political themes
in their own town, village or municipality. The first G1000 took
place in Brussels on 11 November 2011. By now, the project has
grown into an international movement that encourages initiatives
for citizen participation.4+°

And then there is the ‘liquid democracy’, which is a combination
of representative and direct democracy. Citizens have the ability
to vote directly on all kinds of policy issues (like in a direct de-
mocracy), but they can also delegate their vote to a representative,
who will vote on their behalf (like in a representative democracy).
This form of government is supported by, among others, the Pirate
Party Movement. After the foundation of the Piratpartiet in Swe-
den in 2006, other Pirate Parties were founded elsewhere in Eu-
rope (and later worldwide).

As indicated earlier, since 2015, I have been an active support-
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er of a ‘modular democracy’ on behalf of Het Nieuwe Kiezen. The
reason for that is in line with the analysis of the British sociolo-
gist Colin Crouch, whom I mentioned earlier and who introduced
the term ‘Post-democracy’. According to Crouch, many people no
longer feel represented because they can no longer identify with
one party, the positions are closer and closer to each other, and
elections are increasingly about people and less about the issues.
Research by the University of Antwerp shows that people often
vote for the wrong parties when we look at the issues, a phenom-
enon that is known as ‘ideological disunity’.4 There appears to be
a huge difference between what people think about certain issues
and what the party they vote for thinks of those issues. Because
we primarily vote for people, political theatre is created, in which
politicians engage in a popularity contest, instead of having an
honest debate about issues and policies. The problem with elec-
tions is that people often do not agree entirely with one political
party. However, in practice, we can only cast our vote for one par-
ty. Het Nieuwe Kiezen wants people to be able to vote for the party
that best matches their views per theme. That means that they can
vote for a different party on defence-related issues than they do on
education-related issues. That way, parties actually have to com-
pete on the issues (instead of using advertising slogans), and peo-
ple have to focus on the issues (instead of their instinct).4* Voting
per theme also means government per theme. Instead of a broadly
supported coalition agreement on all the themes, a broad coalition
government can be formulated and a majority can be formed per
individual issue. At the moment, initial experiments with this sys-
tem are taking place at the level of municipalities.

II1. The authoritarian temptation

The increasing lack of trust in politicians is not only a driver of
innovation. It can also open the doors to authoritarian leaders.
According to The Democracy Index, compiled by the Economist
Intelligence Unit (EIU), the number of ‘complete democracies’
worldwide has fallen in recent years.* In particular the number of
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‘hybrid regimes’, which are characterised by election fraud, an op-
pressed opposition and low political participation, has increased
in recent years. Such a hybrid regime is a precursor of a fully au-
thoritarian regime. An example is Turkey under Recep Tayyip Er-
dogan, who may been elected legitimately, but with the abolition
of the separation of powers and the many state-controlled media,
his regime very much resembles a dictatorship. Nevertheless, this
type of leader can often count on the support of the population
in their own country. Research shows that an unlimited executive
branch, in which a strong leader can make decisions without in-
terference from parliament or the courts, is especially popular in
countries where authoritarian leaders have expanded or consoli-
dated their power in recent years, like in Turkey.44 The same goes
for the Philippines under Rodrigo Duterte.

With the emergence of authoritarian leaders, we also see an
emergence of populist leaders all over the world. In 2019, on av-
erage 58 percent of the global population believed that the politi-
cal system was conquered by a corrupt elite.*s Both authoritarian
and populist leaders appear to flourish in times of crisis. A corre-
sponding narrative is that a specific development, like automation
or globalisation, leads to a widespread disruption and economic
uncertainty, which is why they argue in favour of a strong leader
who can guarantee a better future for the country. However, we
should not confuse these types of leadership. Populists deliberate-
ly seek out the opposition between ‘the people’ and ‘the elite’, and
clearly pick the side of the people. According to the populist, the
current elite has become completely alienated from the people,
making it necessary to translate the will of the people into policy
as directly as possible. Unlike authoritarian leaders, who want to
impose their own will on the people, often without trying to hide
their “illiberal ambitions’. The Hungarian president Orban, during
a national speech, declared that he is building a non-liberal state:
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‘Meaning that the Hungarian nation is not a simple sum of
individuals, but a community that needs to be organised,
strengthened and developed, and in this sense, the new
state that we are building is an illiberal state, a non-liberal
state.*¢

Populism, on the other hand, is somewhat less ‘antidemocratic’. It
is based on the majority principle and believes that politics should
be an expression of the aforementioned ‘will of the people’. So
populists are of the opinion that political leaders should be elect-
ed by the people. ‘The majority of the people’ is often taken so lit-
erally, that the minority is overlooked. In fact, according to many
populists, minorities are actually the cause of all problems. And
that is very much a threat to liberal democracy, in which the liber-
ties and rights of minorities need to be protected.

Despite popular belief, populism is not an exclusively right-wing
affair. The narrative in which ‘the people have been betrayed by
the elite’ is also found on the left side of the spectrum. Think, for
instance, of Podemos in Spain and Syriza in Greece. Both in the
case of right-wing and left-wing populism, it predominantly in-
volves the extreme flanks (not to be confused with right-wing or
left-wing extremism, which believes in the absolute will of the
leader). However, the ideological differences between left-wing
and right-wing populism are enormous. The populist message
on the radical right often focuses on anti-immigration, while the
left-wing message talks about the liberation from corruption and
economic oppression. Left-wing populism is especially popular in
Latin America. An analysis of public speeches of prime ministers,
presidents and chancellors in 40 countries shows that the num-
ber of populist leaders has more than doubled between 2000 and
2018.4” The study shows how politicians all over the world gradu-
ally started using more populist arguments, in which they viewed
politics as a struggle between the will of ordinary people and the
corrupt, selfish elites. Each leader was given an average popu-
list score, based on the degree to which their speeches contained
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populist ideas. Researchers rated their speeches on a scale from
0-2, varying from not populist to very populist. It turns out that
the most radical populists are located on the left-hand side of the
spectrum. In addition, the overview also shows that a number of
authoritarian leaders, like Erdogan and Orban, also have populist
characteristics.

How they compare

@ Left

Right Hugo Chavez (1999-06) .

Nicolas Mauro (2013-18) .

Evo Morales (2015-present) .

Recep Tayyip Erdogan (2014-18)
Viktor Orban (2010-18)
Silvio Berlusconi (2001-06)
Donald Trump (2016-present)
Narendra Modi (2014-present)
Jair Bolsonaro (2019-present)
Ton Blair (2001-05)

. Angela Merkel (2013-18)

Not populist Somewhat populist Populist Very populist
Source: The Guardian (2019)

So it would appear as though more and more authoritarian lead-
ers assume populist positions to get the people behind them and
increase their own power. That way, democratic institutions are
gradually dismantled from within. Even though the essence of
populist ideology is not antidemocratic as such, populist parties
do have a negative impact on democracy. Research in Europe also
shows that people who vote for populist parties are often less sat-
isfied about the functioning of democracy in their country.® In
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addition, they often are less convinced that the government does
what is right for the country#. This makes for the ideal breeding
ground for populist and authoritarian leaders.

| understand democracy as
something that gives the
weak the same chance as the
strong.

Mohandas Karamchand Gandhi (1869 - 1948)
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Chapter 2

People place great value
on democratic principles
Even though their
commitment isn’t always
very strong

As we saw in the previous chapter, there is a paradox with re-
gard to citizen participation: people want to have a bigger say,
but they do not always by definition trust the judgement of other
people. So it is not surprising that people all over the world keep
supporting representative democracy. And yet, many people are
unhappy about the way democracy functions. A closer examina-
tion of the motives underlying their dissatisfaction indicates that
people are above all unhappy about politicians, whom they feel
don’t listen enough to ‘ordinary people’ and instead act in their
own interest. And although this is certainly cause for concern, it
does not always tell us everything about the support for democ-
racy.

By largely equating distrust in politicians with dissatisfaction
about the functioning of democracy, the focus is too much on the
institutions and people who need to promote and protect demo-
cratic principles, and not enough on the support for the democrat-
ic principles themselves, for instance freedom of speech, gender
equality and freedom of the press. Democratic principles that we
have perhaps started taking for granted a little bit in some parts of
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the world. But what is self-evident for some, is a matter of life and
death for others.

Taking to the streets for democracy
Imagine you’re having a nice meal at the local restaurant on a warm
Sunday afternoon in August. While your friends are trying to keep
things light - do you think it’s going to rain this afternoon? - you
mentally prepare for the rest of the day. A long walk through the
streets of the city. First go home to change and pick up your things.
A yellow helmet, check, safety goggles, check, gloves, check. No, this
is not an afternoon of shopping, but another day of demonstrations.
It is the reality for Patrick Wong (pseudonym), a twenty-year-old
student from Hong Kong. A reporter from The Guardian followed
him during a big pro-democracy meeting that was banned by the
police.>° While he is changing in the apartment where he lives with
his parents, he looks ahead. He is hoping it will be a peaceful march,
the way the organisers and protesters have planned, but he pre-
pares for the worst. ‘We don’t know what could happen. Which is
why he adds a bottle of sodium chloride to his demonstration kit, to
rinse tear gas or pepper spray from his eyes. He was hit with both at
earlier demonstrations. But he is not deterred. He sees it as his civic
duty to defend the city. The protesters gather in Victoria Park, an oa-
sis of green in a concrete city. On the train on the way to the demon-
stration, he opens his Instagram account and shows the reporter a
famous quote by Jack London, the American novelist and activist: ‘T
would rather be ashes than dust’. The Brit Chris Patten, the former
governor of Hong Kong, referred to the poem in his final speech be-
fore Hong Kong was transferred to Chinese rule in 1997. He was not
afraid that China would take away Hong Kong’ sliberties or autono-
my, but that the people of Hong Kong would relinquish them. The
quote gives hope and it encourages people to keep the faith, accord-
ing to the young student. When he arrives at the park, more than
100,000 protesters have already gathered.

The protests in Hong Kong began in June 2019 as resistance to
plans to allow the handover of potential criminals to mainland
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China. Opponents feared that this would undermine the inde-
pendence of the judiciary. The proposed law would give China
more influence over Hong Kong and could be used to neutralise
activists and journalists. Until 1997, Hong Kong was governed as
a colony by the United Kingdom, but it was then ‘handed back’ to
China. Under the ‘one country, two systems’ arrangement, Hong
Kong acquired a certain degree of autonomy (including its own
judiciary and a government that was partially elected democrat-
ically), while its citizens acquired more rights (like the freedom of
assembly and the freedom of speech). However, these freedoms
expire in 2047 and it is not entirely clear what the status of Hong
Kong will be then.

Hundreds of thousands of people took to the streets, primarily
school pupils and students. They are a generation that was born
around the time the United Kingdom relinquished control over its
colony and hardly identifies with China. After weeks of protests,
Carrie Lam, the Chief Executive of Hong Kong, announced that the
proposed law would be suspended ‘indefinitely’. But because the
protesters feared that the proposed law would be pushed through
at a later date, the demonstrations continued. Around that time,
clashes between the Hong Kong police and protesters occurred
more frequently and became more violent. Within a month, more
than 700 people were arrested, 44 of whom were accused of riot-
ing, a crime carrying a 10-year prison sentence. Nevertheless, the
youngsters kept taking to the streets.

‘I’ve tasted tear gas. I’'ve been hit by a rubber bullet. I set
roadblocks. No one taught me, I just saw people do it and

I tried to help. I feel nervous. I can’t be scared, though,
because I stand in the front lines and people stand behind
me. I need to protect them. Some of them are younger than
me.” — Zita, 16 years old.>

In September 2019, the proposed law was finally withdrawn, but
according to the protesters, it was already too late. They now de-
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mand full democracy and an inquiry into the police actions, under
the motto: ‘Five demands, not one less!” In addition to the imple-
mentation of full universal suffrage and an independent inquiry
into alleged police brutality, the protesters demand that the pro-
tests not be characterised as ‘ariot’, and that amnesty is granted to
the protesters who have been arrested. By now, the fifth demand,
withdrawal of the proposed bill, has been met. It is unlikely that
further concessions will be made. In 2020, a new national security
law was passed that banned ‘subversive activities’ in Hong Kong.
And yet, for many protesters, this is not the end. If everyone in the
streets is arrested, the activities go underground, according to a
nineteen-year-old student, making it impossible to predict when
they will come back and strike again.

In Thailand, the call for democracy is also getting louder. Thou-
sands of Thai citizens challenged the authorities in 2020 by
demonstrating in the streets of Bangkok for more democracy and
less power for the king. After years of military rule, protesters de-
manded changes to the constitution, new elections and an end to
the intimidation of human rights activists and critics of the state.
Again, it is primarily students who champion democracy with
passion and, in doing so, risk their own future. ‘Live free or die.
Freedom is worth it’, according to one of the slogans. One of the
figureheads of the Thai protests is 21-year-old Panusaya Sithijira-
wattanakul. On a stage at the Thammasat University, one of the
best universities of Thailand, she read aloud a manifesto with the
demands in front of a cheering crowd. A monarchy that answers to
the elected institutions of the country, that remains outside of pol-
itics and exerts no control over important army units would hardly
be noteworthy in most countries. In Thailand, they are downright
revolutionary.?? In Thailand, offending the monarchy is against the
law. Those who are found guilty of breaking that law risk a 15-year
prison sentence. Critics say that this law is used above all to sup-
press freedom of speech.
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Appreciation for democratic principles

Support for democratic principles worldwide remains high, as
shown by research by the Pew Research Center from 2019.53 Of the
nine democratic principles they examined in 34 countries, a fair
trial can count on the highest level of support, with gender quality
in second place. Although this is one of the two most valued prin-
ciples in most countries, it has the lowest priority in Nigeria. Free-
dom of religion also has a lot of support, in particular south of the
Sahara. In South Africa, Nigeria and Kenya, it has the highest pri-
ority, and also in Turkey, Indonesia and India. However, it has the
lowest priority in the more secular countries, especially in Europe,
where in particular supporters of right-wing populist parties place
little value on freedom of religion.5* For people in France, Sweden,
Spain and The Netherlands, it is at the bottom of the list, as it is in
Japan, South Korea and Canada. Regular elections (with at least
two political parties) is number four in the ranking. Interestingly
enough, it can count on support in all the countries under exam-
ination, with the exception of Russia. The level of support in the
various countries and regions varies, but for all democratic prin-
ciples, the average of all the countries in the study is more than
50 percent. In other words, people have by no means turned their
backs on democracy.
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In recent years, the appreciation for democratic principles has
generally remained stable. However, there are a number of clear
changes compared to 2015, when the research institute first stud-
ied the democratic principles. Especially support for various ‘cen-
sorship-related principles’ has increased in many countries in
recent years. Many people value the right to say and share things
without government interference. For instance, support for free-
dom of the press increased by 19 percent in France, the United
Kingdom and Turkey. Support for freedom of speech even grew by
22 percent in Turkey. Support for internet freedom also increased
in various countries. In the Netherlands, it was even the most val-
ued censorship issue. There is a proviso, however. Of course it is
good news for democracy that many Turks have come to value
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the principle of freedom of the press more highly in recent years,
but that is undoubtedly related to the fact that organisations like
Reporters Without Borders have signalled a deterioration in the
country’s freedom of the press. The same goes for Hungary, where
there are relatively many people who describe all nine principles
as very important. The fact that Orban has sidelined various dem-
ocratic institutions in recent years probably plays a major role in
the high valuation for the different democratic principles.

In 2018, Pew Research Center also examined to what extent
democratic principles are actually being protected around the
world. Especially freedom of speech does well. A large majority
is of the opinion that the right for people to express their opinion
in public is well protected in their country.>> A majority is also op-
timistic that most people have a good chance of improving their
standard of living. Many citizens also feel relatively safe; in most
of the countries under examination, only a small part of the popu-
lation says that most people in their country live in areas where it
is dangerous to walk around at night. Again, it becomes clear that
citizens are above all critical of institutions and people that are
supposed to promote and protect democratic principles. Accord-
ing to a majority, it makes no difference who wins the elections;
they feel things won’t change much anyway. People are also scep-
tical about their politicians. They believe that most politicians in
their country are corrupt. There is also relatively much criticism of
the courts. A majority does not agree with the statement that the
legal system in their country treats everyone fairly.

However, this sceptical view of democratic institutions does not
mean that people have given up on democracy. In 2016, the re-
search institute examined the extent to which people believe that
the average citizen is in a position to exert influence on the way
the country is being governed. Of the nine countries in Africa, the
Middle East, America and Europe that were investigated, the ma-
jority in eight countries indicate that ordinary citizens can have
a lot of influence on the government.* It is only in Hungary that
there is more pessimism, and a majority believes that citizens can
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do little to influence the government. In all countries under ex-
amination, a large portion of the people indicates that they can be
motivated to be politically involved in various issues. In particular
poor healthcare, education and poverty could persuade them to
take political action, for instance contacting an elected official or
taking part in a protest.

Not everyone takes part

We have ascertained earlier that a well-functioning democracy
needs active and vigilant citizens with a healthy dose of scepticism
with regard to the government. The call for democratic renewal
often assumes that increasing the options for citizens to partici-
pate automatically contributes to the quality of democracy. But
that is not always the case, because politically active citizens in
many cases are not a reflection of society. They are predominant-
ly white, theoretically educated and male.5” This group of overrep-
resented citizens is also known as the ‘participation elite’, a term
that was coined by Evelien Tonkens, professor at the University
of Humanistic Studies in Utrecht. In the Netherlands, a relative-
ly large amount of research is carried out into the characteristics
and motives of politically active citizens. The National Voter Study
(Nationaal Kiezersonderzoek) from 2017 shows that there are in
particular large differences between highly-educated and less ed-
ucated Dutch people (nowadays called theoretically and practical-
ly educated people. This participation gap is visible in virtually all
political activities. Predominantly in options for participation out-
side of elections, where citizens can exert a much more direct in-
fluence. The study shows that theoretically educated people take
part six times more often in consultation meetings, twice more of-
ten in demonstrations and are three times more politically active
via the internet than less educated people.s® According to the re-
searchers, these insights are confirmed by numerous other stud-
ies: citizen panels, urban meetings and consultation meetings are
the domain par excellence of the theoretically educated. The same
goes for the more direct participation via interest groups, lobby
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clubs and activist organisations.® It also turns out that education
has a direct effect on political participation. The National Voter
Study shows that theoretically educated people consume more
news, are more interested in political subjects and have more faith
in politicians and government parties. And, not entirely unimpor-
tant, theoretically educated people have a higher opinion of their
own political skills. All this makes them much more likely to be-
come politically active.

The participation elite also is first in line when it comes to new
ways to participate. Even at the aforementioned G1000 meetings,
where attempts were made to realise more diversity by drawing
lots. Researchers from three Dutch universities examined the ex-
periences with these citizen summits. Research shows that the
high expectations were not met.®® Many people who have been
selected end up deciding against taking part. Of the thousands
of invitations that are sent out, often only a few hundred people
show up, which is in essence a selection process that means pre-
dominantly theoretically educated, older people with a Dutch
background show up. Many youngsters, people with a migration
background and political cynics avoid citizen summits, which
means their voice is not heard.

Because a specific group of citizens, who are not a reflection
of society, make use of the options to participate more often, in-
equality grows. Researchers also call this the ‘participation para-
dox’; the greater the number of channels for people to participate,
the greater the chance of inequality in participation becomes. New
forms of participation create new thresholds and inequalities. This
growing inequality then seeps through into the political agenda,
because the signals politicians receive from society are extreme-
ly one-sided. We saw earlier that the opinions of politicians are
prejudiced in favour of the preferences of the male, theoretically
educated and politically interested citizens. This is reinforced by
the fact that politicians in most cases also match the profile of the
participation elite. The needs and concerns of the already disad-
vantaged citizens end up on the political agenda even less often.
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This becomes a vicious cycle. The feeling among many people that
the state is not being governed for the benefit of the entire peo-
ple, but only for a small elite, then turns out to be true.* That fur-
ther increases the political dissatisfaction and will further reduce
the willingness to participate. The result is that many people feel
abandoned and unheard.

It is easy to say then that it is bad luck for these ‘passive citi-
zens’, because they have had plenty of opportunities. Or that they
show insufficient commitment and don’t want to make an effort
for democracy. By suggesting that everyone has equal opportuni-
ties, you also suggest that it’s everyone’s own responsibility, and
that, if people are not heard, that is their own fault. However, this
is unfair and undemocratic. Not everyone has the means to be able
to participate. In today’s democracy, participation is still too much
a luxury. In this case, it is the democratic institutions that fail in
their task to protect democratic principles like equality. This is
also known as the ‘democratic deficit’. Which is why it is time that
we reverse it. If less advantaged citizens take part less often, we
shouldn’t try and change these citizens, but the opportunities to
participate.

Voter fatigue

Offering people many opportunities to participate not only can in-
crease inequality, it can also create a more general form of voter
fatigue. In Switzerland, people can decide on a variety of national
issues each year. From approval of the introduction of biometric
passports to gay marriage. In spite of, or perhaps because of these
opportunities to participate, Swiss election turnouts are among
the lowest in the world. In the last 50 years, the national turnout
was more than 50 percent on only six occasions, against a world-
wide average turnout of 70 percent.®
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Many researchers agree that the low turnout in Switzerland is not
only caused by too high a frequency, but also by the complexity of
the issues. Research from 2016 shows that ‘complicated language’
was the main factor for young people not to vote.® This complex-
ity makes the voting cycle even more intense. Many voters quit
as a result of voter fatigue. And yet, according to critics, that does
not mean that this direct form of democracy is unsuitable. They
argue that it would be a real problem if it were the same group of
people voting every time. Research shows that that is not the case.
Roughly a quarter of the Swiss people votes every time, and an-
other quarter never votes. That means that half of the Swiss pop-
ulation consists of ‘flexible voters’ who decide whether or not to
vote based on the subjects involved. We can conclude from this
that three quarters of the population takes part with some regu-
larity, a percentage roughly equal to the turnout in other Euro-
pean democracies with less frequent voting. If we look at the last
20 votes, more than 90 percent of the population voted at least
once. So over a five-year period, only 10 percent did not vote even
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once.® On the other hand, this calculation feels a bit contrived, be-
cause it does not diminish the fact that most votes are decided by a
majority of the population. On multiple occasions, like in 2003 and
2012, the turnover percentage was even below 40 percent. Assum-
ing that 25 percent of the Swiss always vote, most of this group of
citizens is represented by the participation elite described above,
the ones who are not discouraged by complex and frequent votes.
So even in the idealised direct democracy of Switzerland, there is
inequality and the ‘participatory democracy’ in its current form is
not perfect.
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Democracy is not the law
of the majority, but the
protection of the minority.

Albert Camus (1913 - 1960)



Chapter 3

People agree with
each other more than
we think Even though
the polarisation they
experience is increasing

In the previous chapter, we saw that support for democratic prin-
ciples worldwide remains high. Principles like fair trials, gender
equality and freedom of religion can count on a lot of support. A
large portion of the people indicated that they could be motivat-
ed to get involved politically in such issues, for instance getting
in touch with an elected official or taking part in a protest. And
yet, in practice, only a small minority of citizens actually ends up
taking action. Politically active citizens are not a reflection of so-
ciety. They are predominantly white, theoretically educated and
male. Paradoxically enough, increasing the number of ways peo-
ple can participate appears to increase inequality, heightening the
contrast between the cans and the cannots, those who can fend
for themselves and are able to find their way to participation and
those who cannot.

This participation gap seems a metaphor for the divided socie-
ty. We increasingly think in extremes. Left and right, progressive
and conservative, globalism and nationalism. In the public debate,
there are often only two flavours: you are for or you are against.
So it is not a big surprise that we cannot seem to agree on the best
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way to deal with urgent themes like inequality, climate change and
COVID. In fact, not everyone even believes that those problems ex-
ist in the first place. But without a shared reality, living together
is quite tricky. In the current political system, the differences are
only enhanced. In recent years, political opponents have started
to see each other as a threat to society. The question is, however,
if people really think so differently, or if these differences are used
for political gain. In a world where everything revolves around at-
tention, extremists have the advantage.

I. It depends on how you ask

An authentic windmill. Cows grazing in the meadow. And a view
reaching all the way to the horizon. It is a typically Dutch land-
scape, recorded numerous times in the paintings of the old mas-
ters. However, the authentic windmill has increasingly been
replaced by modern wind turbines. And at 200 meters tall, they
are hard to miss these days. And they are increasingly the cause
of protests. Residents see them as landscape pollution and they
are worried about the noise. Especially in the province of Lim-
burg, there is a lot of resistance. For instance in Venlo, with
more than 100,000 inhabitants the largest city in Noord-Lim-
burg. In 2018, the provincial government devised a plan to erect
nine 210-metre-high turbines in Venlo to provide about 28,000
households with clean energy. Limburg is lagging when it comes
to realising its wind energy targets. But Venlo would have none
of it. Via protest actions, neighbourhood councils and petitions,
many of the inhabitants emphatically opposed the plans. In-
cluding Rinus van Lieshout, who lives in the rural area outside
of Venlo. If the plans go ahead, there will be a wind turbine at
340 metres from his home. The fact that it will spoil his view is
not even the biggest problem. The noise is. One could conclude
that the people of Venlo don’t care much for sustainability, but
that would not be a fair analysis. When there are only two op-
tions (for or against the planning), you can’t blame people for
resisting, because they may end up with a wind turbine in their
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backyard. But what happens when you give people multiple op-
tions and ask them what the best location for the wind turbines
would be?

I decide to find out and developed a new election compass in
the run-up to the provincial elections of 2019.% The first tool
without binary statements (for/against), but with five nuanced
solutions, because a simple yes or no does not do justice to the
nuanced reality. For instance, the question is not whether or not
we should invest more in defence, for instance, but the question
is what we should invest in (with an escape option for those who
feel we should not invest more at all). Binary choices can be mis-
leading. In traditional election compasses, political parties of-
ten indicate that they agree with something, and then explain in
their reasoning that they actually disagree. We agree: but, if, un-
less, etc. This gives a very distorted image in the voting advice.
To reach as many people as possible, I decided to work togeth-
er with DPG Media (formerly the Persgroep), the largest media
house of the Netherlands. In all, more than a million people used
the election compass. When asked how best to determine where
to locate wind turbines, almost half of the people of Limburg in-
dicated that they should be placed in such a way that they do
not have an adverse effect on the environment. Twenty percent
indicates that it would be best to locate them together in large
parks, while a similar percentage argues that they should be di-
vided among the municipalities. Only 10 percent of the people of
Limburg think they should not be built at all, while only 3 percent
would like to see the existing windmills removed as well. This
shows that people can give a nuanced answer, provided you ask
them a nuanced question.

These insights are supported scientifically by the doctoral re-
search of Charlotte Wagenaar of Tilburg University.®® Like many
election compasses, referendums also tend to present peo-
ple with a binary choice: for or against a policy proposal. And
here, too, the results tell us virtually nothing about the under-
lying reasons of the nay-sayers, or the preferred scenario of both
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the people for and against. There will be people who have vot-
ed in favour, but who would prefer a different interpretation.
Or people who voted against, but only because they have their
doubts about some specific elements of the proposed policy. Or
because it is hard to assess the consequences, as was the case
with the Brexit referendum in the United Kingdom. Fortunately,
there is also an innovative alternative to the traditional referen-
dum, namely the so-called ‘multi-option referendum’, where
people are presented with three or more nuanced options. This
construction was applied successfully in Sweden, New Zealand,
Switzerland, and Liechtenstein.

To be able to analyse what the impact of a multi-option ver-
sion is vis-a-vis the traditional binary approach, a shadow ref-
erendum was held in The Netherlands in 2018. In the week prior
to the national referendum about the intelligence services (the
Wiv referendum), people were presented with four options in a
survey study, instead of two. In addition to ‘for’ and ‘against’,
two more alternative scenarios were added. And as it turned out,
one of the alternative scenarios gained the most support.” When
voters were allowed to tick all the options that were acceptable
to them, 69 percent supported a modified version of new legis-
lation. Many fewer people voted against the proposed law than
they did in the binary referendum. People voting against in a ref-
erendum cannot always be interpreted as resistance to the new
legislation; it can also be caused by a lack of more nuanced and
concrete alternatives. By offering people more concrete options,
they can better assess the consequences of the alternatives, the
likelihood of one of the alternatives matching their preferences
increases, and politicians are better able to interpret the wining
alternative.
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I was curious if this insight also translates to other countries. To
that end, I developed an interactive voting experience in Design
Museum Holon in Israel. In 2019, the country was so divided that
they had to go vote more than three times within a year. Together
with Merav Perez, a local designer, I made an interactive installa-
tion where people could use stickers to indicate their position on
provocative themes like the status of Jerusalem and LGBT mar-
riage. No binary choices, but nuanced answers. Again, we see that
people have less extreme and more matching positions when al-
lowed to be more nuanced. After all, nuance offers more room for
overlap than contradiction does.

I1. We are not so different

People often agree much more than we think. Even in the United
States, one of the most polarised democracies in the world. Dem-
ocrats and Republicans are often diametrically opposed. At least
if you believe the headlines. And although there is indeed much
division in the country (think of the gap between the educated
and the uneducated, the poor and the rich, black and white), in
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recent years, Americans have actually moved closer together. For
instance, the percentage of people who feel that the work ethos
and talent of immigrants is an added value for the country has
doubled in the last twenty years.%® An interesting detail is that
this analysis was carried out in the year after Trump used the
antiimmigrant slogan ‘build the wall’ at his election rallies. There
is a similar movement when we look at the right for people of
the same sex to be allowed to marry. The percentage of people
who expressed negative opinions about that was halved between
2003 and 2017. And when it comes to climate, perhaps the one
of the most polarised issues in the country, there is a high de-
gree of consensus among Americans. Only 8 percent argues that
the government spends too much money on combatting climate
change. A large majority, on the other hand, feels that the gov-
ernment isn’t spending enough money. That percentage has re-
mained stable in recent decades, despite Trump’s many denials.
In multiple speeches, he claimed that climate change is a hoax;
that the concept was thought up by the Chinese to make the
American production process less competitive. It turns out that
many American citizens are very much able to think for them-
selves and don’t believe everything the former president claimed
(primarily on Twitter). It may be hard to imagine for a lot of peo-
ple, but there are rational Trump voters. People who do not agree
with his extreme statements, but have voted for Trump for oth-
er, less emotional arguments.® For instance entrepreneurs, who
saw in Trump the salvation of the economy.

When Republicans and Democrats are asked about the most
important priorities to improve the quality of life for future gen-
erations, both camps want high-quality care to be affordable for
everyone and feel that more money needs to be spent on quality
education.” Although this has a higher priority for Democrats (for
whom accessible care comes in first place), many Republicans also
agree. For them, accessible care comes in fourth place.

And that is not all that Republicans and Democrats have in com-
mon. A recent study about political polarisation shows that po-
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litically polarised brains share an intolerance for uncertainty.”
Scientists from Brown University used fMRI technology to meas-
ure the brain activity of dedicated liberals and conservatives while
they were watching political debates and news broadcasts. The
researchers discovered that a polarised perception is often the
strongest in people who generally have a low tolerance for uncer-
tainty. This shows that part of the hostility and misunderstanding
we see in society is not due to irreconcilable differences in political
opinions, but is caused by uncertainties that people experience in
their everyday lives. Uncertainties that could be solved.

In addition, the research shows that liberals and conservatives
are equally susceptible to fake news.” That goes against popular
opinion that people on the right-hand side of the spectrum are
more likely to assume that fake news is true. At least, that is the
popular opinion in my own bubble. The researchers discovered
that people on both sides of the spectrum have the same tendency
to believe news that is in accordance with their own ideology, and
perceive news that does not match their beliefs as fake in equal
measure. Here, too, there are underlying neurological principles.
The tendency to select (and remember) information that match-
es our own opinions and expectations is called confirmation bias.
The good news is that the study also shows that the group that is
susceptible to disinformation is relatively small. For instance, only
4 percent of Americans believe the conspiracy theories of QAnon.”
And of that percentage, only a relatively small portion believe in
the most extreme theories, like the conspiracy theory that claims
that Democratic politicians and Hollywood stars are part of a glob-
al network that abuses children in satanic rituals.” The storming of
the Capitol even caused a reduction in the number of people sup-
porting the conspiracy theories of QAnon. It turns out that most
people are able to distinguish true stories from made-up or twist-
ed tales. More about this in part two.
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IIL. Concerns about polarisation

Based on the insights presented above, it seems safe to conclude
that people are often much less divided than we are told. When
you offer people alternative options, they almost automatical-
ly also become more nuanced in their opinions. Between the ex-
tremes, there is no huge gap, but a space where there is often a lot
of (unnoticed) consensus. And yet, people all over the world feel
that polarisation in their country has increased. Republicans and
Democrats are united in their opinion that America will be more
politically divided in the next thirty years.”> One could argue that
that makes some sense, because Americans can essentially only
vote for one of two parties. But similar sentiments are also found
in countries with multi-party systems, like The Netherlands. Re-
cent research by the Netherlands Institute for Social Research
(SCP) shows that 75 percent of Dutch people are worried about
polarisation and think that difference of opinion about social is-
sues is on the increase in The Netherlands.” What is more, people
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with different political preferences are judged a lot more negative-
ly than people with a different religion, education level or ethnic-
ity.”” Although Dutch people feel that differences of opinion are
increasing, the SCP study shows that, in practice, ‘agreement in
public opinion’ is not diminishing at all. Based on population sur-
veys, the researchers argue that there is little reason for concern
about growing differences of opinion and hardening. But how do
we explain that people have the feeling there is increasing polar-
isation, when there are no practical grounds to support that? The
answer is actually quite simple: because polarisation works. It is to
a large extent artificially maintained by politicians and the media.

According to the Edelman Trust Barometer of 2017, more than
half the British people who were in favour of Brexit voted out of
fear. As opposed to only 27 percent of Brits who preferred to re-
main in the EU.” Americans who voted for Trump also were more
frightened than those who voted for Clinton. The study by Brown
University already showed that people who have a low tolerance
for uncertainty are more susceptible to polarised information.
Many politicians are more than willing to feed that uncertainty
and fear. Party political programmes are filled with claims that the
country is doing badly, that globalisation and immigration are a
threat and that we should all be worried about what is to come.
Largely unjustified. These emotions are often not supported by
statistics at all. Research by IPSOS in 40 countries shows, for ex-
ample, that people structurally overestimate the percentage of
Muslims in their country.” In The Netherlands, for instance, peo-
ple estimated the percentage of Muslims at 19 percent, when in
fact, it is 4.9 percent. Instead of hope for the future, a deliberate
nostalgia for the past is created. The pro-Brexit slogan was ‘Let’s
take back control’, while Trump’s campaign’s was ‘Make America
great again’. These days, campaigning is about making your oppo-
nent look as bad as possible. And that is not just a problem of the
‘right’. In 2020, Joe Biden launched a Twitter ad against Trump,
referring to the way he handled COVID.
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‘Nearly 100,000 lives have been lost, and tens of millions
are out of work, meanwhile, the president spent his day
golfing.’s°

For their book Democracies Divided, Thomas Carothers and An-
drew O’Donohue examined the worldwide emergence of polari-
sation. In almost all the countries they examined (from Brazil and
India, to Poland and Turkey), it turned out that political leaders
deliberately used division and exploited it for their own gain.®
In the process, the prospects of a democratic consensus and pro-
ductive government were openly undermined. One would expect
that citizens don’t accept these affronts to democracy. However,
research from Yale shows that only a small number of American
voters are willing to sacrifice their partisan interests in order to de-
fend democratic principles.®? Both Republicans and Democrats are
so partisan that they prefer to overlook undemocratic behaviour
to moving to the other camp. Researchers have dubbed this parti-
sanship ‘negative partisanship’.8 The loyalty to one’s own party is
fed primarily by hatred for the other party. In that sense, politics
in recent decades has more and more come to resemble the bit-
ter rivalry between football supporters. So people don’t so much
vote for their own party, but above all against the other party. Re-
search shows that 55 percent of Republicans vote Republican be-
cause they think Democrat policies are bad for the country. Only
19 percent of Republican voters indicates they vote Republican be-
cause they have a lot in common with their own party. Similar sta-
tistics apply to Democrat voters. In fact, the share of Democrats
with a very negative opinion of the Republican Party even tripled
between 1999 and 2016. Republican sentiments vis-a-vis Demo-
crats shows a similar development.34
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And it gets worse. Of the people who have a very negative opinion
of the other party, the vast majority says that the policies of the
other party pose a threat to the well-being of the nation, making
it a kind of self-fulfilling prophecy. If people believe that society is
divided, it de facto is divided. The storming of the Capitol in 2021
made that painfully clear.

Here too, our brain plays a role. Evolutionarily speaking, people
tend to favour their own group over others. This is also known as
ingroup-outgroup bias. In each of us, there is a tiny xenophobe. We
all have some fear or distrust of strangers and tend to see the be-
haviour of others as hostile.® Research by the University of Chica-
go shows that even the perception of the skin colour of a politician
depends on a person’s political preference. In particular in many
Western cultures, ‘white’ and ‘lightness’ have positive connota-
tions. Researchers showed three different photographs of Barack
Obama to a group of 21 students. Unbeknownst to the students,
the photographs had been altered in Photoshop: one to give Oba-
ma a lighter skin colour, another to give him a darker skin colour.
The students were then asked which of the three photographs
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best typified the former president. Supporters of Obama chose the
photo with the lighter skin colour more often, while Republicans
chose the darker one more often.®® During the American elections
of 2018, Hillary Clinton’s campaign was accused of deliberately
making Barack Obama’s skin darker.®”

Not only politicians do all they can to use division for their own
gain. (Social) media platforms have also discovered that polarised
content scores better than nuanced messages. Facebook’s algo-
rithm, for instance, deliberately shows content that makes people
angry because those messages generate the highest engagement
and thus ad revenues for Facebook, as became clear from the ac-
cusations form former employee and whistle blower Frances Hau-
gen.®® She refers to a study carried out by Facebook itself, which
shows that, if they were to change the algorithm to make it safer,
people would spend less time on the platform and therefore click
on fewer advertisements. In this context, people also talk about
‘surveillance capitalism’, a term that was coined by Harvard Busi-
ness School professor Shoshana Zuboff.® It is a new form of cap-
italism that is focused on collecting and selling behavioural data.
According to the whistle blower, the company consistently places
profits above everything else. Not only above the increasing divi-
siveness in society, but also above the well-being of children. In
particular the content on Instagram, which Facebook owns, is det-
rimental to the self-image of girls and young women and pushes
them towards eating disorders. Again, Haugen refers to a study
that was conducted by Facebook itself, which was subsequently
dismissed. In her testimony to the American Senate, she says that
CEO Mark Zuckerberg is personally responsible for placing prof-
its above the mental well-being of children.®° From 2019 onwards,
Haugen worked at Facebook’s co-called ‘Civic Integrity Unit’,
which was responsible for combatting political disinformation.
But after the 2020 American presidential elections, the unit was
suddenly discontinued because Facebook had made it through
the elections in one piece. A few months later, the Capitol was
stormed. According to Haugen, Facebook also contributes to divi-
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siveness, for instance by advising political parties to use polarising
ads, which Facebook argued was the only way to engage users of
the platform.

All this poses the question to what extent technology is destroy-
ing democracy. Or, as Frances Haugen put it, to what extent Big
Tech is betraying democracy:

‘And as soon as the election was over, they turned them
back off or they changed the settings back to what they were
before to prioritize growth over safety. And that really feels
like a betrayal of democracy to me.”
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Part 2

Is technology destroying
democracy?

On 12 March 2017, the world wide web celebrated its 28" birthday.
On the same day, the inventor of the web, Sir Tim Berners-Lee,
wrote an open letter in which he voiced concerns about the plat-
form. According to Berners-Lee, the web was originally developed
as an open platform that allowed anyone at any time to exchange
information, have access to opportunities and work together
across geographical and cultural boundaries.! At the time, the Brit-
ish physicist was at CERN (of the particle accelerator, that one),
working on a way to share documents with other scientists. His
idea was to make these documents available via the internet, a
network of connected computers that had already been used by
the American army. When he also developed the standard proto-
col (HTTP) and the script language (HTML) in the two years that
followed, the first website ever in the world could be launched in
1991: info.cern.ch. If you are wondering, that website is still on-
line.
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Cause for concern
Although the web has fulfilled its promise in various ways, Bern-
ers-Lee believes there is genuine cause for concern. In his view,
we have lost control of our personal data. Documentaries like The
Social Dilemma show that the technology that connects us, also
controls, manipulates and polarises us. Every search, like and
check-in says something about our behaviour and makes that be-
haviour predictable. That means we can be influenced. The longer
we are glued to our screen, the more income that generates. Plat-
form companies sell our attention to the highest bidder, which in-
creasingly means governments and political organisations. One of
the most notorious examples is perhaps the Cambridge Analytica
scandal, where millions of personal data were used to influence
the Brexit referendum. ‘Big Brother is watching you’ has become a
reality. The big difference is that, in many cases, people give away
their data willingly, without understanding the consequences. It
goes beyond privacy. In Orwell’s 1984, governments deliberately
used information to exert power and create an alternative reality.
Next to the far-reaching impact on our privacy, the data collection
frenzy of organisations, according to Berners-Lee, creates a situa-
tion in which we are intentionally presented with information that
addresses our prejudices, in which disinformation spreads at an
extreme pace and hyperpersonal political ads mislead voters all
over the world. And he openly wonders how democratic it all is.
His concerns are shared by experts from all over the world. Re-
search among almost 1,000 experts worldwide shows that half of
them think that the use of technology will weaken the core aspects
of democracy and democratic representation in the next ten years.
Only a third believes that it will strengthen democracy. A much
smaller group expects that technology will not bring about signif-
icant change in this area.? The concerns of the experts to a large
extent match those expressed by the spiritual father of the web.
In their views, technology can, for example, increase division in
society, cause information wars, distort reality and generate con-
fusion. As a result, vulnerable population groups can come under
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attack, elections can be manipulated and trust in democratic insti-
tutions can keep eroding.

Post-truth
Circumstances in which public opinion is shaped more by emo-
tions than by objective facts are also known as ‘post-truth’, a term
that was even named word of the year by the Oxford Dictionary.
Compared to a year earlier, its use had increased by a staggering
2,000 percent, which, according to the editors, was closely related
to the Brexit referendum in the United Kingdom and Trump’s elec-
tion victory in the United States.2 Unlike previous years, the British
and American branches of the publisher selected the same word in
2016. A year later, Collins dictionaries named ‘fake news’ the term
of the year. According to Collins’ definition, fake news is informa-
tion that is false and sensationalist, but that is presented as news.
It is important to distinguish between misinformation and disin-
formation. Although these two concepts are often lumped togeth-
er under the header ‘fake news’, there is certainly a difference.* In
the case of misinformation, the information may be misleading,
but it is not distributed with bad intent. In the case of disinforma-
tion, on the other hand, the misleading message is distributed in-
tentionally for commercial or political gain. The distributor of the
message knows full well that the information is wrong, but uses it
deliberately to make money (in the case of provocative and mis-
leading headlines of clickbait) or to harm political opponents.
Think, for instance, of the inauguration of former President
Trump. According to his spokesperson, Sean Spicer, it was the
biggest crowd at an inauguration ever. The photographer who
took the official photographs of the event later admitted that he
had been asked by Trump’s people to doctor the photographs, to
make it look as though the crowd was biggers, because apparent-
ly Trump was not amused at the original pictures, which clearly
showed fewer people attended his inauguration than Obama’s in
2009. But it is not always innocent. One of the most famous exam-
ples where things went wrong was ‘Pizzagate’ in 2016. There were
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persistent rumours online that Hillary Clinton ran a child sex net-
work from a pizzeria in Washington DC, the capital of the United
States. A 28-year-old man from North Carolina decided to see for
himself if the rumours were true and went to check it out. After a
400-mile drive, he entered the pizzeria with a loaded gun, which
he aimed at a staff member, who was able to duck in time. For-
tunately, the police were able to apprehend the man quickly, so
nobody was hurt. According to witnesses, he was looking for tun-
nels underneath the restaurant, where the abuse was said to take
place. The police never found any proof of these claims. Neverthe-
less, the owner of the pizzeria received various death threats and
the suspicion evolved into a national movement called QAnon. As
such, Pizzagate can be seen as a precursor to the storming of the
Capitol.°

Concerns about fake news

More and more people are worried about the increasing spread of
fake news. The Digital News Report of 2021 shows that most of the
people worldwide are concerned about the spread of fake news.
The concerns are the biggest in Africa (74 percent), followed by
Latin America (65 percent), North America (63 percent) and Asia
(59 percent). Europeans are the least worried, although a major-
ity of the online news consumers are concerned there as well (65
percent).” According to the respondents, the most misleading in-
formation can be found on Facebook, which, interestingly, also
happens to be the platform where most people get their online
news.

Combatting the large-scale distribution of disinformation is
seen as the most important solution to fight digital interfer-
ence in elections, according to an analysis of the aforemen-
tioned Technologie Kieswijzer, which was filled in by almost
30,000 people in the Netherlands.® Many prefer this option
over increasing transparency surrounding political campaigns
and advertisements. Many fewer people think that the em-
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phasis should be on limiting the risks of digital systems in the
election process (like the software used to count the votes). Or
in reducing the vulnerability of political parties to digital inci-
dents (like cyber-espionage and cyber-sabotage). Doing noth-
ing does not appear to be an option. Most of the uses of the
election compass believe that the impact of digital interfer-
ence in elections has been proven.

Digital interference in elections can best be prevented by

Fighting disinformation
Increasing transparency
Limiting digital risks
Reducing vulnerability

No intervention

0 3.000 6.000 9.000 12.000 15.000

Source: Technologie Kieswijzer (2021).

Many people are worried that the spread of fake news will increase
divisions in society. For instance, 70 percent of people in the Neth-
erlands feel that social media magnifies the contradictions be-
tween people.® The key question is, of course, if these concerns
are justified.

Determinism dominates

Let’s make it clear that digital technologies can have a major in-
fluence on our society. People who claim that they ‘don’t care
about technology’, clearly underestimate its effect on our daily
lives. Technology is not neutral and contains prejudices (at least
the data we use as input does). For instance, people with a darker
skin colour are less easily recognised by the facial recognition soft-
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ware of self-driving cars and there are examples of women being
systematically disadvantaged by algorithms in the job application
process. That way, the existing inequality in society is reinforced.
Garbage in, garbage out. One could argue that technology shapes
our lives. But we should not forget that people themselves also
shape technology.

Technological development is often seen as a kind of law of na-
ture, for instance in the case of Artificial Intelligence (AI). It would
appear sometimes as though we use Al primarily because we think
we have no other option. Many organisations are convinced that
they ‘need to do something’ with Al, even though they do not
have their data sets and the necessary infrastructure in order and
there is often insufficient information within the organisation to
implement AI successfully.’® The question whether Al is actually
the best solution to the problem, is asked far less often. Many peo-
ple seem to overlook that the use of technology is a choice. That, if
we want, we can also to decide not to use technology any longer.
Or to limit its use through regulation.

In technology philosophy, these different perspectives are often
referred to as the difference between ‘technological determinism’
and ‘social constructivism’." According to determinists, technolo-
gy most determines the direction of societal developments. Tech-
nology brings us wealth and progress, even though it is sometimes
accompanied by growing pains. According to constructivism, on
the other hand, people themselves play the main role in determin-
ing the direction of social development. Technology is a product
and it is people who determine whether and how they want to use
that product. Constructivists do believe that technology can pro-
vide progress, but only if it is used consciously and deliberately.
According to their philosophy, technology does not shape culture:
it is culture that shapes technology. For instance in the case of the
printing press. Determinists will argue that that technology radi-
cally changed society, while constructivists will claim that it was
the changing society that produced the printing press.

In reality, as is so often the case, the truth lies somewhere in the
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middle. Technology and culture have a mutual relationship and
shape each other. Nevertheless, determinism often appears to
have to upper hand in reporting about technology. In many news
articles and books about this subject, we read that algorithms will
continue to further divide us and pit us against each other. That
the ongoing information war will make it impossible to distinguish
fact from fiction. And our data will be used against us to deliberate-
ly mislead and manipulate us. In short, that the ongoing digitisa-
tion of our society will mean the end of democracy. In this popular
narrative (which is fed by documentaries and Hollywood movies),
we appear to assume that we are hopeless victims of technological
developments. That we all live in our own bubble, that we believe
fake news on a massive scale and that it is extremely simple to in-
fluence our political preferences.

In the following chapters, we will examine how big that influ-
ence actually is. Not to diminish the influence of technology (we
are very much being influenced), but to see which concerns about
democracy are justified and which are not. We may well find that
the influence in some areas is much smaller than is often thought,
but much greater in others.

Until you passionately make
arguments for both sides, you
don’t understand the issue.

Sharon McMahon (former teacher)
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Chapter 4

The filter bubble is about
to burst Even though the
echo chamber poses a real
threat

One of the concerns of the godfather of the world wide web is that
we are deliberately exposed to information that plays on our prej-
udices. In that context, Berners-Lee refers to the aforementioned
confirmation bias, among other things. Online, we primarily look
for information that matches our own opinions. For instance, if you
believe there is a connection between 5G and COVID, you won’t
have to google long before having that connection confirmed. And
if you have liked that kind of message on Facebook, the algorithm
will ensure you get to see more similar content. After all, our atten-
tion is worth a lot of money.

Because more and more people get their news online via a hand-
ful of social media platforms and search engines, experts warn that
people are hardly exposed anymore to information that contradicts
their own viewpoints, the result being that people become more
and more isolated in their own ‘bubble’. The question is, howev-
er, if that line of reasoning is entirely correct. Even though we are
mostly exposed online to information that confirms our opinions,
in the comments, we are continuously confronted by people with
different opinions. And that is the main difference with traditional
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media. For instance, an article about the benefits of vaccinations
is accompanied above all by comments from vaccine sceptics. And
vice versa. The more you scroll through these reactions, the an-
grier you become. This way, the internet does contribute to a divi-
sion, but the question is where the problem lies exactly.

The story of the filter bubble

For the story of the filter bubble, at the moment of writing, we
need to go ten years back in time. In terms of technological devel-
opments, a light year. At least according to the determinist view. It
is February 2011. The American author, activist and entrepreneur
Eli Pariser steps onto the famous red dot in Long Beach Califor-
nia.”? He opens his Ted talk with a quote from Mark Zuckerberg:

‘A squirrel dying in your front yard may be more relevant to
your interests right now than people dying in Africa’

Apart from the fact that (shockingly enough) he might well be right
about this, according to Pariser, it is much more worrying that so-
cial media platforms and search engines are deliberately designed
on the basis of that idea. For Pariser, who grew up a long way from
the big city, the internet meant something else completely. For
him, it was a connection to the world and he was convinced that it
would be a good development for democracy. He often conscious-
ly looked for the opinions of people with different ideas. But little
by little, those different opinions disappeared from his timeline,
because the Facebook algorithm learned that he predominantly
clicked on the links of people with similar opinions, which is why
the algorithm decided to no longer show him the other content,
driven by the goal to keep people on the platform as long as pos-
sible. Without consultation or explanation. According to Pariser,
Facebook is not the only one with this problem, and search en-
gines like Google also have it. Allegedly, the search engine giant
uses 57 characteristics to personalise searches. Which comput-
er you use, where you are and, of course, your previous searches
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and your clicking behaviour all help determine the content being
presented. As a test, he asked friends to google the word ‘Egypt’.
While one of them was primarily presented with a list of protests
that at the time were going on in Egypt, another one got all kinds
of travelling information about Egypt as a holiday destination. In
his view, that means we have entered a world in which the internet
shows us what it thinks we want to see, but not what we ought to
see for a balanced view.

When you combine the various filters, you get what Pariser calls
a ‘filter bubble’. A filter bubble is your own, personal, unique uni-
verse of information in which you live online. The problem is not
online that you get more and more isolated as a result, but that
you no longer have any control over what comes in. So you have
no idea what does and does not get filtered out. He compares it to
a diet. A good diet is varied and balanced. It’s not that you should
never eat a snack or dessert, but it is important to have enough vi-
tamins and minerals as well. He argues that the same applies to
the consumption of information. Of course, the occasional ‘infor-
mation snack’ is not unhealthy at all. But we should be exposed to
a sufficiently varied and reliable amount of information. However,
algorithms primarily learn what we click on first. And because we
are focused on the short term above all, we will tend to go for the
snack.” So these filters upset the balance of our information diet
and cause us to only be presented with information junk food.

In his talk, Pariser refers to 1915, a time when he thinks we were
in a similar situation. Due to an explosive increase in the number
of competitors, newspapers focused mostly on getting noticed. In-
stead of distinguishing themselves through excellent investigative
journalism, articles and headlines became increasingly sensation-
alist. Each headline even more provocative than the next. Critics
at the time said that journalists had lost sight of the public duty
and had ended up in a feverish competition focused entirely on
advertising revenues." The first example of clickbait is from 1927.
‘They laughed when I sat down at the piano, but when I started
to play!” With this provocative headline, John Caples, a New York
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ad man, wanted to recruit students to the US School of Music. Ac-
cording to the ad, you could learn to play an instrument with the
available course material. Without a teacher. The ad turned out to
be a great success.

They Laughed When IS Down
At the Piano
But When I Started to Play !~

© Ran (1927).

According to Pariser, everything turned out alright with the
newspapers, because they started to realise they had a social re-
sponsibility. That a properly functioning democracy required
well-informed citizens. That generated a new form of journalistic
ethics. It was by no means perfect, but it did help us through the
last century, according to Pariser. Nowadays, it is not journalists,
but algorithms that curate our information and decide what we
see, which Pariser feels brings us back to 1915. To escape from that
situation, Pariser believes we need algorithms that are transpar-
ent, so that we can see on the basis of which rules it is determined
what information we get to see and what has been filtered out.
That gives the user more control about what comes in and what is
left out. In short, according to Pariser, we need to make sure that
we not only see the most relevant content that matches our pro-
file, but also information that is uncomfortable, challenging and
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important. Because it is only when we come into contact with new
ideas and new people that we can leave our bubble.

A standing ovation and a somewhat uncomfortable-looking
Pariser came next. By now, the talk has been watched almost 6 mil-
lion times and it is often referred to even now. For instance to in-
terpret the Brexit referendum and the election of Donald Trump.'
And although he did open our eyes (at the time, we were less aware
of the effect of information being filtered by algorithms), the ques-
tion remains to what extent we are indeed caught inside an online
bubble. Time to see what scientific research has to say about this.

How the bubble burst

In practice, it turns out to be quite difficult to stay inside a bub-
ble. According to researchers from Oxford University, the nature
of social media actually exposes people to a large diversity of in-
formation. It is true that people are exposed more often to polar-
ised content via social media. But unlike the concept of the filter
bubble, the research shows that these users also visit sites offer-
ing opposite points of view more often.’® So generally speaking,
their media diet is in fact more varied. Other researchers arrive at
a similar conclusion. People who consume polarised information
more than average, also consume a more than average amount of
mainstream media.” So people do not get stuck in the dungeons
of the internet. Even though news increasingly moved online, it
is still the mainstream providers that attract the largest number
of people.’® In the United Kingdom, for instance, BBC Online is by
far the most visited news website. In the United States, we see a
similar trend, with CCN.com topping the list. Search engines also
make a positive contribution to this diversity. Research shows that
algorithmic curation actually leads to a form of serendipity. Peo-
ple who use search engines in their search for news, on average
consult more news sources than people who do not. And, perhaps
more importantly, they more often consult sources on both sides
of the political spectrum.” In particular people who go straight to
a news source turn out to leave their bubble less often. The same
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goes for people who consume most of their news offline. They
keep returning to the same newspapers and stations. Social me-
dia and search engines by nature expose to more varied sources,
which stimulates the diversity of news consumption.

Besides, most people don’t even want to be stuck in a bubble.
In addition to the fact that algorithms by design provide a more
varied media diet, more and more people actively look for infor-
mation that presents them with various opinions, that doesn’t
necessarily confirm their prejudices. Research shows that a major-
ity of adult Brits proactively look for information outside of their
political comfort zone.?° Only 8 percent of the respondents had
such a low score in terms of media diversity that they run the risk
of getting stuck in their bubble. They consistently visit only one or
two news services that do not offer alternative views. According to
the researchers, we must not neglect those 8 percent, but the per-
centage is a lot lower than many experts expected. Especially in
a period after Brexit. So many people are very much aware of the
opinions and thoughts of people with a different position on the
political spectrum.

The same goes for young people and even teenagers. Somewhat
against my expectations, I have to admit. I mostly see my nieces
imitating dance moves on TikTok. But there is much more than
you’d at first expect. Research shows that a majority of American
teenagers believe that social media will help broaden their per-
spective.? More than two-thirds of teenagers believe that these
platforms may help them get in touch with people with different
backgrounds, to find more diverse opinions and express their sup-
port for social issues. Many fewer teenagers believe that social me-
dia are a source of reliable news. So it turns out that youngsters
are much more socially involved and much more critical vis-a-vis
new technologies than is often thought. In part 3, we take a closer
look at this.
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But we mustn’t celebrate too soon. There may be arguments that
go against the notion of the filter bubble, but that are still bad
news. One would expect people who are primarily presented with
one-sided content to become more polarised. And, in line with
this reasoning, one would expect people with a more varied news
diet to become less polarised. But the opposite appears to be true.
Research from Duke University, for instance, shows that Ameri-
cans who are confronted with news ‘from the other side’ become
more polarised. Researchers recruited hundreds of Democrats and
Republicans who are active on Twitter and paid them to follow a
Twitter bot that would retweet content from the other party. After
a month of being exposed to opposite views, it turned out that the
participants were even more convinced of their own opinions. In
particular Republicans appeared to be susceptible to this experi-
ment. Not because their filter bubble filtered out other opinions
than their own, but precisely because they were exposed to oth-
er views.

If we look at human nature, that is not really all that strange. Af-
ter all, we don’t like being confronted with contradictory opinions.
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Psychology calls that unpleasant feeling ‘cognitive dissonance’.
People have a tendency to ignore information that doesn’t match
their opinions. Or to twist it in such a way that it does match what
they believe. This creates persistent misconceptions. For instance,
most people tend to overestimate the percentage of people born in
another country.? When they are then confronted with the correct
information, it turns out they do not adjust their misperceptions.
In fact, the correct information reinforces this misperception. The
more often we are confronted with contradictory information,
the more strongly we start to believe in our own opinions. This is
backed by research by the Massachusetts Institute of Technology
(MIT). When people are corrected by somebody else on Twitter for
sharing misleading information, that always has a negative effect
on their later tweets, which turn out to be of an even lower quality
and to be even more toxic and polarising.” And that is more grist
to the mill of platform companies like Facebook because, as we
saw earlier, ‘angry people’ spend more time on the platform and
click on links and advertisements more often.

There are different ways to interpret these results. An obvious
argument is that participants responded primarily to the messag-
es they were shown on Twitter. A study by Brown University that
we mentioned earlier shows that polarised brains not only share
an intolerance to uncertainty, but that they also above all are trig-
gered by information that is presented to them in a polarised way.
It turned out that participants did not respond in a polarised man-
ner to provocative subjects that were presented in a neutral way
(like abortion, one of the more polarised subjects in America®+).
This suggests that, if we find a different way to communicate about
polarised subjects, it is very much possible to bring political oppo-
nents closer together. The starting point is, however, that it is pri-
marily about the message, and not the sender. But in chapter 3, we
already saw that Americans not so much vote for their own party,
but against the other party. In recent decades, the rivalry between
the supporters of different political parties has more and more
started to resemble that between football supporters. The loyalty
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for one’s own party is primarily fed by a hatred for the other par-
ty. That does not only apply to Americans. As we saw in chapter
3, in The Netherlands, people with a different political preference
are treated much more negatively than people with a different re-
ligion, education level or ethnicity.

Whether it is primarily about the message or about the sender,
if we want to understand the polarising effect of the internet, we
also need to look outside the filter bubble. For instance, it is not
true that people who believe that the Earth is flat never heard that
the Earth could also have a different shape. They are undoubtedly
aware that the generally accepted view is that the Earth is round.
In fact, they openly opposed that view. When scientists share arti-
cles or videos about space online, it is often the most fanatic sup-
porters who go on the offensive and express their indignation in
the comments. Often in capital letters and using a wealth of punc-
tuation marks. It is the confrontation with people with a differ-
ent opinion that creates fanaticism. In addition to the design (and
the revenue model) of social platforms and search engines, there
also have to be other, more social constructs that explain the ris-
ing emotions.

The reverberation of the echo chamber

In his book Why We’re Polarized, Ezra Klein describes that Amer-
ica was already polarised before the rise of Facebook and Google.
He argues that technology was at the most an accelerator, instead
of aroot cause.” Instead of changing our human nature, technolo-
gy responds to it and magnifies it. With the arrival of social media,
according to Klein, people were faced with a new form of public
pressure. Namely the pressure to have a consistent identity. So-
cial media platforms suddenly turned us into a persona. We were
given a profile with an enormous reach and a traceable history. To
be consistent in this new parallel world, we had to go looking for
clues about what our environment considered to be consistent.
We had no choice but to look at other members in our communi-
ty. By the overarching virtual profiles, our various offline identities
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were as it were stacked on top of each other. All under the head-
ing ‘political preference’. According to Klein, our preferences are
more and more transferred to a ‘mega-identity’ that has given us
a fixed location on the political spectrum. Left or right. Progres-
sive or conservative. When we are confronted with people with
different opinions, we quickly return to our own safe community,
to share our frustration with likeminded people. These communi-
ties are not closed off by a bubble, but function as a so-called ‘echo
chamber’. A place where we are confirmed in our convictions and
where people who disagree with us are demonised. According to
Klein, it is very hard to give people a strong sense of ‘who we are’
without defining ‘who we are not’.

Source: Kumar & Shah (2018).
Despite the open structure of an echo chamber, ‘closed’ networks

do emerge. In these networks, one’s own opinions are praised and
those of other people with different opinions are ridiculed. Opin-
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ions echo round in the ‘chamber’, making it seem like one’s own
group is vast and enormously vocal. But in reality they are highly
concentrated groups that, in terms of their size, make up a mere
fraction of the population. Researchers mapped the ‘echo cham-
ber’ on Twitter and looked at the retweeting behaviour of people
surrounding the controversial beefban discussion in 2015. When it
was announced that eating beef would be banned by law in the In-
dian state of Maharashtra, emotions on Twitter ran high. Soon, two
camps emerged: supporters and opponents of the ban. As the visual
shows, in terms of retweet, there is virtually no cross-pollination
between the two camps.? Supporters primarily shared messages
from fellow supporters, while opponents tended to share messages
from fellow opponents. The resulting division was not the work of a
polarising algorithm, but the result of human choices.

So the problem of an echo chamber is not that people no longer
come into contact with people with different opinions, but that
they no longer trust those other people. At the same time, trust
in people with the same opinion has ample room to grow. In that
sense, the echo chamber resembles a cult.?” Echo chambers do not
isolate their members by severing communication lines with the
outside world, but by influencing who and what they trust. Espe-
cially in times of great uncertainty, when people feel as though
they are losing control, a narrative that explains their feelings
and offers a safe community comes as a huge relief. Part of that
narrative is often the shared enemy who is the cause of all these
problems, like the government or the media. As such, crises are
breeding ground for conspiracy theories, like the emergence of the
QAnon movement during the COVID pandemic.

On social media, it is much easier to surround yourself with like-
minded people than it is in real life. And ideas also spread more rap-
idly, of course. Especially more radical ideas. We know that people
with a low tolerance for uncertainty are more susceptible to po-
larised information. Convictions that simmer below the surface in
society for a while, in an online environment can quickly go main-
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stream. Researchers call this the transition from “spiral of silence’ to
‘spiral of noise’.?® Think, for instance, of the antivaxxer movement.
If you had told friends or relatives at the start of the pandemic that
you had your doubts about vaccines, in many circles, you were like-
ly to meet with resistance. You could soon feel like an outcast, un-
seen and misunderstood. And then there appear to be entire online
communities sharing your opinion. ‘You see? I’'m not crazy. Those
other people are crazy!” Before you know it, your opinion becomes
newsworthy and antivaxxers appear in popular talk shows on tele-
vision, allowing them to address a wider audience and the idea has
become mainstream. This does not always have to be a negative
development. After all, in a democracy, minorities also deserve to
be heard. It becomes dangerous when people become increasingly
radicalised and even start embracing more extremist ideas.

Belonging

In particular social exclusion appears to fan the flames. Research-
ers of the American Purdue University showed that social exclu-
sion can make people more susceptible to extreme opinions and
activities.® In a social experiment, test subjects were asked to take
part in a digital ballgame, called ‘Cyberball’. The computer game
is often used in research into interpersonal exclusion and accept-
ance. In the game, players have to throw the ball to one anoth-
er. They think they are playing the game with two or three other
participants, but in reality the other players are controlled by the
researcher. Participants are deliberately excluded, by not or hard-
ly ever being thrown the ball . The excluded participants in hind-
sight not only experienced a lower degree of self-respect than the
people that were not excluded, but they also appeared to be more
open to extreme activities. One of the experiments showed that
‘banished participants’ were more open to becoming a member of
a street gang. So the impact of social exclusion on people’s sus-
ceptibility to extremism already shows during a ‘simple ballgame’.
Think what could happen if people are being excluded because of
their religion, culture, or the way they look. They can fall prey to
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radical and even extremist groups. Social exclusion affects one’s
self-image and self-worth. It gives people the idea that they don’t
matter. When extremist groups cater to people’s need to belong,
even the most well-adjusted citizens can radicalise within a short
time-frame. The accessibility and speed of the internet provide a
huge catalyst for that process, the way radio provided a catalyst in
the run-up to the Second World War.3°

The need to belongis a very powerful mechanism. In chapter 3, we
already discussed that, evolutionarily speaking, we tend to favour
our own group over others, also known as ingroup-outgroup bias.
This psychological motivation these days still causes us to spread
information mobilising the ingroup against the outgroup, simplifies
the coordination of attention within the group, and transfers the
commitment of group members to other group members.3 Think,
for instance, of the violent protests of the Proud Boys movement in
America. The Proud Boys are an extreme right-wing movement that
describes itself as ‘a pro-Western and fraternal organisation’. They
are against immigration and pro-gun, and do not hesitate to use vi-
olence to make their political positions known. The dubious honour
of mobilising this ingroup goes to Trump. When Trump was asked
during the televised presidential debate in 2020 if he was willing to
denounce this violent moment, his response was:

‘Stand back and stand by.’#?

In other words, ‘step back now and be prepared’. For the Proud
Boys, this was a historic statement, which they interpreted as ‘a tac-
it approval of their violent actions’.3 In particular on Telegram and
Parler, at the time the most widely used social media platforms of
the group, the statement spread like wildfire and was received with
enormous enthusiasm. The president of the movement, Enrique
Tarrio, on Parler announced that he was fully committed to Trump’s
statement: ‘Standing by sir’. Although the group has been banned
from Facebook, Instagram, Twitter and YouTube since 2018, they
manage to coordinate and mobilise easily via alternative channels.
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Incidentally, such extreme movements are not only found on the
right side of the spectrum. The extreme left-wing opposite of the
Proud Boys is the Antifa movement, short for ‘anti-fascist’. The
movement seemed to have disappeared completely, but became ac-
tive again when Trump won the 2016 election.

Not all echo chambers lead to violent behaviour. And the sub-
jects vary enormously. There are echo chambers in areas like par-
enthood, nutrition and yoga. In line with the analysis by Ezra
Klein, these groups do tend to become increasingly politicised. It
turned out that, during the parliamentary election of 2021, right-
wing parties received a remarkably large amount of support from
people interested in spirituality and meditation. People who nor-
mally voted for left-wing parties, based on values like freedom and
solidarity, made a huge move to the right, again in large part due
to a crisis. Some right-wing parties in the Netherlands are open-
ly against the government’s measures to combat COVID. They are
against vaccination and taking away people’s personal freedoms.
Opinions that strongly resonate among the spiritual movement.
The fact that these right-wing parties are also against immigration
and are worried about the ‘decline of Western population’ (which
they feel is being replaced by people from elsewhere) is something
that the new age group seems to consider an unavoidable by-prod-
uct. The result is that spiritual activists protest against the gov-
ernment’s COVID measures side by side with support of a radical
right-wing ideology. My enemy’s enemy is my friend.
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The greatest enemy of
knowledge is not ignorance,
itis the illusion of knowledge.

Stephen Hawking (1942 - 2018)



Chapter 5

Most people are immune
to fake news Even

though it contributes

to radicalisation in the
margins

We have seen that the need to belong is an enormously powerful
mechanism. So powerful in fact that people who are being exclud-
ed are much more open to extreme ideas and activities. Lost souls
find comfort in online echo chambers. A place where not only the
faith in one’s own opinions is reinforced, but also where people
are mobilised against a common enemy. Research shows that peo-
ple who hate their political opponent have the strongest tendency
to share political fake news in an attempt to discredit their op-
ponents.3* Experts argue that the enormous deluge of fake news
causes an impending information war, in which reality is distorted
and democratic institutions are increasingly distrusted. All over
the world, more and more people are worried about the spread of
fake news. As we know, fighting the large-scale distribution of dis-
information is considered to the main solution to combat digital
interference in elections, by the 30,000 users of the Technologie
Kieswijzer.

The question is to what extent these concerns are fully justified.
Let us start by saying that fake news is very much being used as
a political ‘weapon’ to generate confusion in society. But to un-
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derstand its actual influence on democracy, we first need to know
more about how it works exactly. In the various doomsday sce-
narios, people are portrayed as irrational creatures who believe
everything they are told. With or without substantiation. Howev-
er, faith in science all over the world is as high as it has ever been.
Even in a digital age rife with conspiracy theories.

I. Fake news in antiquity

Fake news is often seen as a modern phenomenon. A by-product
of the digital age. But misleading information has been used for
political gain since time immemorial. For one of the first ever fake
news scandals, we need to go back to the year 44 BCE, a year that
marks the transition from the Roman Republic to the Roman Em-
pire. After almost a century of civil war, chaos and political assas-
sinations, Rome’s government was teetering above the abyss. The
spread of fake news played a crucial part in the demise of the re-
public (with its elected consuls, Senate and popular assembly) and
the rise of the absolute rulers.

It all started with the assassination the popular general and pol-
itician Julius Caesar, who had appointed himself dictator and thus
neutralised the aristocratic elite of the Roman Senate, after which
a group of senators decided to kill Caesar. The aim of the murders
was to reverse Caesar’s reforms and restore the republic (and the
associated powers of the Senate). That is when the protagonist of
the story makes his appearance: Gaius Octavius, Octavianus for
short. What the Senators had overlooked, was that Caesar had ap-
pointed the 19-year-old Octavianus as his heir. The young man
would be merciless in revenging the death of his adoptive father.
Together with Marc Anthony, Caesar’s general, he crushed the op-
position and hunted down Caesar’s killers. With success. All the
senators who had been involved were killed.

Octavianus and Marc Anthony decided to divide the Roman em-
pire between themselves. Octavianus would rule the western part
of the empire (including Rome) and Marc Anthony would rule the
eastern part (including Egypt). However, the alliance did not last

108

long. In 32 BCE, Marc Anthony left his wife Octavia (sister of Oc-
tavianus) for the famous Egyptian queen Cleopatra. Rumour had
it that the new lovers intended to recognise Caesarion (the son of
Cleopatra and Julius Caesar) as Caesar’s legitimate heir, implying
that Octavianus should not have succeeded his adoptive father.
This made Octavianus so angry that he decided to start a campaign
to get rid of Marc Anthony for good. Octavianus claimed that he
was in possession of Marc Anthony’s will, which he claimed con-
tained such controversial statements that he felt that every Roman
had a right to be informed. To that end, he read the will out loud
in the Senate and made sure that messengers spread the news all
over the empire. The will did indeed confirm the rumour that they
wanted to recognise Caesarion’s legitimacy. In addition, the will
stated that Marc Anthony intended to leave large areas of Roman
territory to his and Cleopatra’s children. And what was perhaps
even worse, that he wanted to be buried in Alexandria instead of
Rome. Rome was deeply offended and turned against Marc Antho-
ny. He was seen as a traitor and people felt he had lost his head
to a far too powerful oriental woman. The Senate declared war
on Egypt. And Octavianus got what he wanted. In 31 BCE, there
was naval battle at Actium in Greece. Marc Anthony lost the battle
and fled back to Egypt. When Octavianus appeared off the coast
of Alexandria with his army a few months later, Marc Anthory and
Cleopatra committed suicide.

Because history is written by the victors, this has become the of-
ficial version. The story of a man seduced and corrupted by an ex-
otic oriental queen has a powerful attraction in the West.3¢ There
are serious doubts, however, if the will was indeed drawn up by
Marc Anthory.?” If we look at the remainder of Octavianus’s rule,
it very much looks like it was part of a clever disinformation cam-
paign.

After his victory, Octavianus returns home. He had reached his
goal; he was the most powerful man of the Roman Empire. But he
was also worried that history would repeat itself. Although, for-
mally speaking, Octavianus was still a consul, he had the same dic-
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tatorial powers as Caesar. And his adoptive father had paid for his
powerful position with his life. That is why he came up with an
ingenious plan to mislead Rome again. On the outside, it should
appear as though he had restored the republic, but behind the
scenes, he would claim all the power for himself. Together with
a group of senators who all owed their position to Octavianus, he
hatched a conspiracy.

During a Senate meeting on 13 January27 BCE, Octavianus an-
nounced his abdication and returned how powers to the Senate:
the army, the laws and the provinces. There was a deadly silence.
But then, several senators stood up to beg Octavianus to stay and
continue his work. After all, he had brought them prosperity and
peace. With a good sense of theatre, he turned down their re-
quest. But after a number of senators insisted, he gave in. Not only
was he still a consul, he was also given power over the provinces
where at that moment most of the army was located (like Spain
and Egypt). The grateful senators gave him the title Augustus, ‘the
exalted’. As ruler of Egypt, he was also the richest man of Rome,
which allowed him to personally pay the soldiers’ salaries. A when
the treasury was unable to buy grain for the poor, Augustus of-
fered to pay for it himself, which made him immensely popular
with the Roman proletariat, allowing him to assume the powers
of the Senate, the civil service and the law without any resistance.

In the eye of the people, he was still an ‘ordinary” servant of
the republic, but in reality, he had completely gutted the republic
and assumed all its powers himself. He did everything he could to
maintain the alternative reality he had created. He never flaunt-
ed his wealth and he and his wife Livia lived in a modest house.
In addition, he cultivated the image of himself and his family as
the cornerstone of society. To reinforce that, he introduced severe
punishments for adultery. In reality, however, his modest lifestyle
and strict morals were only a diversion. On an island near Naples,
he had his own luxury villa, where he went with his friends to en-
joy life. And his young mistresses.
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Alternative facts

It is a story that would have impressed even George Orwell. In ad-
dition to being a prophecy about the surveillance state, 1984 is
above all about manipulating reality. In the science fiction nov-
el from 1949, the ruling totalitarian Party tries to manipulate
the truth by allowing only one version of the truth.® Even hav-
ing thoughts that contradict the Party’s wishes is seen as a crime
(‘thoughtcrime’). The story’s protagonist, Winston Smith, works
at the ‘Ministry of Truth’. His work consists of rewriting texts to
make sure the message is in line with the opinions of the Party,
allowing the government to create an alternative reality, making
truth into a fluid concept of which you prescribe an alternative
version. Just like Augustus did in the Roman Empire. And just like
Trump with his aforementioned inauguration. According to Sean
Spicer, Trump’s spokesperson, it was the inauguration with the
biggest crowd ever. But as we know by now, the photographer had
doctored the photos on behalf of Trump, making the crowds look
bigger. When Trump’s former advisor Kellyanne Conway was con-
fronted with Spicer’s statement, she went on the defensive:

‘You’re saying it’s a falsehood and Sean Spicer, our press
secretary, gave alternative facts to that.”s

According to Conway, numbers are really hard to prove. She argues
that there is no way to quantify the number of visitors. When you
compare the doctored photos to the originals, however, you don’t
have to count the number of individual visitors. It is immediately
clear that the crowds at Obama’s inauguration were much bigger.

II. Check your facts about fake news

The concerns about the increasing spread of fake news don’t come
out of the blue. Research by MIT shows that fake news spreads
faster online than verified news.4° Researchers collected 126,000
news messages that were tweeted 4.5 million times between 2006
and 2017. They classified the messages as ‘true’ or ‘false’, based
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on six independent fact check organisations. Not only does fake
news turn out to spread more quickly online, it also reaches fur-
ther than verified information. In particular political fake news
adds fuel to the fire. It spreads faster, for example, than fake news
about terrorism, natural disasters or financial subjects. The re-
searchers think that especially the experienced emotions are the
cause of that. Fake news evokes more intense emotions among in-
ternet users than ‘real’ news does. For instance fear and disgust.
Contrary to popular opinion, the research shows that algorithms
do not have a preference for fake news. Algorithms accelerate the
spread of fake news and verified news at the same pace. The fact
that fake news spreads more quickly is because people, not algo-
rithms, have a greater tendency to share it.

Despite its large reach, the influence of fake news appears to be
limited. American political scientists analysed the browser history
of thousands of Americans in the run-up to the 2016 presidential
election. The reach of fake news was indeed large, but also super-
ficial.#* Although almost half of the participants visited unreliable
websites in that period, the consumption of fake news made up
only 6 percent of their overall news diet. Even the most fanatical
fake news readers (which turned out to be ultra-conservative sup-
porters of Trump) relatively speaking consumed more news from
verified channels. In chapter 4, we saw that CNN.com is by far the
most commonly visited website in the US when it comes to ob-
taining news. It turns out that the consumption of fake news is
enormously concentrated. Only 20 percent of the most conserva-
tive Americans are responsible for more than 60 percent of all vis-
its to unreliable websites. The researchers emphasise that, despite
all the hype about fake news, it is important to acknowledge that
it only reaches a portion of Americans. And the most partisan por-
tion at that. In addition, the consumers of fake news turn out to
be far less loyal than people who consume their news above all
via the established channels.*> Fake news consumers return to the
same websites less often.

Furthermore, the question is how large the role of social media
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actually is in the spread of fake news. One of the most successful
disinformation campaigns of 2020 was the allegation that voting
by mail is a threat to the legitimate results of the presential elec-
tions in America. Trump spoke of voter fraud and announced that
he was not going to accept the election results, should he lose. He
accused the Democrats of trying to ‘steal’ the elections and that
millions of ballots had been printed in other countries to dethrone
Trump. Months ahead of the election, he made all kinds of accusa-
tions via press conferences, TV interviews and Twitter. Even while
the votes were being counted:

@realDonaldTrump: We are up BIG, but they are trying
to STEAL the Election. We will never let them do it. Votes
cannot be cast after the Polls are closed!

His claim resonated among a large group of his supporters and
people used the slogan ‘Stop the Steal’ on social media and dur-
ing protests to share their concerns. Opinion polls showed that
half of the Republicans believed Trump’s claim. Despite the fact
that years of scientific research have shown that voter fraud is ex-
tremely rare and that it is highly unlikely that it can affect the elec-
tion results. Trump deliberately spread disinformation to create
confusion and manipulate the outcome of the election. And he did
not do it alone. His messages were shared repeatedly and consist-
ently by the Republican National Committee (RNC) and Trump’s
campaign staff at the same time. This indicates there is an insti-
tutionalised disinformation campaign, instead of a spontaneous
action. They are no longer separate messages, but a well-orches-
trated information flow that together forms a conspiracy theory.
Researchers from Harvard University mapped the flow of mes-
sages to determine how and via which channels the claims spread.
They analysed more than 55,000 online news articles, 5 million
tweets and 75,000 messages on public Facebook pages, togeth-
er representing millions of interactions. The analysis shows that
the disinformation campaign was predominantly driven by main-
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stream media (like CNN and New York Times). Social media mere-
ly played a secondary and supporting role.#* According to the
researchers, the efforts of Fox News and Trump’s own campaign
were much more influential in spreading false ideas than Russian
trolls or clickbait websites.
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Of course this has to do with the position of Trump. At that mo-
ment, he was the incumbent president. Established platforms like
CNN and the New York Times want to avoid the appearance of
bias. For such news outlets, it is difficult to label Trump’s claims
‘fake news’. According to the researchers, many journalists wrong-
ly confuse balanced reporting with fair reporting. Many journal-
ists copied Trump’s tweets without criticising their content under
the header ‘neutral reporting’. So it was especially the main-
stream media that amplified the disinformation emanating from
the White House. As such, the researchers did not argue in favour
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of more fact checking on platforms like Facebook, but for a better
news policy at traditional media channels to better handle disin-
formation and propaganda. Even when it concerns an incumbent
president.

Accuracy

In the discussion surrounding fake news, we must not forget that
sharing a news item does not necessarily mean that people believe
that the content of the item is reliable. Research shows that peo-
ple especially share information that is in line with their convic-
tions, regardless of whether that information is true.* Researchers
presented people with different headlines. One group was asked
to indicate how accurate they considered the headlines to be. The
other group was asked to indicate how likely they were to share the
information. It turned out that truthfulness in particular played a
role in assessing the accuracy, while it was less relevant with re-
gard to the likelihood of people sharing the information. Head-
lines that were truthful were considered to be accurate more often
than those that were less truthful, while people shared about the
same number of truthful as untruthful items. One of the headlines
used was the following:

‘Over 500 ‘Migrant Caravaners’ Arrested With Suicide
Vests’

According to the headlines, large numbers of migrants were ar-
rested with suicide vests in their possession. Less than 16 percent
of the Republican participants believed that this headline was ac-
curate. However, more than half of them would consider sharing
this headline. According to the researchers, this discrepancy can
be explained by partisanship, and we also see the aforementioned
confirmation bias at work. The study shows that people share fake
information that is in line with what they believe twice as often as
when they consider this information to be accurate.

Remarkably enough, the same research indicates that people
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place enormous value on sharing accurate information. When
they are asked which factor is decisive in sharing a message on so-
cial media, only a small percentage indicates that the information
has to be in line with what they believe. According to the research-
ers, this is caused by the fact that people’s attention is drawn away
from accuracy and focused on other factors, for instance a desire
to attract more followers, to humour people or to make it clear that
you belong to a certain group. There is a reason most social me-
dia platforms use emoticons. The researchers therefore decided to
set up another experiment. Again, people were shown headlines
and asked how willing they would be to share them. However,
one group was asked to determine the accuracy of the headline
first. It turned out that the group that was asked to first determine
the accuracy of headlines, was less likely to share disinformation
than people who were not alerted to the level of accuracy. The re-
searchers concluded that, if people’s attention is drawn towards
accuracy through small interventions, they are less likely to share
disinformation. Interventions that it would be easy for social me-
dia platforms to implement to counter online disinformation.

IIL. More radical through fake news

Even though fake news only reaches a relatively small portion of
the population and many people have a fairly varied news diet,
we cannot ignore its influence completely. Because there is some-
thing going on. With the increase in the number of misleading con-
spiracy theories, threats to journalists are also on the rise.* For
instance in the Netherlands, a country known for his consultation
culture, with a focus on compromises and consensus. In 2020, due
to increasing aggression, Dutch broadcaster NOS decided to re-
move its company logo from its vans. At COVID protests and on
other occasions, journalists were threatened, spat at and called li-
ars. On highways, people would hit the brakes while driving im-
mediately in front of the vans. The National Anti-terrorism and
Security Coordinator (NCTV) in its latest threat report confirms
that journalists in the Netherlands are increasingly the target of
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intimidation.* Beneath a moderate, more diverse activist upper
layer, according to the coordinator, there is a radical undertow of
extremist behaviour. A voter survey indicates that 15 percent of
Dutch people have lost all faith in the government.4® This group
has dropped out completely and continues to radicalise. What is
new, according to the researchers, is that there are feelings of real
hatred among this group. In addition to the intimidation of jour-
nalists, worldwide, intimidation of politicians, scientists and po-
lice officers is on the rise.

In itself, this phenomenon is now new. Unlike what people of-
ten think, the belief in conspiracy theories has existed throughout
history. Far-reaching and fast-paced social changes that ques-
tion the established power structures have encouraged the belief
in conspiracy theories since time immemorial.4’ But with the ar-
rival of the internet, nowadays, conspiracy theories spread more
quickly and more easily, while the echo chambers discussed earli-
er amplify contradictions and negative emotions between groups.
The signals for increased threats can often be traced back to on-
line channels. Facebook, for instance, measures potential threats
on the platform by analysing hashtags and search terms. In the
week that votes were counted in the 2020 presidential election, it
turned out that the percentage for the so-called ‘violence and in-
stigation trends’ had increased exponentially.*® In particular con-
spiracy theory-related hashtags and items increased at an above
average speed. A Facebook employee warned his colleagues about
this on an internal bulletin board. And although the fast-growing
Facebook group ‘Stop the Steal’ was blocked a few hours later, oth-
erwise, it was mostly business as usual. Two months later, people
stormed the Capitol.

So it is not enough only to act on the basis of percentages. Be-
cause even if the group that radicalises is relatively small, the
damage they leave behind is considerable. The misapprehension,
however, is that people are the victims of disinformation. That
good-natured citizens are led astray and that the government, the
media and science have lied to them and deceived them all this
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time. But in many cases, the opposite turns out to be true. Disin-
formation and conspiracy theories are for many people a welcome
confirmation of the suspicions they have had for a long time. It
offers them an excuse to voice and express their suspicions. Es-
pecially people who were not seen before and who feel misunder-
stood flourish in a time of crisis.

So the claim that protesters stormed the Capitol because they
believed Trump’s disinformation does not seem to hold. It is much
more likely that the protesters accepted Trump’s disinformation
because they wanted to storm the Capitol. This theory is backed by
research from the University of Aarhus. According to the Danish
study, mass mobilisation is not the direct result of manipulation
by false information or wild conspiracy theories. These theories
are essential tools for coordinating people who are already suscep-
tible to conflicts.* That does not mean, incidentally, that people
do not believe in propaganda, but it suggests that such a belief can
be a consequence, rather than a cause, of the deep need for action.
Well-timed disinformation campaigns, like Trump’s, can help co-
ordinate groups of likeminded people in such a way that they are
pushed across the threshold of mass mobilisation, generating a
transition of aloose group of likeminded individuals to a potential-
ly violent mob. In the run-up to the storming of the Capitol, a trail
of ‘information crumbs’ was deliberately left all over the internet,
which protesters followed willingly, so these violent demonstra-
tions did not happen out of the blue. Extremist pro-Trump sup-
porters talked in various Facebook groups for months about how
they could ‘take down’ the government. The date, January 6, was
also set in advance. As early as December, invitations were going
round under the header ‘Operation Occupy The Capitol’°

The head of intelligence of the American Capitol police, John
Donohue, warned the House of Representatives in July 2020 about
‘revolutionary extremists’:

18

‘I am pleased to testify before your subcommittee today

to discuss the significant public safety concerns and,
specifically, challenges to law enforcement raised by the
growing phenomenon of cyber-social militia extremism and
the power of on-line movements to influence violent action
domestically.s

He emphasised that domestic insurgents have become a risk of un-
known quantity to the constitutional rights in the United States.
In spite of the efforts of social media companies to minimise the
availability of extremist messages, they continue to circulate. Ac-
cording to Donohue, social platforms are unable to identify those
who will mobilise violence, and recommends creating a monitor-
ing system that is able to quickly map emerging threats, before
they get out of hands.

Contrary to popular opinion, these are not just less educated peo-
ple, ‘conspiracy nuts’, or folks in tinfoil hats. Research by the Uni-
versity of Carolina shows that conservative Americans from the
higher middle classes voted for Trump, but not because they were
tricked by fake news.5?> On the contrary. They consumed a lot of in-
formation and found inconsistencies. Not in Trump’s words, but in
the way the regular media ‘twisted his words’, creating a story they
did not agree with. So people who did thorough research, apply crit-
ical thought and weigh arguments, only from a completely different
perspective of reality. Often motivated by a sense of injustice and
discomfort. Without a shared reality, coexisting is often very diffi-
cult. It is not about a simple adjustment to the algorithm of social
media platforms. We shape these platforms as much as they shape
us. Technology is culture. And culture is technology.

Boundaries blur

Unfortunately, the storming of the Capitol is just’ an example. In
part thanks to the internet, there appears to be a growing sense of
‘ustified vigilantism’, where people take the law into their own
hands, without legal procedure or judge, for instance in the case
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of ‘doxing’, where personal data (documents; ‘docs’) of people are
collected and put online.s? Usually with the purpose of starting a
witch hunt. Citizens increasingly take the law into their own hands
in tracking and hunting alleged child abusers. The so-called ‘pedo
hunters’ pose as children and try to seduce alleged child abusers
and meet them, in an attempt to gather proof of paedophilia. But
instead of going to the police, they post the information online, to
expose these people. People also commit punishable offences on-
line more often without realising. For politicians, getting (online)
death threats is no longer the exception. Especially female politi-
cians and politicians of colour appear to be the victim of online in-
timidation more often.*

Ideas and expressions that until now were considered to be rad-
ical in a society can become acceptable very quickly. This shift
can be explained by the so-called Overton window. According
to the American political scientists Joseph P. Overton, there is a
‘window’ within which political ideas can be viable.s When ide-
as fall outside of that window, they are rejected by society. That
window can both shift and expand, allowing the unthinkable to
become radical, and the radical acceptable. When acceptable is
seen as sensible, it can become a popular opinion and be carried
out in political policies. Although the internet can accelerate this
process, the window does not shift from one day to the next. It is
an evolution of social values and norms, in which the public de-
bate is shaped by, among others, politicians, citizens, scientists
and the media. In some cases, politicians can ‘pull’ on the win-
dow by making extreme statements and supporting policies that
the public considers to be radical. Although they may at first be
ridiculed, these statements can make other political statements
appear much milder. For instance, we seem to have become used
to British Prime Minister Boris Johnson saying that ‘Islam is the
problemy’ and comparing Muslim women to ‘letterboxes and bank
robbers’.5® Even though we do not believe everything we read and
hear, misleading information is certainly a tool that can be used
for political gain by changing what we find acceptable as a society.
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‘In a time of universal
deceit - twlling the truth is a
revolutionary act.’

George Orwell (1903 - 1950)



Chapter 6

The impact of political
ads is limited Although
profiling in other domains
is damaging

As we have seen, the spread of misleading information has a long
history. Think of the fake news scandal described in chapter 5. At
the time, political leaders didn’t have new technologies at their
disposal with which they could spread information and mobilise
likeminded people extremely quickly. At the same, it was less easy
to contradict fake news or identify its source. What they also did
not have back then was in-depth knowledge about the needs and
motives of their supporters. With all the data that people leave on-
line these days, it is possible to build accurate profiles. Based on
these profiles, hyperpersonal ads can be used to influence people,
in what is also known as ‘microtargeting’. According to research, it
is possible to determine with an 88 percent likelihood what a per-
son’s sexual orientation is based on just 68 Facebook likes.5?
Cambridge Analytica was such an organisation that sold these
kinds of profiles for a lot of money. Not to persuade people to buy
stuff, but to persuade them to vote for a political party or take a
certain position in a referendum. Often, the election of Trump and
the outcome of the Brexit referendum are linked directly to Cam-
bridge Analytica. The assumption is that people’s voting behav-
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iour is fairly easy to influence. The question is if that is really the
case. To answer that question, we need to look not only at the in-
fluence of technology on tangible aspects, like people’s voting be-
haviour during elections, but we also need to map the less tangible
culture, for instance with regard to self-censorship. If you know
you are being watched, that may affect your behaviour.

I. The Cambridge Analytica scandal

A tailored suit, matching designer glasses and an unmistakably
British accent. On 3 March 2017, Alexander Nix, then still CEO of
Cambridge Analytica, walks onto a stage in Hamburg to give a key-
note speech for the Online Marketing Rockstars festival. He is going
to talk about the revolution that he thinks is taking place in mar-
keting and communication: ‘From Mad Men to Math Men’.5® Nix
argues that, in the past, advertisements were created by brilliant
minds developing the most creative campaigns. Hence the refer-
ence to the American TV show Mad Men, which depicts the work
and lives of ad men in 1950s and 1960s New York. At the time, ad
companies used a top-down approach: everyone was shown the
same message, in the hope that it would catch on. But nowadays,
we can use big data to determine with a high degree of accuracy
which message a certain group needs to be shown, long before the
creative process even gets under way. According to Nix, big data is
the aggregation of as many data points you can get your hands on
as possible. It quickly becomes clear that he is not here to discuss
the ethics of collecting personal data.

According to Nix, dividing target groups only on the basis of de-
mographics like gender, age and ethnicity, is completely obsolete
and pointless. Ultimately, it is all about character traits, or psych-
ography. It is your personality that determines which products you
buy and what party you vote for. To map your personality traits,
the so-called ‘OCEAN five factor model’ is used. It is an acronym
for ‘openness’ (the degree to which you are open to new experi-
ences), ‘conscientiousness’ (the extent to which you need or-
der, regularity and planning), ‘extraversion’ (how social you are),
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‘agreeableness’ (the extent to which you place your own needs
above those of others) and ‘neuroticism’ (the extent to which
you worry). When you combine these personality traits with de-
mographics and behavioural data (which car people drive, which
magazine they read, which church they attend, etc.), the result is
a rich database, in which you can develop complex, yet powerful
models that make it possible to target people with increasing pre-
cision. According to Nix, that is important, to prevent sending the
same message to people with an entirely different world view. Nix
argues that traditional marketing is dead. Our children will nev-
er understand the concept of mass communication. Nix is candid
about the way his organisation acquires so much data. In addition
to using online questionnaires and Facebook data, almost all data
is for sale. Like data from land registries, supermarkets and mag-
azines. Worldwide, there are several data brokers dealing in data.
These data allow them to profile every adult in the United States:
no fewer than 220 million people.

Without the slightest trace of embarrassment, he talks about the
work that Cambridge Analytica has done for the Trump campaign.
They began in July 2016, when according to Nix, the campaign
employed just 30 people fulltime. In contrast to Hillary Clinton’s
campaign, which at the time employed no fewer than 800 people.
According to Nix, Cambridge Analytica had a strong proposition,
because they already had worked on the campaign of the previ-
ous Republican candidate, Ted Cruz, collecting huge amounts of
voter data and creating a technological infrastructure that they
could hand over to Trump’s team. A small but important side note
is that laws surrounding the collection of data are much less strict
in America than they are in Europe. In America, they have what
is known as an opt-out, where data can be made available unless
people object. In Europe, they have an opt-in, which means people
need to give permission for their data to be used. Nix and his team
started their research by placing 1500 online polls in all American
states each week, totalling 400,000 polls a month. With all these
insights, predictive models could be deployed, to make informed
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choices about the allocation of resources, i.e. more than $100 mil-
lion on digital ads and tens of millions on TV ads.

According to Nix, these ‘insights’ also came in handy when cer-
tain ‘incidents’ took place. With a straight face, he refers to a hot
mic incident, in which the ‘locker room talk’ of Trump was broad-
cast nationally. NBC got their hands on a sexist fragment of Trump
from 2005. Together with one of the presenters of the American
entertainment programme Access Hollywood, Trump was on a bus
on his way to the recording studio. He wasn’t aware that the micro-
phone he wore on his clothes was open. In the fragment, Trump
brags about how, being the star that he is, he can do to women
what he wants. And that women let him do it. Warning: the next
fragment may offend some people:

‘I'm automatically attracted to beautiful women. I just
start kissing them, it’s like a magnet. Just kiss. I don’t even
wait. And when you’re a star, they let you do it. You can do
anything. Grab ’em by the pussy.>®

The clever ‘Math Men’ of Cambridge Analytica could see how
much Trump’s approval ratings took a dive in some states, but in-
creased in certain other states. That enabled the campaign to tar-
get the available resources with great precision, and allowed them
to limited the damage of the ‘incident’ and even put a positive spin
onit.

Without any emotions, Nix quickly moves on to listing examples
where the use of microtargeting has helped the Trump campaign.
He shows a heat map of undecided voters who haven’t made up
their minds yet in favour of one candidate or the other. A good
example is Wisconsin, a state that traditionally votes Democrat.
In fact, the Democrats were so sure they were going to win Wis-
consin, that Clinton didn’t visit the state at all during the entire
campaign. But Nix’s data showed that there was a large group of
undecided voters in Wisconsin. Voters that could be influenced to
vote for Trump. Based on that intel, Trump held no fewer than five
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rallies in Wisconsin, bringing him into contact with about 70,000
voters. And when you realise that the Wisconsin vote was won by
Trump with a margin of 50,000, according to Nix, that gives you
an idea of how powerful this data-driven approach is. That should
also be clear from an ‘anti-Hillary’ video clip they sent online to
150,000 profiled voters. According to analyses by Google, as a re-
sult of that action, the intention to vote for Trump among the peo-
ple in this group rose by more than 8 percent. Nix concludes his
presentation by remarking that data science is not miracle cure.
You cannot turn a bad presidential candidate into a good one. But
these technologies can certainly make a difference. Especially in a
time when elections are won by very narrow margins.

While Nix finishes his speech to applause from the audience, I
try to organise my thoughts. What strikes me in particular is the
lack of emotion with which he tells his story. Using data to influ-
ence people is one thing, but using data to neutralise the sexist talk
of a presidential candidate seems like a different thing altogether.
Especially when you include that as a success story in a room filled
with marketing professionals. As though he is talking about iron-
ing out a wrinkle in a shirt, using the appropriate tools. He seems
to be completely unaware that he may be on thin ice here, morally
speaking. Just when I wonder if he will get away with it, it is time
for questions from the panel. One of the panellists rightly wants
to know if there are clients that Cambridge Analytica would turn
down. Like a skilled politician, Nix gives an ambivalent answer:

‘I’'m sure there are, but we try not to get ourselves in a
position where we have to say no.’

To there are undoubtedly organisations he would not want to work
with, but they try not to place themselves in a position where they
end up having to say no. It turns out he is also insensitive to argu-
ments that he helped a misogynist get elected to the most power-
ful office in the world. He argues that Trump was elected in a free
and fair election. Who are we to question the will of the American
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people?, he retorts. Questions about the sexist comments made by
Trump also don’t make a dent: this has been discussed at length
in the media and he has heard both sides of the argument. End of
story.

The audience clearly loves the discussion, but the most interest-
ing question is about the way Cambridge Analytica has obtained
the data. You can argue about his moral compass, but wheth-
er or not it is all legal is an entirely different matter. According
to Nix, millions of Americans have freely provided this informa-
tion by filling in social media surveys. These insights were com-
bined with other data points that Cambridge Analytica had with
regard to these users, with which the predictive models could be
trained. Using these models, the broader target group could then
be profiled and targeted. But why would people be willing in the
first place to provide all this valuable information free and without
compensation? According to Nix, people are by nature interested
in their own psyche and they want to know what their personali-
ty type is. The panellists, like myself, seem not entirely convinced.
Nix again emphasises that people have freely parted with their in-
formation, fully aware what would be done with it. He concludes
by stating that there is nothing Machiavellian or inappropriate
about it. Then everyone went home and Cambridge Analytica con-
tinued exploiting its very profitable revenue model.

Game over

Exactly a year later, hell breaks loose. It turned out that Nix had
not been entirely truthful when he argued that people had provid-
ed their information willingly. According to a former Cambridge
Analytica employee, Christopher Wylie, the company misused
Facebook to collect the profiles of millions of people. According
to Wylie, that actually provided the foundation on which Cam-
bridge Analytica was built. He called the company a ‘full service
propaganda machine’. Facebook is also partly to blame. Although
the company is said to have known since 2015 that information
was being collected on an unprecedented scale, it then took lim-
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ited steps to restore and secure the personal data. Initially, it was
thought that about 50 million profiles were involved, but Face-
book estimates that it concerns 87 million profiles.5°

The information was collected via an application called thi-
sisyourdigitallife. Hundreds of thousands of users were paid to take
a personality test and agreed to have their data collected for scien-
tific research (which clearly does not include the microtargeting of
American citizens). However, the application also collected infor-
mation of the test subjects’ Facebook friends. According to Face-
book’s platform policy, at the time only data from friends could be
collected to improve the user experience of the app itself, but not
be copied and used outside the platform. When Facebook found
out, Cambridge had to promise that they would remove the data.
Pinkie swear. But Facebook never checked whether or not that ac-
tually happened and simply took Nix at his word. By now, thanks
to Canadian whistle blower Wylie, we know that Cambridge An-
alytica never removed the data and used it to support Trump in
his election campaign. A year later, in 2019, the Netflix documen-
tary The Great Hack is released, in which we see that Cambridge
Analytica has targeted voters in many more countries to influence
election results. The documentary feels a lot like an episode of
Black Mirror. This award-winning TV series shows us how the un-
bridled development of technology has created a dystopian world.
But instead of science fiction, The Great Hack is about reality.

This makes Alexander Nix increasingly look like a Bond villain
come to life. He reminds me personally of Le Chiffre, from the
2006 movie Casino Royale. Le Chiffre is a mathematical genius
who is always dressed impeccably in his tailored suit. His skills al-
low him to win huge sums of money gambling. In the movie, he is
suspected of financing international terrorism. Obviously, Nix was
not involved in that, but influencing elections cannot be consid-
ered a minor issue. Remarkably enough, Nix was very open and
candid about his unethical business operations, but it only be-
came a scandal when it became clear that the data were obtained
illegally.
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II. The micro-effect of targeting

In 2020, Mark Zuckerberg announced that Facebook would not
place political ads in the week before the American presidential
elections.®* Probably motivated in part by public pressure. Since
the Cambridge Analytica scandal, people all over the world are
worried that hyperpersonal ads can manipulate voters and thus
have a major influence on the results of elections. These concerns
are not new, incidentally. As early as the 1950s, long before cookies
started tracking our online behaviour, political parties sent their
campaign staffers to specific addresses where undecided voters
lived to persuade them to vote for their candidate. Imagine what
Cambridge Analytica could accomplish with the combination of
big data, psychological profiles and social networks. According to
The Great Hack, Alexander Nix singlehandedly made sure Trump
was elected president, and that this digital interference stood
in the way of a fair election process and gutted democracy from
within.

The question is to what extent these targeted political ads re-
ally influenced voter behaviour. Research by the University of
California shows that political campaigns have a small effect on
people’s voting behaviour anyway.®? In 2018, researchers analysed
no fewer than 49 field experiments and concluded that political
campaigns and ads have virtually no impact on the choice of can-
didate of American voters, and that the effect only occurred in two
extremely rare situations. First of all, when candidates espouse
highly unusual and unpopular positions and campaigns invest an
inordinate amount in identifying undecided voters (sounds famil-
iar). And secondly, when campaign teams contact voters long be-
fore election day and measure the effects immediately after. As
the elections come closer, the effect appears to diminish. So Cam-
bridge Analytica’s strategy of targeting undecided voters does
make sense. And the provocative statements made by Trump can
be used to influence a group of undecided voters. The question is,
however, if that group is big enough to win an election. Because
influencing campaigns can also have the opposite effect. A field
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experiment with 56,000 voters in Wisconsin shows that influenc-
ing campaigns can cause a backlash.®* Among a large portion of
the voters, influencing tactics reduced their support for a candi-
date. These insights are supported by research from Yale Univer-
sity. Researchers wondered if voters actually prefer personalised
and specific messages to more general messages involving broad
subjects.®* When people are being ‘mistargeted’, the negative im-
pact turns out to be many times greater than the positive effect of
targeting. Voters are much more sensitive to general messages and
collective benefits, according to the researchers.

The entire approach of Cambridge Analytica is based on the idea
that people with matching psychographic profiles have a similar
worldview and can therefore be persuaded with the same argu-
ments to vote for a specific candidate. But that underestimates the
complexity of the human psyche. You could suppose that a person
watching the American reality soap Jersey Shore has certain per-
sonality traits. But people watch that show for a variety of reasons.
From genuine fans to ‘disaster tourists’ looking for a train wreck.
Even if a profile can be generated based on other data points, the
question remains how to develop an ad that matches those spe-
cific personality traits. And even if you manage to do so, it has to
appear in somebody’s timeline at exactly the right time. Namely
at a time when the person involved is actually susceptible to such
messages.

Distrust

However, we cannot simply disregard the influence of microtar-
geting. Many of the examples and studies mentioned above are
American. In a binary system, it seems a tall order to pull peo-
ple from one side of the spectrum to the other using political ads.
When you have been voting Democrat for many years, you won’t
just switch to voting Republican. That makes it interesting to see
how microtargeting works in countries with a multi-party system.
The University of Amsterdam examined the impact of this form
of influencing in The Netherlands.® The researchers asked the
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participants in the experiment to post messages on a social me-
dium they had developed. Using text analysis programmes, the
researchers were able to map the personality traits of the partic-
ipants. The algorithm then divided the test subjects into groups.
Literature research shows that introvert people are more suscep-
tible to messages in which their fears are addressed and that more
extravert people are more sensitive to messages with an enthusi-
astic tone. In one of the experiments, two fake ads were made for
VVD, who claim to be a right-wing liberal party. The participants
were presented with one message with a scary undertone: ‘The
security of our country is at stake. Vote VVD, because the security
of our country is in the balance more than ever’ And one with an
enthusiastic tone: ‘the security of our country is better than ever.
Vote VVD and we will make sure you are completely protected’
Introverts indeed responded better to the first message and extra-
verts responded better to the second one. Messages you post on
social media can be used to assess your personality. And that as-
sessment can indeed be used to influence you. However, it was not
enough to convince people to vote for a different party. Research
shows that people became more positive about the party in ques-
tion, but that they were ultimately not more likely to vote for that
party.

A similar insight applies to the influence of deep fakes. Artifi-
cial intelligence can be used to create fake videos that are virtual-
ly indistinguishable from real videos. Deepfake videos can make
political leaders say things, for instance, that they would normal-
ly never say out loud. Synthetic media are increasingly seen as a
threat to democracy. Many studies focus on detecting these vid-
eos. Researchers of the University of Amsterdam looked at the
influence of deepfakes on political preferences and specifically
at the reinforcing role of microtargeting.®® The study shows that
deepfakes may worsen people’s attitudes towards the politician
being depicted, but that that does not affect people’s attitude to-
wards the political party of that politician. Microtargeting can re-
inforce the effect, but appears to affect only a very small group.
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We may be looking in the wrong direction. The real danger may
not be that microtargeting is used to persuade people to vote for a
party, but that they start doubting the legitimacy of the election it-
self. This involves not so much the opinions of new voters, but the
mobilisation of the existing support, as we saw earlier in chapter
5 when we discussed Trump’s disinformation campaign designed
to question the election results. When people who are demonstra-
bly open to such opinions can be targeted very effectively, that can
certainly have disastrous consequences, as the storming of the
Capitol made abundantly clear. Technology itself can also lead to
distrust in democratic institutions. The aforementioned study by
the University of Amsterdam shows that the Dutch people have
a very negative opinion about microtargeting and are more wor-
ried about privacy. People who are more worried about privacy
also appear to have a more negative opinion about microtarget-
ing. Now that the European Union has announced new legislation
that states that it has to be transparent who the sender of targeted
political ads is and how much these ads cost, people are becoming
more aware of the use of influencing techniques.®” This downward
spiral can damage trust in democracy. A result of the use of influ-
encing techniques, disinformation and deepfakes may be not that
people don’t believe everything they are shown, but that there
comes a time they no longer believe anything. Including reality.
By that time, foreign interference in elections is no longer needed;
the mere suggestion that it is happening may be enough to create
unrest. And politicians can create confusion by claiming that real
images are deepfake. Fiction and reality become blurred, which
can lead to distrust in democratic institutions.

III. Stuck in the wrong box

Even if microtargeting turns out to be completely useless, it can
still be dangerous, because there is a chance that the collected data
are also sold to other organisations and used for different purpos-
es, for instance to determine the costs of your health insurance.
For instance, it is not unthinkable that it will become more expen-
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sive if you haven’t been to the gym in a period of time, or when it
turns out that you buy mostly unhealthy food at the supermar-
ket. In fact, insurers are already testing with those kinds of da-
ta-driven applications.?® Datasets will be linked more and more,
which means that, without justification and unbeknownst to us,
we can end up in boxes that it will be very hard to get out of. Chi-
na, for instance, is rolling out a ‘social credit system’ step by step.
Based on their behavioural data, Chinese citizens are given a cer-
tain score, on the basis of which they can be blacklisted and lose
certain kinds of rights and privileges, for example the possibility
to borrow money or travel abroad. In 2018, 23 million Chinese peo-
ple were not allowed to buy a train or plane ticket.®

This does not only happen in countries where a communist par-
ty is in power. More and more governments use data-driven sys-
tems, especially to detect fraud, for instance the Risk Indication
System (SyRI) used by the Dutch government to combat fraud
involving benefits and taxes. Based on data about, among other
things, work, income, pensions and debt, the system calculated
who might commit fraud. Especially in low-income neighbour-
hoods. A major objection to the use of such a system is that the
data of all the people in a neighbourhood can be analysed, even
if they are innocent. Various civil rights and privacy organisations
felt that the system was unacceptable and sued the State of The
Netherlands.” Successfully. In 2020, the courts ruled that the leg-
islation involving the use of SyRI is in violation of article 8 of the
European Human Rights Treaty, in particular the right to a private
life. This stipulation demands a fair balance between the social in-
terest of the legislation and the extent to which it violates people’s
private lives. The courts ruled that preventing and combatting
fraud insufficiently warranted the violation of people private lives.

However, the State Secretary in question was not impressed.
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‘It is clear that this is not the way to do it. The judge

did clearly rule that technology can play a role in fraud
prevention. We will continue to look at news ways to tackle
fraud and will take a closer look at the balance between
fraud detection and privacy in relation to new systems.””*

However, this ignores the discriminatory effect of the use of these
types of algorithms, as became clear once more with the bene-
fits scandal, where one of the selection criteria for the automated
risk selection system was a double nationality. People applying for
benefits who had a double nationality were more likely to be sus-
pected of fraud by the algorithm. This is not so much about pri-
vacy, but about the far-reaching consequences of choices that are
based on unreliable data. And politicians do not appear to learn
from their mistakes. The recently passed new ‘Data processing
through collaborations’ bill (WSG) has the potential for creating a
new scandal in the future. The new bill allows public and private
organisations to work together to share each other’s data. Again al-
legedly to prevent fraud. And again without much resistance. Iron-
ically enough, the House of Representatives passed the bill when
the report about the previous scandal was published. In the new
bill, which at the time of writing is being discussed by the Senate,
the so-called ‘purpose limitation principle’ is reversed. The pur-
pose limitation principle stipulates that personal data being col-
lected for a specific purpose, cannot simply be used for different
purposes. The new bill changes the ‘no, unless’ to ‘yes, provided
that’. In 2018, Virginia Eubanks wrote an acclaimed book called
Automating Inequality™, in which she writes about how automat-
ed systems, instead of people, determine which neighbourhoods
are monitored, which families receive benefits and who will be in-
vestigated for fraud. These systems disadvantage above all people
with fewer resources and opportunities.

This approach can create negative feedback loops. People who
fall behind get into more trouble, not only maintaining the un-
just treatment, but magnifying it. In America, for example, soft-
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ware has often been used to predict the likelihood that a convict
will relapse. Research shows that this software is skewed against
people with a darker skin colour.”? When the data show, for in-
stance, that Black men are more likely to end up in prison again,
the algorithm will determine that Black men are less likely to be
released on parole. Which then in turn affects the follow-up fig-
ures: Black men indeed spend longer in jail, which in turn affects
the algorithm, etc. This does not take into account the fact that
the figures may be biased as a result of human police work and
thus of profiling. So biases of algorithms are primarily caused by
biases of people.

Of course, we all want people to be treated fairly with the use of
data-driven systems and we don’t want them to be disadvantaged
on the basis of their gender or background. Fairness is a frequently
used principle in ethical guidelines. However, it is not easy to de-
termine what exactly is “fair’. It is something that has kept philos-
ophers busy for hundreds of years. There is no unambiguous idea
of what society would look like if there were no unfairness. Is a so-
ciety where everyone is treated equally fair anyway? The arrival
of big data and algorithms has given this issue a new dimension,
because the concept of fairness has to be expressed in mathemat-
ical terms, for instance in the case of what is known as predictive
policing, where criminal behaviour is predicted using large-scale
monitoring and data analyses. However, there is always a chance
that people with the applicable criteria have a positive score (false
positives) and that people who do meet the criteria in question
show a negative score (false negative). What is fair in that case?
Do you risk putting potentially innocent people in jail or risk them
committing a crime?

Without clear agreements on the matter, police services try to
gather as much data as is legally allowed, increasingly from inter-
net services like Facebook and Google. If you have ever read the
privacy conditions, you will have come across a section explain-
ing how your data can be shared with law enforcement. Although
most people are not aware of this (after all, who reads all those
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conditions?), many of the people who stormed the Capitol are now
finding out, as cases are being built against them with evidence
from social media platforms. Although they posted the data there
themselves, not all of it is publicly available. The FBI was also giv-
en internal data from social networks, phone companies and se-
curity cameras. As a result, privacy and security are increasingly
at odds with each other. In 2016, for instance, Apple was sued
by the FBI, because the FBI wanted access to the iPhone of the
American terrorist Syed Farook, who, together with his wife, shot
fourteen people in California. Apple was asked to create a ‘back-
door’ in the software that would give the FBI access to the data
on the smartphone. Apple refused, because creating such a back-
door would make all iPhones in the world vulnerable. A verdict
was never reached, because the FBI gained access to the data in a
different way.”

Incidentally, you do not have to be an alleged insurgent or ter-
rorist to be monitored. Police services increasingly use surveil-
lance techniques that can monitor everybody, in the hope of
catching a suspect, for instance in the case of facial recognition
software. In 2018, IBM worked together with the New York Po-
lice Department on facial recognition software that made it pos-
sible to search on the basis of hair and skin colour, for example.
The software was trained using camera footage from thousands
of police officers, who participated without their knowledge. It is
not unthinkable that your face was used to train such software.
Think of the commotion surrounding the company Clearview
Al, which ‘scraped’ photos from Facebook and millions of other
websites and offered their services to various investigate servic-
es.”s To find specific perpetrators (microtargeting), huge amounts
of data are collected about as many people as possible (mass sur-
veillance).
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Chilling effects
The downside of all this surveillance is that people may start to
behave differently and as such are hindered in what they can do.
When you know you are being watched, you can decide, for in-
stance, not to post certain messages on social media (or in a
modified form), or not to take part in a protest. These forms of
self-censorship are called chilling effects. To explain how it works,
people often refer to the “Panopticon’; a round prison with a high
tower in the middle, from where a guard can see all the prisoners.
Each cell has a glass window with a view of the tower. Because the
prisoners know they can always be watched, they are constantly
aware of their own behaviour. The reasoning is that that will make
them display desirable behaviour. That disciplining effect is also
seen as a chilling effect. Knowing that large amounts of data are
being stored and analysed all the time can also have a disciplining
effect on people. Even if they are not suspected of anything.
Some political leaders appear to be responding deliberately to
these chilling effects. The Russian President Putin, for instance
in 2019 signed a controversial bill making it illegal to ‘despise’ the
state and spread ‘fake news’ online. Each message about the in-
cumbent government that you post online can potentially be il-
legal. In 2020, new changes to the law were introduced that also
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make it illegal to ‘deliberately spread incorrect information’ during
emergency situations. For instance during epidemics, accidents
and natural disasters. In addition to a fine, this can lead to com-
munity service and even a maximum jail sentence of three years.
These changes to the law put freedom of speech under pressure
and make it virtually impossible to criticise the authorities. Need-
less to say, because the definition of ‘fake news’ is very much open
to interpretation, the authorities can use it to their own advantage.

The age-old principle of democracy clashes more and more often
with new technologies that have only been around for a few dec-
ades. We are beginning to map their actual impact in small steps.
Tolook ahead at the future, it is useful to see how the younger gen-
erations deal with the principles of democracy and technology. Af-
ter all, they grew up with both the opportunities and the threats
of digital technologies. Nevertheless, young people are often dis-
missed as being apathic and indifferent. To what extent is that jus-
tifiable?

If everybody always lies to
you, the consequence is not
that you believe the lies, but
rather that nobody believes
anything any longer.

Hannah Arendt (1906 - 1975)
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ONE OF THE PENALTIES
FOR REFUSING
TO PARTICIPATE IN
POLITICS IS~ THAT
YOU END UP BEING
GOVERNED BY
YOUR INFERIORS.




Part 3

Are young people apathic
and uninterested in
democracy?

Today’s youngest are spoiled, ill-informed, addicted to their phones
and obsessed by selfies. And above all, they are egocentric and in-
different. At least, that is the impression some adults have of Gen-
eration Z. A generation that was born after 1996 and, at the time of
writing, not older than 25 years. Now that the first “Zoomers’ en-
ter the workplace, many managers don’t know what to do with this
generation, which has never known a life without digital technolo-
gies. The accusation is that these so-called digital natives have the
attention span of a goldfish and don’t know what hard work is. If
this generation is to produce the leaders of the future, the argument
goes, democracy is doomed. But are these assumptions correct?

Of all times

The complaint that youngsters are indifferent and selfish is an-
ything but new.! As early as 350 BCE, Aristotle complained that
young people are quite full of themselves:

‘They think they know everything, and are always quite
sure about it.”
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He attributed the exaggerated self-confidence of youngsters to the
fact that they have not yet been humbled by life. That they have
yet to experience impactful events. In the Middle Ages, people
also had a negative image of youths. People often complained that
they had no respect for their elders and even didn’t fear the magis-
trate. At the time, people were also concerned about the language
youngsters used and about the resulting corruption and hardening
of language. The same fears persist now that ink and paper have
beenreplaced by digital screens. As early as 2004, researchers con-
cluded that the frequent use of e-mail and text messages affected
people’s spelling and grammar.3

The negative effects of the excess use of technology is a recur-
ring cause for concern. I was born in 1984 myself, making me part
of Generation Y in the commonly used division. That means I am a
‘Millennial’. A term that by now has almost become a swear word
and is synonymous for naive idealists who have been pampered
by their parents and as a result are now unable to handle the ad-
versities of life. For me, the ‘Y’ represents the coming together of
two worlds, the physical and the digital. As a kid, I grew up play-
ing outside and building tree houses, while in my teenage years, I
found my way on the world wide web just in time. I am also of the
generation that grew up with game computers. In my case the Su-
per Nintendo. I clearly recall asking the quite violent game (let’s
be honest) Mortal Combat for my birthday. Apparently, my parents
were unaware of the brutality of the videogame and they granted
my wish. On the news, I saw concerned parents, scientists and pol-
iticians trying to get the game removed from the shelves, claiming
it encouraged aggression and would produce a violent generation.
In 1994, there were even hearings in front of the American Con-
gress, which led to the Entertainment Software Rating Board. De-
spite all the concerns, most scientists agree that there is no direct
relationship between playing videogames and violent behaviour.+
In my case, it gave me an eversion to violence. After a few night-
mares, I was done with it and started saving enough money for the
more cheerful adventures of Mario and Luigi.
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As the twig is bent

Similar concerns were voiced earlier when TV was introduced and
later with the arrival of the social media platforms, which were con-
sidered poison to the minds of vulnerable youths. What is over-
looked is that young people are often much more aware of the
effect and influence of new technologies than people think. Cer-
tainly much more aware than many older people. Research shows
that, during the 2016 American presidential elections, people over
65 shared almost seven times as many fake news messages on Face-
book as the youngest age groups.5 Young people grow up with fake
news and seem to be more aware of the fact that not all news that
they see online is reliable. They understand that it is important to
ascertain the source of the news and appreciate its value. Many
adults think, on the other hand, that platforms like Facebook, Goog-
le News and Apple News do their own reporting. Only 31 percent of
adult Americans correctly indicates that Google News does not cre-
ate the news that it shares. The rest thinks that Google News has its
own reporters, or isn’t sure.® Adults erroneously project their own
experiences with digital technologies onto young people.

Need for security
Against expectations, the current generation of youngsters is actu-
ally looking for stability and security. They’re not ‘hipsters’ hanging
around all day in coffeeshops (that’s the ‘Millennials’), but focused
pragmatics who worry about their future. They grew up during the
2008 economic crisis, when many of their parents lost their jobs or
savings (or both). Research shows that 88 percent of young Amer-
ican graduates chose their major with a specific job in mind.” Job
security or stability was the second most important career goal (bal-
ance between work and private life was the first), followed by the
feeling of being dedicated to a cause or feeling good about serving
the greater good.

In addition to the economic crisis, they are also witnesses to an
ecological crisis. More than other generations, they are aware of
the role of humans in climate change and its impact on the en-
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vironment. Figures of the World Economic Forum show that
seven in ten youngsters worldwide strongly agree with the state-
ment that science has proven that people are responsible for cli-
mate change.® In 2019, there were climate protests in more than
120 countries and young people in particular took to the streets to
voice their concerns. According to them, the fight against climate
change is not naive idealism, but a response to hard facts. They
are determined not to make the same mistakes as the people who
came before them.

Antiquated institutions

Despite this social involvement, it is still hard to get young peo-
ple to the ballot box. Although the share of youngsters who vote
appears to be growing (during the 2020 American presidential
elections, 50 percent of youngsters voted: 11 percent more than
in 2016), the turnout among youths is not more than the average
turnout in any country in the world.°
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Source: National election commissions and research agencies - by The New York
Times (2020).
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As a result of the lower turnout among youngsters, the wishes and
needs of the older generations have a bigger impact on the election
outcome. That was especially clear during the British EU referen-
dum in 2016. A whopping 75 percent of Britain’s youths between
18 and 24 voted remain, unlike the over-65s, 66 percent of whom
voted leave.'° But because voter turnout was 83 percent among the
latter group, compared to only 36 percent among youngsters, the
votes of the older generation proved decisive and the Brits had to
prepare to leave the EU. Later, researchers argue that the turnover
among youngsters was much higher, and even exceeded 60 per-
cent." But the turnout among the older generation according to
these figures was also higher, namely 90 percent. Also considera-
bly higher.

Many political scientists blame the low turnout among young-
sters on lack of interest. They argue that youngsters have few re-
sponsibilities (no home or family) and hardly pay any taxes, and
expect things will change once they get their first job or buy their
first home. Voting will suddenly become relevant then, according
to the political scientists. But that analysis is very much at odds
with the social commitment among young people that we dis-
cussed earlier. The millions of youngsters taking to the streets to
voice their concerns about the climate can hardly be called apo-
litical. The same goes for the protests in Asia, where hundreds of
thousands of youngsters even risked their lives for a better future.
How is it that young people take to the streets to put political sub-
jects on the agenda, but don’t seem to be able to find their way to
the ballot box?

Perhaps it has to do with the fact that young people do not recog-
nise social and political subjects as such. Democracy and politics
are very abstract concepts. Research by the University of Amster-
dam shows that 35 percent of Dutch youths between 12 and 14
doesn’t know they are living in a democracy or think that they are
not.”? Many first-graders even confuse the words ‘politician’ and
‘police’. Of course, lessons on citizenship are important to close
this knowledge gap. But let’s not just point the finger at young
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people. It is too easy to blame a low turnout among youngsters
on lack of interest. It also means that democratic institutions are
unable to reach young people sufficiently. That is why we need to
explore ways to make antiquated institutions more accessible and
adapt them to the spirit of our age. What can we learn from the
younger generations in this regard?
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No one is born a good citizen,
no nation is born a democracy.
Rather, both are processes
that continue to evolve over a
lifetime. Young people must
be included from birth.

Kofi Annan (1938 - 2018)



Chapter 7

Young people are very
much politically engaged
Even though they are not
involved with political
parties

At the start of 2012, the global population crossed the seven bil-
lion mark. At that moment, more than half the people in the plan-
et were under thirty.”? Although we in the West are in particular
concerned about the ageing population, there is an opposite de-
velopment in other parts of the world. In Africa, for example, a
whopping 40 percent of the population is younger than 15 years,
while only 4 percent is older than 65.3 Despite the fact that a large
portion of the population is young, youngsters are not at the cen-
tre of political decision-making. According to data from the United
Nations, the average age of parliamentarians worldwide is 53. Less
than 6 percent is younger than 35, and a mere 2 percent is younger
than 30.* Although I can imagine that political ambitions develop
over time, it would appear that young people are hardly ever con-
sulted in the political decision-making processes. But hey, what
do young people know about the world? They’re unable to see the
big picture and have insufficient life experience to put develop-
ments into perspective, right?

I won’t be the first to argue the opposite. Just like putting down
youngsters is something that happens all the time, glorifying them
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doubtlessly is as well. And yet, this generation has a unique char-
acteristic, in that it does not know a world without digital technol-
ogies. Within a few nanoseconds, they know what happens on the
other side of the world, in real-time. They grow up fully under-
standing that mankind is destroying its own living environment.
In 2019, the global climate protests, in which millions of people
took part, were led by a 16-year-old girl. And although Greta Thun-
berg may be an exception, her followers are not. And even though
they may be glued to their phones, they aren’t all busy watching
cat videos. Behind those screen, there is a world of which many
adults have no idea.

I. Bram (five years old) doesn’t want to eat meat anymore

I remember sitting at the breakfast table as a kid. Late eighties.
Milk was called ‘the white engine’, and before being allowed to
put something sweet on my sandwiches, I first had to eat some
cheese or meat. Because meat and dairy are good for you. We
knew at the time that we needed to protect the environment, but
I would never have linked eating meat or drinking milk to car-
bon emissions, let alone global warming. Nobody point out to me
that the production of a kilo of steak required an average of 25 ki-
los of fodder and more than 15,000 litres of water.’> I didn’t even
know that not eating meat was an option and that there were
vegetarian alternatives. People simply didn’t talk about it. Not at
home, not in school and not on children’s TV. But hey, what did
we know? It was a time when, during parties, people put ciga-
rettes on the table.

Alot has changed in a relatively short time. In particular, aware-
ness among young people has grown considerably. Even the very
youngest. A former colleague told me that her son, five-year-old
Bram, had decided on his own not to eat meat anymore. One day,
at the breakfast table, he asked where all that meat came from.
And how it is made exactly. And when his parents told him about
all that is needed to produce meat and that it involved killing an-
imals, he decided that enough was enough. Of course, you can
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blame it on the phase in which kids are concerned with ‘cuddly
animals’, but it looks like it is here to stay. By now, Bram has also
made his parents think about their behaviour, because they do
still eat meat from time to time. And while Bram enjoys his veg-
etable sausage, he wonders out loud how his parents can still eat
meat, knowing that animals had to suffer for it. A nice conscience
teaser to start the day with.

The fact that kids inspire their parents to better their lives is less
and less the exception. Research shows that the natural optimism
of children inspires parents to do more for a better world.® Almost
90 percent of parents in the United States, the United Kingdom,
India and Indonesia agreed when asked about it. The fact that kids
are optimistic is perhaps not so surprising. What is remarkable is
that they stay optimistic, despite being fully aware of the world-
wide problems, like climate change, food waste and famines. Re-
search shows that more than 70 percent of children between eight
and twelve years old are worried about the impact of mankind on
the environment and on the climate. So it goes way beyond ani-
mal suffering. Nevertheless, nine in ten kids stay optimistic about
their own future, while seven in ten are optimistic about the fu-
ture of the environment. Many parents are surprised to learn how
aware their kids are about global problems and the extent to which
they are concerned about the environment. The natural optimism
of kids allows them to see opportunities better than their parents
can. Seven in ten parents agree that, where kids see the opportuni-
ties for a better future, adults focus above all on the problems. Ac-
cording to the parents, it may help adults to see the world through
the eyes of a child, to see opportunities before barriers. A whop-
ping 90 percent of parents agrees that kids ‘help you see things dif-
ferently than you normally do’.
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Children have a natural optimism and enthusiasm which inspire me
to make the world a better place
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We need to be realistic, of course. The increased awareness
doesn’t directly lead to a reduction of, for instance, global meat
production. Even though fewer and fewer people see themselves
as ‘meat eater’ and more and more households intend to eat more
vegetarian food, it is expected that meat consumption will contin-
ue to increase in the coming years.” Especially in Africa and the
Middle East, meat consumption will go up, because the improving
living standards and income levels will allow more people to in-
clude meat in their regular diet. In many countries, meat is seen as
a luxury product and it is more expensive than, for instance, grain,
beans and fruit. It is expected is that people who couldn’t afford
meat will start eating it in the future.

Role model

But there is reason for hope. Especially when the meat consump-
tion of younger people is compared to that of their parents, for
instance in The Netherlands, where traditionally a lot of meat is
produced and consumed. Research shows that kids decide more
often than older people to quit eating meat. The share of vegetari-
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ans and vegans in 18 to 34-year-olds is twice as high as it is among
the over 50s."® Young people more often stop eating meat for en-
vironmental reasons, for instance the impact meat has on the
climate, which is mentioned in particular among young people un-
der thirty. The study also shows that education plays a big part in
people’s choice whether or not to eat meat. Youngsters of 15 or 16
years old who don’t eat meat often do so because the negative im-
pact of meat production on the environment is discussed in school
(during class or with their fellow students).

More than ever, this generation has role models with which
they can identify. After the summer vacation of 2018, a 15-year-
old Swedish school pupil decided to go on strike in front of the
parliament building each school day, to demand a more ambitious
climate policy. The only thing she brought was a cardboard sign
saying Skolstrejk for klimatet (school strike for the climate) and her
determination. What started as an individual action of a lone tru-
ant, within a short time grew into a global movement. More and
more youngsters joined the movement and when the media and
a few celebrities also became involved, Greta Thunberg in no time
was a speaker at international climate conferences. For instance
the climate conference of Katowic 2018, where it quickly became
clear the young activist does not mince words:

‘You only speak of green eternal economic growth because
you are too scared of being unpopular. You only talk about
moving forward with the same bad ideas that got us into
this mess, even when the only sensible thing to do is pull the
emergency brake. You are not mature enough to tell it like it
is. Even that burden you leave to us children.”

After the election, she kept protesting each Friday. Inspired by
the actions of the Swedish youngster, there were also mass cli-
mate protests in Australia in 2018. Despite (or because of) a call
from the Australian prime minister, who said that ‘young people
should spend more time studying and less time protesting’. From
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the start of 2019 onwards, climate protests took place in more and
more other countries as well, like Belgium, Germany and Switzer-
land. All led by young school pupils under eighteen. Later in 2019,
the first global climate school strike took place in 2052 locations
in 123 countries. The fierce and emotional speeches by Thunberg
had made her as many friends as enemies. The Brazilian president
Bolsonaro even called her a ‘spoiled brat’. And when TIME Maga-
zine chose her as its ‘person of the year’, Trump went on Twitter
to voice his displeasure:

@realDonaldTrump: So ridiculous. Greta must work on
her Anger Management problem, then go to a good old
fashioned movie with a friend! Chill Greta, Chill!

Either way, she has shown young people all over the world that
you are never too young to make a difference. That it is important
to defend your ideals and that you are not alone. A perfect exam-
ple of the butterfly effect; even the smallest changes can have a
huge impact.

II. The new protest generation

When we talk about the political participation of young people,
we need to look beyond election turnout figures. Research by the
European Youth Forum shows that young people are hugely inter-
ested in political issues and societal challenges.?® Instead of using
traditional institutions, like elections, more and more youngsters
try to generate pressure from the outside. Research shows that
young people sign petitions more often than older people and that
they take part in protest movements twice as often.?' So it is not so
much that younger people are less involved, but that their partici-
pation patterns are changing.

This generation of youngsters more than ever believe in their in-
dividual strength to create change. With their actions, they try to
make it clear that governments and businesses need to do more
to help realise their vision of a better future. Figures by Deloitte
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show that a third of all Zoomers have at some point taken part in
a demonstration or protest (compared to a quarter of all Millenni-
als).? Furthermore, it appears that they volunteer more often for
charities or non-profit organisations and more often use ethical
considerations when choosing an employer or job. They also try to
make an impact as consumers. More and more young people are
willing to boycott or ‘buycott’ a brand based on the position of the
organisation on social or political issues, although that does not
apply only to young people. Research indicates that almost two-
thirds of all consumers worldwide feel the same way. Boycotts
are increasingly linked to protest movements. For instance, in
2020, the Black Lives Matter movement launched ‘The Anti-Black
List’, with which they encouraged supporters to boycott compa-
nies that have engaged in racist expressions, are insufficiently
committed to diversity or simply fail to take a stand. The aim is
to call out companies publicly on their behaviour and to convince
them to act in an ethically responsible way.

The role models of this generation are not in parliament or in
congress. They are in the streets, leading the way in protest. No
superstars, but simple young people they can identify with. The
way protests are organised has changed enormously in recent dec-
ades. In the past, there was often an organisation, like a trade un-
ion, driving the demonstration top-down. Often, they would have
already tried to get politicians to agree to better conditions, and
when that was in vain, they would take to the streets. These days,
things are completely different. Communities of likeminded peo-
ple are created via digital networks. When likeminded people find
each other, it is relatively easy for them to mobilise. So there is a
much more bottom-up approach, causing a shift from collective
to connective action. Protest also don’t have to take on the form
of physical demonstrations. Social media platforms offer a range
of low-threshold possibilities to take part in protests. For instance
‘Blackout Tuesday’, when millions of people shared a black square
on Instagram and Titter to draw attention to ongoing police bru-
tality and institutional racism. What started as an initiative of the
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American music industry to commemorate the death of George
Floyd, within a short time grew into a global action that included
international celebrities and companies.

Whereas trade unions often fought for higher wages and better
working conditions for a specific group of professionals, young-
sters these days increasingly protest to draw attention to more
global problems, like climate change, institutional racism and the
oppression of democratic liberties and rights. They want their fu-
ture back and hold above all the government responsible. Much
more than other generations, Generation Z wants an ‘activist
government’ that does what it can to solve the problems.?* And
young people are increasingly willing to address these subjects
personally via social media. Research shows that young people
between 18 and 34 share their thoughts on political and social is-
sues online much more often than people over 50.% This is true
in Europe and America, as well as in Africa and India. There are
similar trends when it comes to signing petitions or encouraging
others online to take action on political issues. Young people in-
dicate that creating social media content helps them feel better
informed, represented and heard. This goes beyond funny inter-
net memes. For instance, within the Black Lives Matter move-
ment, young people gave each other advice on where they could
donate, which petitions they could sign and how they could con-
front police brutality. Even in rural Pakistan, young people are
very much politically involved thanks to social media, which
proves to be an important stepping stone to offline participation.
Research shows that Pakistani youths who are politically active
online are more politically aware and thus are more often politi-
cally active offline as well.?®

158

/.> Rudy van Belkom cee

In 2020, millions of people shared a black square on social media to protest
against racism and police brutality.

Seven generations

A frequently heard frustration is that politicians don’t focus
enough on long-term goals (a frustration that is not unique among
youngsters, incidentally). Complex problems like climate change
require a long-term vision and approach. However, after the elec-
tion, many politicians focus above all on the immediate problems
at hand. After all, they only have four years to prove themselves,
so they focus on making a good impression in the short term, rath-
er than on the influence they have in the long term. In his book
The Good Ancestor, Philosopher Roman Krznaric explains the
hope among the younger generation.” He argues that, in particu-
lar from the industrial revolution onwards, we have been focusing
too much on the short term. We live in a world of deadlines and

159



instant gratification; life is short and we need to take what we can
get. Yesterday rather than today. That is remarkable, because we
are one of the few species with the ability to think ahead and plan.
According to Krznaric, the future is seen as a kind of dump for eco-
logical damage and technological risks, in which economic inter-
ests prevail. As a result, future generations are taken into account
insufficiently in political decision-making.

According to the philosopher, we need to learn to think in terms
of centuries, instead of years. He mentions the example of medi-
eval cathedrals. The architects knew in advance that they would
not witness the completion of the construction, which, for peo-
ple in this day and age, would be almost unbearable. We want to
be able to share our success stories on LinkedIn as soon as pos-
sible, and will worry about the long term when the time comes.
We are stuck in an economic system that is addicted to growth.
But if nature teaches us one thing, it is that nothing grows forev-
er. According to Krznaric, we need to learn to be a good ancestor
for the generations that will come after us. He refers to the ‘sev-
en generation principle’ of the Iroquois in North-America for in-
spiration.?®

When they have to make important decisions, they think sev-
en generations ahead, which is roughly 200 years. The indigenous
Americans believe that we have the Earth on loan. If we fail to take
care of Mother Nature, she won’t take care of us.

According to Krznaric, it’s the younger generation’s turn. But
they cannot do it on their own. Research shows that many young-
sters believe that the people around them are insufficiently wor-
ried about global problems like climate change.?® Even children as
young as eleven believe that their concerns are not shared by their
parents and relatives. Many youngsters see the lack of concern as a
lack of commitment, which can make them feel isolated. At a later
age, that can have a negative impact on their political involvement
and give them the impression that voting is pointless, because no-
body will listen to them. The same research shows that their im-
pression that those around them do not share their concerns is
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largely erroneous. Many parents use ‘shielding techniques’ to pro-
tect their children from the reality of global crises, which actually
turns out to have an adverse effect on youngsters.

That’s why it is high time that we start treating young people
differently. We need to stop pretending they are naive and imma-
ture, and give them a serious voice in the political debate. They
are much more aware of what is going on than we think. If election
turnout among young people is relatively low, we mustn’t paint
them as disinterested, but ask ourselves why they don’t use the
systems and structures we have once come up with. There is cer-
tainly a problem with youth participation, but the problem is not
so much the youngsters themselves, but the outdated tradition-
al institutions. Many politicians treat the older generations as the
voters that need to be served, while treating young people as vot-
ers that need to be managed. But many youngsters don’t let them-
selves be managed. They don’t feel represented and choose their
own tools and resources to exert political pressure. And let’s not
forget that active resistance against traditional institutions in it-
self is a form of participation. But if we want to narrow the gap
between young people and the current system, we need to start
thinking how we can give their protest mentality a place in the
political system. Before they disconnect completely and may be-
come apathetic and disinterested in the future.

IIL. The authoritarian temptation 2.0

As long as political dissatisfaction among youngsters results in ac-
tion and peaceful protests, democracy is working just fine. But
when dissatisfaction turns into aversion, we need to start worry-
ing. According to research by Harvard University, American youths
blame especially politicians and corruption for the problems in
their country.® In the previous section, we saw that young people
have high expectations of the government. They expect an ‘activ-
ist government’ that isn’t afraid to make the necessary choices for
a better future. When the establishment is unable to make good on
its promises, they will look for alternatives. Research shows that
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more young people than old people agree with the statement that
the army can take over control when the government is incompe-
tent or fails to do what it is supposed to do.3' The same research
also shows that, in different countries, including The Netherlands,
Sweden, Australia and the United States, the percentage of young
people indicating it is essential to them to live in a democracy is
lower than it is among older people.

These developments open the door to populists and authori-
tarian leaders. Research by the University of Cambridge shows
that young people are more satisfied about democracy from the
moment a populist leader has seized power in a country.? Re-
markably enough, it doesn’t matter whether it is a right-wing or
a left-wing populist leader. Think of the election of Duterte in
the Philippines (2016), Bolsonaro in Brazil (2018) and Podemos in
Spain (2019). Researchers also refer to this as the populist wave
of 2015. Both the style of these vocal leaders and the issues in-
volved appeal to a large group of youngsters who have lost faith
in regular politics. In particular the rigorous approach involving
social injustice and unemployment can count on a lot of support
among young people. An example is the ‘workfare’ programme
in Hungary, better known as Orbanomics. Emerging populists
can also count on a lot of support in countries that are plagued by
corruption scandals involving the ruling ‘political elite’, as was
the case, for instance, with the election of Bolsonaro in Brazil,
who appealed to plenty of Brazilian youngsters with his promise
to topple the establishment.
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However, the ‘populism effect’ at some point wears off. The study
by the British top university shows that populist leaders start to
lose the trust of many young people after they have been in of-
fice for more than two terms. In fact, after the second term, young
people become seriously disenchanted with the populist lead-
ers, whose true nature and agenda have become clear by then,
for instance the effects of economic mismanagement, scandals
involving abuse of office or attempts to curtail the democratic
competition to stay in power. Attempts by Erdogan and Orban to
silence the opposition and bypass the judicial branch are good ex-
amples.

The question is how faith in democracy can be restored in a time
of disenchantment and emerging populism. According to the re-
searchers, we first need to stop seeing the rise of populists as a
threat to democracy, but instead see it as a signal from the people.
A signal that makes it clear that the existing structures have failed
to address the existing dissatisfaction in society, for instance the
dissatisfaction about the failure to adequately tackle problems like
inequality, economic uncertainty or climate change. Or the dissat-
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isfaction that people feel insufficiently heard or seen by the cur-
rent politicians, who only think of themselves. When democratic
institutions are motivated by this to take action and stem the tide,
instead of trying to whitewash the reputation of the “politics of the
past’, the populist wave can still lead to a renaissance of democra-
cy, instead of its demise.
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The revolution has always
been in the hands of the
young. The young always
inherit the revolution.

Huey Newton (1942 - 1989)



Chapter 8

Young people are critical
about information
technology Even though
they are glued to their
screens

Young people are often accused of being glued to their screens.
And statistics show that American teenagers spend an average of
seven hours a day behind a digital screen.® Not including the time
they spend doing something for school. Most of that time is spent
watching videos, playing games and using social media. A whop-
ping 95 percent of teenagers has access to a smartphone. The share
of young people with access to a computer is not only lower, but
is also determined much more by their parents’ income. Between
2014 and 2018, the percentage of youngsters indicating that they
are ‘almost always online’ has almost doubled.?* So parents are re-
ally concerned. Almost two-thirds of all American parents indicate
they are worried about the screen time of their teenage kids.?> They
are especially worried that their kids share too much of their lives
online and lose the ability to communicate with other people in
real life.

The question is to what extent these concerns are justified. We
have a tendency to count the number of hours that young peo-
ple spend online, but forget to examine why teenagers immerse
themselves in the digital world and what we can learn from that.
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Research from Duke University shows that the online lives of teen-
agers have a lot in common with the experiences, connections and
challenges of the offline world.3* To the extent that the research-
ers argues that it is nonsense to separate what is happening on-
line from ‘the real lives’ of the youngsters. Nor can we maintain
that they don’t have meaningful interactions online. We saw ear-
lier that young people use social media platforms to connect with
people from various backgrounds and find more diverse opinions.
Much more than older people, young people are prepared to ex-
press themselves on social media about social issues and are less
likely to share fake news. It is often said that we need to teach
young people to be critical about information technology, but per-
haps we can learn more from them in that regard.

I. Fool the algorithm

In a room in Washington D.C., father and daughter are getting
ready to address the visitors of ShmooCon 2020%, a three-day
hacker conference on the East coast of America. It is an ambiance
that you would expect from a hacker conference. Fluorescent light
compensates for the absence of natural daylight and a simple lec-
tern with ample wiring graces the stage. The host also lives up to
the stereotype; a grown man with a t-shirt over his long-sleeved
shirt and a key cord around his neck. Samantha Mosley introduc-
es herself as a High School Junior who is active in her school com-
munity and teaches girls to programme. There is a loud applause
accompanied by cheering. As Chief Information Security Officer
with more than twenty years of experience in providing security
for digital information structures, her father Russell may have the
necessary experience, but it is clear that his daughter is the star of
the show.

From an early age, Russell has tried to teach his daughter about
good ‘cyber hygiene’. Never share your password with other peo-
ple, don’t accept friendship requests from people you have never
met, tape off the camera on your laptop computer and be as strict
as possible about your privacy settings. ‘The internet is forever’.
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So think about what you post and who you share it with. After all,
universities and potential employers are also watching and include
the online profiles and activities of possible candidates in their de-
cisions. When Samantha takes over from her dad, she immediately
makes it clear that young people have a somewhat different per-
spective. They have grown up with new technologies and are very
aware, for instance, of the existence of metadata and know that it
is not just about the immediate data that you leave online, like a
photo or text message, but also the indirect data, in other words
the information about the information. For instance, your loca-
tion, what browser you are using, how long you stay on a platform,
the search terms you use, who you interact with, etc. Especially
Facebook is known for conducting all kinds of dubious queries be-
hind the scenes. They store each post that has more than five char-
acters and isn’t posted within ten minutes. That means that even
the messages that you don’t post are being analysed. Using these
metadata and analyses, internet platforms are able to identify peo-
ple very accurately. And, as we know, these profiles are worth a
lot of money to companies. Samantha has found a way to fool the
Instagram algorithms, making it harder to identify her and her
friends.

As it has been clearly pointed out to her that many adults may
not be familiar with the terms she is using in her story, she starts
her speech with a brief introduction of the various kinds of Ins-
tagram profiles that young people use. That makes the audience
laugh, along with Samantha herself. First, there is the ‘Rins-
ta’ profile, or Real Instagram, where pictures are shared that are
meant for your employer and your granny. Pictures of your prom,
your dog, the cookies that you bake, etc. Pretty and decent pic-
tures. Unlike the photos that you share on your ‘Finsta’, or Fake
Instagram, the less charming pictures of parties and nights out
with your friends. Because you can set the profile to ‘private’,
the pictures are only visible to the people that you give access
and are shielded from the outside world. This profile is also hard-
er to find, giving you more control over who follows the profile.
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When your granny googles, she will find your Rinsta, but not
your Finsta. And finally, there are group profiles, which are man-
aged by multiple people. And it is the use of these group profiles
that helped Samantha to discover that there is a way to fool the
algorithm.

A few years earlier, Samantha and a group of her classmates
took part in the FIRST LEGO League games, an international
competition in which pupils between 9 and 15 years old can take
part. During these competitions, the participating teams need
to design, programme and build a fully autonomous robot from
LEGO. To share their experiences, she set up an Instagram ac-
count, which was managed by multiple team members. When Sa-
mantha then checked the ‘explore’ tab, a function on Instagram
should show you different messages based on your clicking be-
haviour, she saw all kinds of messages in which she had never
shown an interest. And each time she checked the tab, it looked
different. From basketball players, to cooking recipes and animal
videos. As an experiment, Samantha shared the account with her
cousin, who lived in a different state. This affected the results
even more. It was then that she and her friends realised that the
shared account could be used to confuse the tracking algorithms
of Instagram.

Since then, these teenagers have been working together in an
advanced network of trusted Instagram users to place content
from different devices and locations. Audibly nervous yet deter-
mined, she explains the steps involved. First, create several Ins-
tagram accounts for yourself, for instance an account especially
for you and your friends, a different account for your hobby and a
third for your relatives and employer. Give someone you trust ac-
cess to one of these accounts, preferably one with a low risk. Then
request a reset of your password and send that link to the trust-
ed person. Resetting your password does not end the session, so
both you and the second person have access to the same account
at the same time, without actually having shared the password.
When that person requests to place an photo on your account, In-
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stagram collects the metadata from a new and ‘fresh’ device. You
can repeat that process with a network of, say, ten users in ten dif-
ferent locations using ten different devices, thus providing Insta-
gram with a pretty confusing cocktail of data. This is not the same
as having a Finsta account, which may offer privacy in relation to
other people, but not from Instagram itself.

hobbies

Source: Alfred Ng / CNET - based on the original image by Samantha Mosley.

You can decide, for example, for yourself to be the only person
with access to your ‘school’ account, but share your hobby ac-
count with multiple people. At the same time, you yourself are
part of one or more accounts of other members in the network.
For such a network of trust to be able to succeed, you need basic
rules, Samantha explains. You may only post content when the
account owner requests it, including the caption that goes with
it. And you may not accept followers if the account is set to pri-
vate. In addition, it has to be agreed in advance which kinds of
posts may or may not be liked. People who violate the rules are
removed from the network forthwith. Samantha’s network has
become so big that it includes members from nine different coun-
tries, with about five people from each of those countries. The
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reason that this works so well is because the trust is mutual. You
won’t mess up someone else’s account if you know that the same
could happen to your account. The network is also constantly
looking for new ways to confuse the algorithm. Successfully. The
‘explore’ overview is all over the place, proof that the algorithm
is no longer able to outline a clear profile. Samantha is reassured
knowing that Instagram is now far less capable of tracking her
movements.

Her visibly proud father, who did some research prior to the
presentation, adds that the principle that Samantha and her
friends have discovered in itself is not new. It’s called ‘obfuscat-
ing’.3® There are networks whose members periodically exchange
bonus cards, preventing the supermarket from generating a clear
customer profile. There are examples where a father found out his
daughter was pregnant before she knew that herself. Informed by
the girl’s purchasing behaviour, supermarket chain Walmart was
able to predict at an early stage that she was pregnant, and they
began sending her all kinds of discount coupons for baby prod-
ucts. The father initially thought that Walmart was encouraging
teenagers to become pregnant, until it turned out that she actu-
ally was pregnant. Even criminals use it, by exchanging Sim cards
every time they meet, to be less traceable. The reason that these
tactics are often not embraced on a larger scale is that, as a user,
you also miss out on the benefits of this kind of targeting and risk
receiving all kinds of discount offers for products that you nev-
er buy. The same principle applies to Google. For instance, if you
are looking for a hairdresser, the results are not aligned with your
profile, which means you need to be much more specific in your
searches. For many people, that is a bridge too far.

We also see a creative form of obfuscating in the fight against
the rise of mass surveillance. We saw earlier that knowing that
enormous amounts of data are constantly being stored and an-
alysed can have a ‘chilling effect’ on people. Inspired by these
developments (and by Orwell’s 1984), an Australian clothing
brand in 2014 launched a special clothing line that makes your
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telephone disappear from the radar.?® The most important fea-
ture of the 1984 clothing line is the so-called ‘UnPocket’, a canvas
pouch woven with metal fabric that blocks WiFi and GPS signals,
among other things. There are also creative solutions available
when it comes to camera surveillance. The Dutch designer Sanne
Weekers, for instance, as a student developed a scarf that makes
you unrecognisable to cameras with facial recognition soft-
ware.*° The images on the scarf confuse the facial recognition
software to such an extent that your face becomes unrecognis-
able. The same goes for graphic prints on clothing, stylised face
masks and even special make-up. Thus, we see that, fortunately,
every movement generates a countermovement, and young peo-
ple take matters into their own hands to protect their democrat-
ic values.

II. Hey Siri, do unicorns exist?

One day, Judith Danovitch, brain scientist at the University of
Louisville, heard her four-year-old son ask all kinds of questions
from the kitchen. How do turtles get their shield? Do eagles really
eat snakes? Why do things die? And perhaps the most important
one: is butt-face a bad word? When she walked into the kitchen,
it turned out that the questions were not aimed at her, but at Siri,
Apple’s virtual assistant. Her son was sitting at the kitchen table,
testing the boundaries of Siri’s knowledge using the family iPad.
Research shows that this kind of behaviour is perfectly normal at
that age, when kids are still working out how reliable technology
is. Researchers exposed children to a new voice-activated virtu-
al assistant (comparable to Siri).#' In many cases, children asked
questions to which they already knew the answers, just to see
what the device would say. In addition, they often asked person-
al questions, such as ‘what is my name?’ or ‘how many brothers
and sisters do I have?’ Children have their doubts as to wheth-
er the device can actually answer their questions. Similar re-
search shows that children are very creative in their attempts to
test the reliability of such gadgets.+? Especially fantasy creatures
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are a popular tool for kids. ‘Hey Siri, do unicorns exist?’ But also
Santa Claus, the Easter Bunny and the tooth fairy were frequent-
ly encountered in the research. Virtual assistants are often pro-
grammed to answer these questions with ‘I don’t know’, making
them look less reliable to children.

Research by Danovitch herself also shows that children ap-
proach new technologies with a certain amount of suspicion. To-
gether with two Chinese colleagues, she gave different groups of
five- to eight-year-old children a number of questions and scien-
tific and historical facts.* For example, how many bones are there
in a human hand? And how many days does it take Mars to or-
bit around the Sun? The researchers then presented the children
with two contrasting answers. According to the internet, one orbit
takes 600 days, while their teacher said it was 700 days. The study
shows that children have more faith in the answer their teacher
gave. After all, they know their teacher well and have established
a strong bond together. And technology first has to prove itself. So
the enormous availability of information has not caused the chil-
dren to question the knowledge their teacher has. The right an-
swer is 687 days, incidentally.
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The research by Danovitch shows that adults have the opposite
response. With regard to scientific and historical facts, adults ac-
tually tend to trust the internet more than they do other people.
And I must confess that that is something I recognise in myself.
Imagine you are playing Trivial Pursuit and you can you can ask
either a good friend or Alexa, Amazon’s virtual assistant, for sup-
port, which would you choose? When it comes to number of bones
in a human hand, my choice would be Alexa. Unless that good
friend is a doctor, and even then. For instance, when I enter into a
discussion with friends about the year a specific even took place,
it won’t be long before one of us googles it for evidence. The innate
tendency to trust the knowledge of people apparently disappears
as we get older. The same goes for our innate distrust of technolo-
gy. As we get older, we become better at coming to terms with the
contradictory characteristics of digital technologies. On the one
hand, we become aware that computers are vulnerable to ‘stupid
mistakes’ (like people), while on the other hand we increasingly
believe in the supernatural powers of technology: extremely accu-
rate, unprejudiced and morally neutral. When we have known for
a long time that that’s simply not true.

Other studies also show that young children tend to trust tra-
ditional sources of information more. Researchers of the Univer-
sity of Louisville asked children between four and six to identify
a number of commonly used objects.*+ For instance a computer,
a tablet, a smartphone and a book. Almost all the children recog-
nised the objects and were able to indicate that the computer, tab-
let and smartphone could be used for gaming, watching movies
and taking pictures. When they were then asked to indicate which
object they would use to learn more about dogs, most children
chose the book, whereas adults taking part in the same study over-
whelmingly chose the computer.

The various studies show that children are much more critical
about information technology than we think. Technology is not
something they trust implicitly. They do not believe every answer
they are given and don’t trust digital technologies blindly. That is

175



encouraging news for the future, since deep fakes and other syn-
thetic media are developing rapidly. So one could argue that we
should be more worried about the current generations of adults,
who share much more fake news than the younger generations
and are easier to aggravate by all kinds of conspiracy theories.
However, we must not forget that the studies discussed above
are above all about trust, rather than truth. Research by Dano-
vitch shows that children have more trust in their teachers, even
when their teachers give the wrong answers. They even trust the
judgement of their peers over technology. In other words, it is rel-
atively easy to mislead children with information if they trust the
source. That also explains the success of influencers. Many influ-
encers are young people that look and sound the same as their
followers. Via social media, they share their entire lives, creating
a personal and emotional bond with their followers, as a result of
which they are increasingly seen as a trusted source of informa-
tion, even though they have no demonstrable expertise in a giv-
en area. Research shows that 60 percent of American teenagers
who use YouTube to follow current events consult the channel of
an influencer instead of a news organisation that is also active on
the platform.4 The opinions of influencers are increasingly ele-
vated to facts, while experts and scientists find it hard to connect
to this target group.

Identifying fake news

There is reason to remain hopeful, however. The same study
shows that teenagers who do get their news straight from news
organisations indicate more often that it has helped them bet-
ter understand current events. That goes to a lesser extent for
teenagers who got their news from YouTube and social media
channels. Research also shows that teenagers are open to news
from sources that represent different opinions from the ones
they themselves have. Only 14 percent indicate that they never
get news from sources with a different opinion. And only 19 per-
cent say never to discuss politics with people with opposite opin-

176

ions. Young people indicate en masse that they find it important
to stay informed of current event, even when they not yet have
the right to vote. And they are critical of the way things are re-
ported. Research shows, for example, that European youngsters
are much more critical than adults when it comes to the way a
subject like immigration is being reported.+® They are also more
concerned than adults about the spread of disinformation and in-
dicate that they want to learn more about identifying disinforma-
tion. Research by the World Economic Forum shows that young
people actually consider the spread of disinformation to be the
worst drawback of the use of social media#’, even more than the
breach of privacy and distribution of hate. It would appear that
this growing awareness about young people contributes to a crit-
ical attitude with regard to information.

As far as identifying fake news is concerned, it turns out that
young people do much better than their parents. A BBC reporter
visited a middle school in South Wales, where he played the BBC
game iReporter with fourteen- and fifteen-year-old pupils, a game
in which aspiring journalists are faced with an exclusive story.+
The story line is as follows: a major internet failure has disabled a
number of large social media platforms and news about it reaches
the newsroom via different channels. The young reporters have to
make decisions as to what they want to publish about it and they
have to carefully weigh the sense of urgency and impact against
the reliability and accuracy. Was it a cyberattack or did a satellite
fall from the sky? Did the blackout also disable other systems, like
payment systems and air traffic, causing angry citizens to take to
the streets? And is the rumour correct that the blackout caused
smartphones of a certain brand to burst into flames? Via e-mails
and telephone calls, they receive a variety of documents and pic-
tures. The pupils remained very calm during this emergency situ-
ation and examined all the information very carefully. When the
CEO of a social media network gave evasive answers, they kept
asking questions until he snapped and admitted that it was indeed
a major cyberattack. They traced the locations, looked for the orig-
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inal source of the pictures and examined whether certain claims
could be officially confirmed by the parties involved. Even a peer
who claimed that he was a programmer who stopped the cyberat-
tack was treated with some suspicion.

After the game was over, the outcome was discussed. It turned
out that the pupils had scored well on speed, impact and accura-
cy. During the evaluation, they indicated that they had learned a
lot, but also that they could rely on the skills they had. Many of
the teenagers during the assessments indicated that they often
felt they were educating their parents in how to use the internet,
rather than the other way around. Many parents ask their chil-
dren to check whether something they saw on Facebook is relia-
ble or not.

III. The privacy paradox
As critical as young people are about information technologies,
as indifferent they are when it comes to their online privacy. At
least if the headlines are to be believed. There are more and more
articles with headlines like ‘Millennials don’t worry about online
privacy’.# And indeed, research shows that Americans under 35
indicate less often that nobody should ever have access to their
personal information or internet behaviour.5° And more Ameri-
cans under 35 agree with the statement that ‘they are okay with
trading some of their personal data in exchange for more relevant
ads’. But the differences are nowhere near large enough to claim
that privacy is dead and that Millennials have accepted this ‘new
reality’. The research shows that, in fact, 70 percent of the Mil-
lennials want nobody ever to have access to their personal infor-
mation or internet behaviour, which is only 7 percent less than
among the group over 35. And the percentage that is okay with
sharing personal information in exchange for more relevant ads
is only 6 percent higher among Millennials (at 25 percent). So a
vast majority of young people is very much aware of privacy is-
sues and is critical when it comes to collecting personal data.
This also shows in an opinion poll among the American peo-
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ple with regard to leaking classified information about the large-
scale surveillance programme of the American intelligence
services by Edward Snowden in 2013. The whistle blower and
former CIA employee was hired as a system controller by the Na-
tional Security Agency (NSA). Secret documents that Snowden
shared with the media showed that the intelligence service col-
lected and analysed internet and telephone records on a massive
scale about virtually every American citizen, without informing
these citizens and without having to answer to anybody. Accord-
ing to the NSA, these surveillance practices were necessary in the
fight against domestic terrorism. Shortly after Snowden blew the
whistle, the FBI announced that Snowden would be arrested for
leaking state secrets. Snowden fled to Russia and asked for asy-
lum. The poll showed that young people between 18 and 29 years
old were the only age group in which a clear majority indicated
that the fact that Snowden leaked the information was in the in-
terest of society.s! More young people than old people feel that
Snowden should not be prosecuted for it. And they are also more
critical when it comes to the government collecting internet
and telephone data in the fight against terrorism. A majority of
young people disapproves of that, while older age groups in fact
approve those practices. In addition, young people believe that
collecting information on a large scale does not have the desired
effect. A majority indicates that it did not help prevent terrorist
attacks. Seven years after the information was leaked, Snowden
was finally proven right. According to the Federal Court of Appeal
in San Francisco, the large-scale surveillance programme of the
American intelligence services is illegal. The court argued that
the surveillance programme was in violation of the Foreign Intel-
ligence Surveillance Act and may as such be unconstitutional.s
Snowden’s response was euphoric, but he still resides in Russia,
which by now has granted him permanent asylum, because the
verdict does not indicate to what extent it was legal to leak the
documents.
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Snowden: ‘Seven years ago, as the news declared I was
being charged as a criminal for speaking the truth, I never
imagined that I would live to see our courts condemn the
NSA’s activities as unlawful and in the same ruling credit
me for exposing them. And yet that day has arrived.”s

Although young people are critical about the large-scale collection
of information by the government, their own actions do not al-
ways reflect that. Research indicates that, in recent years, teenag-
ers share more and more information about themselves online.5
For instance personal information, like name, date of birth, resi-
dence, school name, relationship status and even e-mail address.
A whopping 97 percent of American youngsters between 18 and 34
years old accepts the general conditions when installing updates
of mobile applications without reading them (even among adults,
this is still an alarmingly high 91 percent).>> The same goes for the
registration of free WiFi spots and logging into online streaming
services. Understandably, the language being used in these con-
ditions is often too complex. And because there is no real alterna-
tive, many people don’t see it as a direct obstacle when installing
and activating digital technologies. As a result, many youngsters
don’t really know which parties collect information about them
and for what purpose.
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Social media profiles: What teens post - 2006 vs. 2012
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The fact that many young people are aware of the importance of
privacy, but don’t always act accordingly, is also known as the “pri-
vacy paradox’, which can possibly be explained by the fact that
teenagers in particular have a different interpretation of privacy. It
isn’t that they are completely unaware of the risk of data collection
by third parties, but there are risks that teenagers are even more
concerned about. Namely the risk that parents, teachers and (po-
tential) employers see things on social media that may get them
into trouble. So it is much more about social privacy, the ability to
control a social situation rather than controlling information. They
are more worried about their mother seeing a certain picture on
Instagram, than about government agencies and advertisers us-
ing the information. That does not mean they are not concerned
about their privacy or don’t value it. In fact, they use all kinds of
inventive strategies to secure their profiles. For instance, not only
does a majority of teenagers set their Facebook profiles to private,
a quarter of them also turns out to share false information about
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their name, age or location. We saw earlier that many teenagers
use Finsta accounts to mislead people. Some strategies are even
more subtle. More than half of all teenagers occasionally share
cryptic information, that they know only their friends will under-
stand. So even if other people have access to the content, they still
don’t have access to its meaning.

Teenagers are in their formative years and they experiment with
different identities. Teenagers have always done that, only now
they do it online. Because it is a much more public process now-
adays, many teenagers are actually very aware of it. More than
adults, they curate their online profiles, remove posts and tags and
make themselves harder to trace. That also explains the popular-
ity of platforms like Snapchat, where you can indicate how long
posts remain visible and it is easier to form small communities.
They know that adults are watching and as a result, they are aware
of their privacy from an early age.
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It’s all that the young can do
for the old, to shock them and
keep them up to date.

George Bernard Shaw (1856 - 1950)



Chapter 9

Young people cultivate
the internet in a different
way Even though adults
think social media are
poison

We have seen that young people deal with information technol-
ogy in a much more conscious way than people often think. In-
stead of hiding in their shell and looking at the world around them
with indifference, they use social media networks to get in touch
with people with different ideas, express themselves about so-
cial subjects and take part in protests. The create trust networks
to fool algorithms and come up with inventive strategies to se-
cure their profiles. In addition, it turns out they are much better
at recognising fake news than their parents and don’t blindly ac-
cept everything they hear or read. Social media are not just for
fun. Democracy is much more alive online than we think. There is
fact-checking and minorities are given a voice. Instead of counting
the hours they spend online, we should examine the way they use
the internet more closely.

Of course we mustn’t close our eyes to the adverse effects. For
some young people, the use of social media can lead to psycholog-
ical problems, like a reduced self-image. A leaked internal study
shows that Facebook was aware that the use of its subsidiary Ins-
tagram can have a toxic effect on the mental well-being of teenag-
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ers.>® According to the Facebook researchers, the use of Instagram
makes young female users who are insecure about their bodies
end up feeling even worse. We can learn a lot from these insights.
Because change is possible. Obviously, Facebook is enormously
powerful, but its existence is not a law of nature. Between 2005
and 2009, MySpace was the largest social media network around,
it was visited even more often than Google. Back then, we couldn’t
imagine a future without that platform. Nowadays, hardly any-
body talks about it. TikTok is gaining ground rapidly and YouTube
dominates the online video domain. The use of Facebook among
young people has been falling for years.

I. What adults don’t understand about the internet

She is only seventeen years old, but Taylor Fang writes with the
wisdom of an experienced woman. She is one of the 376 essay-
ists from 28 countries to respond in 2019 to a call from MIT Tech-
nology Review. ‘What don’t grown-ups know about my generation
and technology?” The only condition for taking part is that you
have to be 18 or younger. Many of the contributions had an an-
gry or dejected tone. According to the jury, the winning essay by
Taylor gives a nuanced and moving image of how technology can
be used to enrich your lives.5’ I have tried to summarise her essay
and reflect on the most important passages. But the best way to do
justice to the essay is by including it in its entirety, with Taylor’s
permission, of course:

“Screen. To conceal, protect, shelter. The word signi-
fies invisibility. I hid behind the screen. No one could see
through the screen. The screen conceals itself: sensors and
sheet glass and a faint glow at the edges; light, bluer than
a summer day.

The screen also conceals those who use it. Our phones
are like extensions of our bodies, always tempting us. Al-
gorithms spoon-feed us pictures. We tap. We scroll. We
click. We ingest. We follow. We update. We gather at tra-
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ditional community hangouts only to sit at the margins,
browsing Instagram. We can’t enjoy a sunset without post-
ing the view on Snapchat. Don’t even mention no-phone
policies at dinner.

Generation Z is entitled, depressed, aimless, addicted,
and apathetic. Or at least that’s what adults say about us.

But teens don’t use social media just for the social con-
nections and networks. It goes deeper. Social-media plat-
forms are among our only chances to create and shape our
sense of self. Social media makes us feel seen. In our Insta-
gram “biographies,” we curate a line of emojis that feature
our passions: skiing, art, debate, racing. We post our greatest
achievements and celebrations. We create fake “finsta” ac-
counts to share our daily moments and vulnerabilities with
close friends. We find our niche communities of YouTubers.

It’s true that social media’s constant stream of idealized
images takes its toll: on our mental health, our self-image,
and our social lives. After all, our relationships to technol-
ogy are multidimensional—they validate us just as much
as they make us feel insecure.

But if adults are worried about social media, they should
start by including teenagers in conversations about tech-
nology. They should listen to teenagers’ ideas and visions
for positive changes in the digital space. They should point
to alternative ways for teenagers to express their voices.

I’'ve seen this from my own experience. When I got my
first social-media account in middle school, about a year
later than many of my classmates, I was primarily look-
ing to fit in. Yet I soon discovered the sugar rush of likes
and comments on my pictures. My life mattered! My cap-
tions mattered! My filters! My stories! My followers! I was
looking not only for validation, but also for a way to repre-
sent myself. Who do I want to be seen as? On the internet
I wasn’t screaming into the void—for the first time, I felt
acutely visible.
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Yet by high school, this cycle of presenting polished ver-
sions of myself grew tiring. I was tired of feeling like I was
missing out. I was tired of adhering to hyper-visible social
codes and tokens. By 10th grade, I was using social media
only sporadically. Many of my friends were going through
the same shifts and changes in their ideas about social me-
dia.

For me, the largest reason was that I had found anoth-
er path of self-representation: creative writing. I began
writing poetry, following poets on Twitter (with poems re-
placing pictures and news in my feed), and spending the
majority of my free time scribbling in a journal outdoors.
I didn’t feel I needed Facebook as much. If I did use social
media, it was more for entertaining memes.

This isn’t to say that every teenager should begin creat-
ing art. Or that art would solve all of social media’s prob-
lems. But approaching technology through a creative lens
is more effective than merely “raising awareness.” Rather
than reducing teenagers to statistics, we should make sure
teenagers have the chance to tell their own experiences in
creative ways.

Take the example of “selfies.” Selfies, as many adults
see them, are nothing more than narcissistic pictures to be
broadcast to the world at large. But even the selfie repre-
senting a mere “I was here” has an element of truth. Just
as Frida Kahlo painted self-portraits, our selfies construct
a small part of who we are. Our selfies, even as they are
one-dimensional, are important to us.

At this critical moment in teenagers’ and children’s lives,
we all need to feel less alone and to feel as if we matter.
Teenagers are disparaged for not being “present.” Yet we
find visibility in technology. Our selfies aren’t just pictures;
they represent our ideas of self. Only through “reimagin-
ing” the selfie as a meaningful mode of self-representation
can adults understand how and why teenagers use social

media. To “reimagine” is the first step toward beginning to
listen to teenagers’ voices.

Meaning—scary as it sounds—we have to start actually
listening to the scruffy video-game-hoarding teenage boys
stuck in their basements. Because our search for creative
self isn’t so different from previous generations’. To grow
up with technology, as my generation has, is to constant-
ly question the self, to split into multiplicities, to try to
contain our own contradictions. In “Song of Myself,” Walt
Whitman famously said that he contradicted himself. The
self, he said, is large, and contains multitudes. But what is
contemporary technology if not a mechanism for the con-
tainment of multitudes?

So don’t tell us technology has ruined our inner lives.
Tell us to write a poem. Or make a sketch. Or sew fabric to-
gether. Or talk about how social media helps us make sense
of the world and those around us. Perhaps social-media
selfies aren’t the fullest representations of ourselves. But
we’re trying to create an integrated identity. We’re striving
not only to be seen, but to see with our own eyes.”

It is impressive to read how this seventeen-year-old student man-
ages to explain the current shift from one-dimensional profiles to
multiple online identities by quoting a Walt Whitman poem from
1855.

‘Do I contradict myself?
Very well then I contradict myself,
I am large, I contain multitudes.”®

This passage appears more and more often in the digital age. It is
used to describe the brief evolution of our digital selves. In the
last decade (when Facebook reached the milestone of 500 mil-
lion users), internet users were above all busy creating their per-
sonal ‘brand’. We carefully compiled our social media biographies
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and carefully curated our pictures to create a unified impression.
Completely in line with the analysis by Ezra Klein described earli-
er, in which he talks about the emergence of online ‘mega-identi-
ties’ that have given us a fixed place on the political spectrum. By
now, more and more people discover that these one-dimensional
identities that we have created of ourselves are turning against us.
In a way, we are trapped in our own profiles and look for ways to
escape them. Without denying ourselves and our peers. As the in-
ternet is growing up, so are its users. Digital technologies can help
us further develop our diversity and layered existence as human
beings.

Taylor Fang found her escape in poetry. Of course, Taylor does not
represent the average teenager. By now, she has been admitted
to Harvard University and won various poetry prizes. But Taylor
does speak on behalf of a generation. The first generation to grow
up completely with digital technologies. So she speaks from first-
hand experience. The following passage in particular stuck with
me:
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‘But approaching technology through a creative lens is
more effective than merely ‘raising awareness’. Rather
than reducing teenagers to statistics, we should make sure
teenagers have the chance to tell their own experiences in
creative ways.

So it is time for us to involve young people in the conversations
about the future of the digital space. We mustn’t only warn them
about it, we must also reconsider the use of technology and the
new social standards it creates. Reinvent. Reimagine. We can or-
ganise the digital space differently, more democratically and more
inclusively. And young people have the expertise to help us do
that.

II. Social media aren’t just for fun
As Taylor Fang describes so poetically in her winning essay, young
people don’t use social media only for existing connections and
networks. It goes deeper. It is a tool in the formation and construc-
tion of a layered identity. Thanks to the internet, cultures and sub-
cultures are less bound to a physical location. Young people living
in places with little diversity now have direct access to communi-
ties all over the world. Without moving physically, they can trav-
el outside the boundaries of where they live to create and define
their own identity. Young people who used to be marginalised, for
instance because of their ethnicity of sexuality, experience online
that they are not alone. That other people have had similar experi-
ences when growing up in an environment that tried to demonise
their culture, their way of life or their identity. These shared expe-
riences can make young people more self-ware and confident. Re-
search shows that they feel more accepted and confident through
the use of social media than that it makes them feel excluded and
insecure.®® It is interesting that demographic differences have
hardly any impact on the results of the study, which shows that
both boys and girls in different age groups share the same feelings.
The study also shows that teenagers feel more authentic than
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fake because of social media. In cultures where the expressive free-
dom in the offline world is limited, the internet can be an impor-
tant release valve. For instance in Iran. According to Iranian law,
women have to wear a headscarf in public and cover their arms
and legs with loose clothing. In the digital space of Instagram you
see more and more teenagers daring to post selfies without head-
scarf. After the ban on Twitter, Facebook and Telegram, Instagram
is (for the time being) the last public social network in Iran and, as
such, offers a unique look into the lives of young Iranians. They
dress up for Instagram and showcase themselves and their lives.
In line with the sense of authenticity, Iranian teenagers indicate
that the person they are on Instagram is closer to reality than the
person they are when walking along the street.®® However, chanc-
es are that, in countries like Iran, the repression on the street will
move online as well.

% of U.S. teens who say that social media makes them feel more.

Excluded
Insecure
Fake

Reserved

40 20

o

20 40 60 80 100

Source: Pew Research Center (2018): ‘Don’t know’ answers are not included.

Teenagers are also exposed to new ideas and insights online,
which makes them ‘grow up’ more quickly in cultural terms. For
instance, I myself was already an adult when I discovered that
‘Hanky Panky Shanghai’ is extremely racist and not really a Chi-
nese birthday song. In primary school, when it was one of the kids’
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birthdays, we would all sing ‘Hanky Panky Shanghai’ while using
our fingers to give our eyes an ‘oriental’ look. I am still ashamed
when I think about it. Online, people will point out that kind of
unacceptable behaviour much more quickly. We saw earlier that
teenagers are convinced that social media will help them expand
their horizon. That it is a way for them to come into contact with
people of different backgrounds, find more diverse points of view
and express their support for social issues. As a result, the conver-
sations and networks on social media platforms are becoming in-
creasingly political. Young people trade in platforms like Facebook
for networks that their parents don’t use, like TikTok, where they
can share videos with a maximum length of one minute with the
outside world (even though most clips are shorter). In that sense,
TikTok combines the best of YouTube, Instagram and Twitter.
Visual and creative, yet brief and powerful. The algorithm makes
it possible for content to go viral, even though the person posting
it does not have many followers.

Politically charged

Funny internet memes often contain deeply rooted political opin-
ions. While millions of acres of forest were lost to wildfires in
Australia between September 2019 and January 2020, Australian
youngsters turned to TikTok. They were unhappy about the way
the prime minister handled the crisis situation and angry about
the fact that these forest fires received so little media attention.
Young people made creative videos to show the hypocrisy of the
lack of media coverage by comparing it to the enormous attention
and financial support after the fire at Notre Dame in Paris. The vid-
eos were as funny as they were witty and were viewed hundreds
of thousands of times.

Interestingly, these short clips may have had a much greater im-
pact than the long informational articles posted by the prime min-
ister, a person young people say they cannot identify with at all.
They indicate that these online platforms are both a coping mech-
anism and a way to share their views and ideas with people to
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whom they feel connected in a place where everyone is equal.®!

During the 2020 American presidential elections it also be-
came clear how politically charged the use of TikTok by young
people is. American teenagers, many of them too young to vote,
formed political coalitions on TikTok to campaign for their fa-
vourite candidate. Not only by sharing news updates and provid-
ing presidential debates with real-time commentary, but also by
fact-checking content from political opponents. These political
coalitions are also known as hype houses and have hundreds of
thousands of followers. In addition to conservative and liberal
‘houses’, there are also undecided houses, for those who have
not yet made up their minds, and dual houses for those who en-
joy political debate. In a sense, these teens are building alterna-
tive TV networks, each with their own ‘talking heads’. Young
people themselves call it ‘cable news for young people’. CNN and
Fox are the established names, but these channels are not aimed
at young people who are used to getting information and inspira-
tion from short creative videos.®

The time that influencers are apolitical is gone. In recent years,
we see the rise of so-called ‘genuinfluencers’.* They don’t want
to sell anything, but have ‘genuine influence’ on subjects they
find important. Traditional influencers often have many fol-
lowers, because of how they look and because they provide in-
spiration for people’s wardrobes. The new batch of influencers
collects followers by what they have to say about social issues.
As we saw in chapter 8, there are also disadvantages. The author-
ity that influencers have is not always based on their experience.
But influencers increasingly try to persuade their followers to ‘do
the right thing’. The American influencer Olivia Rodrigo, for ex-
ample, was hired by the White House to persuade her millions
of followers to get vaccinated. Although this remains arbitrary, it
does represent a shift towards a more common goal. Genuinflu-
encers do not use the platforms of brands and organisations to
recommend their products, but to share advice and information.
For a price, of course.
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As such, influencers are increasingly a blind spot for Big Tech
companies like Facebook, Twitter and TikTok. Since the 2016
American presidential election, various platforms have tightened
their political ads policy, after it was discovered that the Russians
targeted American voters using paid ads. Twitter, TikTok and oth-
ers decided to ban political ads from their platforms altogether.
Facebook imposed a temporary pause for political ads in the week
prior to the election. However, those kinds of measures have hard-
ly any effect on influencers, because they operate in a grey area be-
tween advertising and organic content. Especially in a time when
more and more influencers express political opinions, it is hard to
ascertain whether a post was made in collaboration with a politi-
cal campaign or fully reflects the influencer’s own opinions. Under
the rules of the US Federal Election Commission, it is mandato-
ry to place a disclaimer with paid content. Besides the fact that
this does not always happen, defining a ‘paid partnership’ is not
that simple. Influencers are not always paid in money, but also in
products and other services. Researchers from the University of
Texasmapped the different ways in which political organisations
turn to influencers as part of their campaigns.® In addition to the
mega-influencers (with more than a million followers), so-called
‘nano-influencers’ are used increasingly. These accounts are a lot
smaller (fewer than 10,000 followers), but because they have a
much closer connection with their supporters, the involvement
rate of these profiles is twice as high as with the mega accounts.

This authentic connection is not only valuable for fashion
brands, but for political organisations as well. Democratic pres-
idential candidate Michael Bloomberg made headlines in 2020
when he sponsored meme accounts and hired hundreds of young
creators to post messages about his campaign on social media dur-
ing the presidential primaries. In some cases, the plan backfired.
Creative makers took the money, but created a meme in which
they make fun of the presidential candidate.® Young people are a
political force to be reckoned with.
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< @mikebloomberg& o @

Hello Juice Boys.

Can you post an original meme to
make me look cool for the upcoming
@ Democratic primary?

| don't think so tbh your vibe is kinda
off

| put Lamborghini doors on the

@ Escalade

What?

Source: Instagram (2020).

IIL. Facebook isn’t forever, right?

Obviously, social media are not all fun and games. As described
earlier, the use of social media can lead to mental problems among
some young people. Especially the self-image of young female us-
ers can be affected. A leaked internal report from Facebook shows
that one in three teenage girls who has a poor self-image puts the
blame on Instagram.®® The constant stream of doctored images of
super fit bodies let teenage girls believe that that is the standard
they need to live up to. The American Senate thinks it is distress-
ing that Facebook was aware of that for some time, yet failed to
act on it. Senator Richard Blumenthal openly wonders how we can
ever trust Facebook again:
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‘We know it chooses the growth of its products over

the wellbeing of our children. It is failing to hold itself
accountable and the question that haunts me is how can we
or parents or anyone trust Facebook.”®”

Facebook itself indicates that the report was misinterpreted. In an
open letter, Mark Zuckerberg writes in response to the accusations
that, if we want to have an informed debate about the effects of
social media on young people, it is important to start with a com-
plete picture.®® He adds that Facebook is determined to do more
research and make more research publicly available. The same ar-
gument was used by Facebook’s Global Head of Safety during the
Senate hearing, claiming that Facebook conducts the research to
make the platform better; by minimising ‘the bad’ and optimising
‘the good’. Nevertheless, the company announced shortly after
that it was going to halt the development of Instagram Kids, for
users under thirteen years old, for the time being.

I have to admit that I am usually rather sceptical about the ac-
tions of Facebook and statements made by Mark Zuckerberg. But
it is important to weigh the set-up and context of the research
in one’s judgement. The Facebook research is based mainly on
self-reporting, which means that the teenagers filled in the ques-
tionnaires themselves, so it was they who indicate to what extent
Instagram affects their self-image and mental health. Needless to
say, these opinions are hardly objective. Teenagers have been hear-
ing for years from their parents and teachers that social media are
bad for their psychological well-being. Similar research does show
that, if you ask teenagers whether they are addicted to their phone
and get depressed through the use of social media, the vast major-
ity indicate that that is the case. But when you compare these in-
sights to objective measures, there is hardly any connection.® As
in the case of video games, various studies show that there is lit-
tle evidence that access to and the use of digital technologies has
a negative effect on teenagers’ well-being. The Facebook survey
is not representative and the percentages are based on very small

197



numbers. The question whether Instagram has a negative effect
on self-image was only asked if the participants had previously in-
dicated that they have problems with their self-image. These were
a mere 150 participants out of a few thousand Instagram users be-
ing surveyed, so anything but a random sample. It’s the same as
when you ask obese teens who occasionally eat a Big Mac whether
McDonald’s is to blame for them being obese. A majority of these
teenagers will indicate that the fast food chain is to blame for their
obesity. But of course we all know that it is not just because of Mc-
Donald’s. It involves their entire lifestyle, where they often eat un-
healthy food at home and at school and do not exercise enough.
In Senate hearings, Facebook is often compared to the tobacco in-
dustry. Although this appeals enormously to the imagination, this
comparison does not quite hold in my opinion. Unless, in addition
to negative effects, cigarettes also have demonstrable benefits.
Using a representative sample and a recognised scale to measure
depression, researchers found that 43 percent of American adoles-
cents typically feel better after using social media when they are
depressed, stressed or anxious.” For 40 percent of adolescents, it
has no demonstrable effect on their mental state. Only 17 indicates
that the use of social media makes them feel worse. Of course, we
should not and cannot ignore that percentage, but rather than just
focusing on the negative consequences, we had better think about
the solutions. Companies like Facebook can use their resources
to examine how they can design positive interventions. Digital
technologies will continue to play an important role in the lives
of young people in the future. After all, they also see the benefits.
In addition to staying in touch with friends and relatives, young
people indicate that social media give them access to information,
contribute to their self-expression and make them feel they are
supported by others.

198

Among 14- to 22-year-old social media users, percent who say
using social media when they are depressed, stressed, or
anxious usually makes them feel...

43%

Better

(Significantly higher
than 2018, at the level
of p <.05.)

27%

17%

15% Worse

2018 2020
(n=1,242) (n=1,442)

Source: Common Sense & Hopelab (2021).

The law of transience

We must not forget that the existence of Facebook (and even of the
internet as we know it) in the future is not a given. Most futures
scenarios assume that Facebook will maintain its dominant posi-
tion, but there is no law of nature that says that Facebook will con-
tinue to grow bigger. For years, Facebook’s users have been getting
older. Teenagers are abandoning the platform in large numbers.”
TikTok is now on therise. A survey shows that TikTok was the most
downloaded social media application worldwide in 2020.7> The
reason is simple: Facebook is overrun by their parents and teach-
ers, making it boring, pointless and a bit embarrassing to have a
Facebook profile. If there is a ‘law’ regarding digital platforms, it is
the law of transience. It is a cyclical process: while the current gen-
eration of youngsters has embraced Snapchat and TikTok to get
away from their parents, their children will in turn embrace new
technologies to do the same thing. Social media platforms age in
dog years. What is hip and happening today, can be obsolete to-
morrow. With two billion registered users, Facebook will not yet
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be overly worried, they also have Instagram and WhatsApp, but
the tide can turn quickly. We once thought that MySpace was for-
ever. For five years, MySpace was the most widely used social plat-
form in the world.” Until it was knocked off its throne in 2009 by
Facebook, after which it went rapidly downhill. Platforms come
and go. Or they evolve. MySpace didn’t disappear completely. It no
longer operates as a social media platform, but as a music and en-
tertainment website with neatly curated content.

The question is to what extent young people themselves still
need the social platforms as we know them. Research indicates
that young people under 30 are more and more turning against
mass networks.” No fewer than 43 percent of youngsters say that
‘there are too many people’ on existing social media platforms.
More than half of them indicate that it used to be important to
them to be seen and have many friends, but that they are less con-
cerned about that now. That is why they are looking for more close-
knit micro-communities where they can share their interests and
experiences with likeminded people. That explains, among oth-
er things, the success of platforms like Twitch, where the gam-
ing community can get together in a secure and meaningful way.
Platforms like Facebook are still used in the margins, but only as a
messenger service. Young people also no longer come to Facebook
to share interests or find inspiration, making them largely imper-
vious to advertising. It is expected that young people in the years
to come will increasingly move to smaller, tailor-made platforms,
where they will be able to make richer connections with people
who share their passion. That does not mean they will be stuck in
a bubble. They will join different communities for different inter-
ests.

However, the question remains to what extent young people
will be able to escape the influence of Facebook. By now, Face-
book has so many financial resources that they can easily buy any
emerging platform, like they did with Instagram and WhatsApp.
In addition, the platform is even now working on the ‘sequel’ to
the internet, the metaverse, a network of interconnected 3D envi-
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ronments where users can interact with each other and with the
environment through their ‘digital clones’. It means a shift from
the “flat’ two-dimensional internet towards a spatially three-di-
mensional form. Think, for example, of the virtual worlds of Mi-
necraft or Fortnite, but then interconnected, creating an almost
endless parallel digital world in which games, social media, en-
tertainment and web shops, among other things, come together.
An example is the concert by rapper Travis Scott in Fortnite that
was ‘attended’ by 12 million gamers. Instead of information, the
focus is on experiences. For now, it is still just a vision. The term
‘metaverse’ comes from a science fiction novel by Neal Stephen-
son from 1992, Snow Crash, in which characters are able to enter a
virtual computer world using a virtual reality suit. But with the re-
sources Facebook has at its disposal, a virtual universe is certain-
ly not unthinkable. In October 2021, Mark Zuckerberg announced
that mother organisation Facebook will continue under the name
Meta.” Although the new name may have been inspired by all the
bad publicity the company has been getting, the name change and
the focus on a three-dimensional world do not come out of the
blue. In 2014, Facebook bought virtual reality company Oculus VR
for 2 billion dollar, and in 2021, it started a test with digital wallet
Novi, as part of the plan to issue a global digital currency. This al-
lows Facebook to increasingly create its own world, where people
hardly have to leave.

Time will tell, of course, if the internet will move in that direc-
tion. And whether young people are even interested in that kind of
parallel universe. While Zuckerberg is above all looking for mass,
young people prefer smaller, shielded communities. In addition
to connection, the digital space offers young people a place to ex-
press themselves. A place where they are heard. Social media are
increasingly used to speak up about social issues and take part in
protests, with communities finding each other and utilising their
joint strength. Online, democracy is much more lively than we of-
ten think. In parts four and five, we will discover how we can put
the lessons we learned into practice, because there are opportu-
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nities for a digital democracy, where people have more influence
and a democratic internet does not work against us, but for us.
A place where democratic values like freedom of speech and the
right to privacy are guaranteed.
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Young people are fitter to
invent than to judge; fitter for
execution than for counsel;
and more fit for new projects
than for settled business.

Francis Bacon (1562 - 1626)
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Part 4

Are there opportunities
for a digital democracy?

The relationship between technology and democracy is one with
paradoxical qualities. An example is the ‘Arab Spring’ that was un-
leashed in 2010 with a series of mass protests against authoritarian
regimes in countries like Tunisia and Egypt. On the one hand, so-
cial media platforms served as a huge catalyst for mobilising peo-
ple and sharing events with the outside world (there was even talk
of a ‘Twitter revolution’). On the other hand, social media were
used a means of control by the regime and platforms like Facebook
and Twitter were blocked.! This severely limited the freedom of
speech. The internet giveth and the internet taketh away, meaning
that the internet can be used to secure freedoms, but also to take
them away, and the democratising effect of the internet can be ac-
companied by the erosion of democratic principles. Experts disa-
gree about whether digital technologies are a blessing or a curse
for the future of democracy.

Technology and democracy

It turns out that the verdict of the experts very much depends on
the question. In the summer of 2019, Pew Research Center asked
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almost a thousand technology experts about the future of the in-
ternet. From developers and researchers to managers and activ-
ists. One of the questions they were asked was the following:

‘In what way will the use of technology by citizens, social
organisations and governments affect the core aspects of
democracy and democratic representation between now
and 2030?72

As we saw in part two, about half of the experts predict that the
use of technology will weaken democracy in the next ten years.
The main arguments given for this are the speed and scale of the
distortion of reality, the deterioration of journalism and the im-
pact of surveillance capitalism. Only a third of the experts expects
that the use of technology will strengthen democracy, because
digital literacy in society will continue to increase and reformers
will find ways to fight back against, for instance, disinformation
and the chaos that has been created. The remaining 18 percent of
the experts expects no significant change in the coming decade.
What is striking is that the experts involved look in particular at
aspects like disinformation and privacy when it comes to the influ-
ence of technology on democracy. And that they are mostly pes-
simistic. When the question is formulated in a more positive way,
the experts give a different verdict.

‘Will the use of technology by people lead to significant
social and societal innovation between now and 2030?”3

More than two-thirds of the experts expect that the use of digital
technology will indeed contribute to necessary social and societal
innovations in the next ten years. They expect that democratic in-
stitutions will be more open to citizen involvement and that pub-
lic activism will increase. Technological innovations can connect
people and bring them together for a common goal. Political de-
cision-making will become more transparent through the use of
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technology and voters can use online tools to express their con-
cerns more directly. As a result, policy changes will increasingly
be driven by digital citizen involvement. From this perspective,
experts predict an increase in digital innovation aimed at solv-
ing problems in democratic institutions and representation. If we
can counter threats to democracy, like the spread of disinforma-
tion (and with it the mobilisation of people wanting to undermine
democracy) in the right way, the experts believe that digital tech-
nologies offer plenty of opportunities to reinforce democracy. Es-
pecially by facilitating digital citizen involvement.

Digital democracy

The use of digital technology to support democratic decision-mak-
ing processes is also known as ‘digital democracy’. Examples
include online petition platforms, internet consultations and par-
ticipatory budget tools. This primarily concerns the participation
of citizens in policy proposals and to a lesser extent elections. Al-
though these forms of political participation by citizens are to be
applauded, we need to be careful about their implementation. As
we saw in chapter two, politically active citizens in many cases are
not a reflection of society, creating the participation paradox we
discussed earlier: the higher the number of channels for citizens
to participate, the greater the chance that there is no equal par-
ticipation. This also applies to online participation opportunities.
Furthermore, participation tools are often not employed until the
end of the decision-making process, giving citizens a say only in
the margins.

For example government budgets, where citizens can have a
say in the way public funds are allocated on a local level. In ad-
dition to commenting on the proposals by the government, citi-
zens can also submit proposals of their own, followed by a vote.
Porto Alegre, a city in the south of Brazil, has known a so-called
‘participatory budget’ since 1989.4 Citizens can determine how
part of the public funds are spent. With success: by now, more
people have access to clean drinking water and there have been
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considerable investments in schools. Increasingly, part of the
process takes place online. For instance in Paris. In 2016, Paris-
ians could have a digital say about no less than 100 million eu-
ros.5 That sounds fantastic, of course (and in a way, it is), but that
amount does have to be put in the right context. Although 100
million is an enormous amount, it represents less than 45 eu-
ros per citizen, and covers a mere 5 percent of the annual gov-
ernment budget of Paris. Citizens can submit ideas via a special
website, but those ideas first have to pass a feasibility study of
the city council before being eligible for a vote.® In 2016, almost
100,000 Parisians voted on the ideas, which is a little more than
4 percent of the city’s total population. No matter how sympa-
thetic the programme may be, it still represents a relatively small
amount, with a relatively small number of citizens taking part.
In addition, the ideas hardly affect fundamental problems. Most
projects that have been realised involve cycle paths, urban gar-
dens or neighbourhood landscaping.

Conditions

This participation in the margins is a far cry from the protest
mentality described earlier, whereby digital technologies are
used to draw attention to social issues and to organise protests.
This mentality is certainly not restricted to young people. We in-
creasingly see forms of digital activism, whereby digital tools are
used to influence fundamental societal problems, like climate
change and institutional racism. If we take digital democracy se-
riously, we need to examine how we can integrate this protest
mentality into existing political institutions. But before we can
design that integration, we need to zoom in on the opportunities
and challenges of digital activism. It is important to assess the
value of this form of social activism and see it as a form of polit-
ical participation.
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For a meaningful digital democracy, we not only need a different
perspective on political participation, but we also need a different
internet. A democratic internet, where not only the voice of the
strongest is heard, but minorities are also heard. A place where our
data isn’t up for grabs, but where we control who has access to our
information and what they can do with it. Where big tech compa-
nies don’t have the power to circumvent governments and govern-
ments don’t have the power to circumvent citizens. To stimulate
active citizenship in the digital domain, freedoms and rights need
to be protected. That requires digital literacy. Citizens have to
know what their rights are and how they can deploy them. The
need to learn to be critical about information technologies. But we
cannot put the responsibility on citizens alone. We also need digi-
tally literate politicians. They need to be able to withstand mighty
tech companies and guarantee a safe internet. They have to un-
derstand what the implications are of data-driven applications in
society and both shield users from the dangers and let them reap
the benefits.

21



After we have mapped these conditions, we can imagine the fu-
ture of digital democracy in part five and start building it. Because
a hopeful future for digital democracy is within reach.
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Democracy is not a spectator
sport, it's a participatory
event. If we don’t participate,
it ceases to be a democracy.

Michael Moore (documentary maker)



Chapter 10

We can give people
much more influence
Even though many
people aren’t crazy about
traditional participation

In the development of digital participation tools, the traditional
interpretation of political participation is often translated into an
online environment. People need to actively take part in thinking
and talking about policy proposals and, in an online environment,
that is a lot more accessible (and measurable). Citizens no longer
need to come to city hall for a consultation meeting; city hall is
brought to them. Although that idea is understandable, it reaches
the same participation elite as the existing participation options.
Although the average age in the case of online participation may
be somewhat lower, in most cases, there is no insight into diversi-
ty in education and background.” Despite the fact that citizens can
often also submit proposals themselves, the concept remains fair-
ly top-down. The government determines where, when and how
participation can take place. And it is especially civil servants who
determine the frameworks, budgets and timelines. Citizens can
offer their interpretation at the end of the cycle and in the margins.
Digital technologies are used here above all to facilitate participa-
tion, and hardly take into account the changing mentality that dig-
ital technologies have brought about in society. More and more
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citizens use digital technologies to voice their opinions about social
issues and take part in protests, like the climate marches and Black
Lives Matter movement discussed earlier. As we saw in chapter five,
more and more people lose trust in democratic institutions and try
to apply pressure using other channels. Everyone needs to be able
to participate about these fundamental themes, including people
who are less literate or digitally able. Without inclusion, no empow-
erment. However, we need to make sure that the people with the
loudest voices don’t by definition have the most influence.

I. The story of the polis
One of the most praised digital participation tools of the moment
is Pol.is, an open-source platform for collecting and analysing the
opinions of large groups of people.® Unlike many other partici-
pation platforms, Pol.is focuses on consensus. The platform uses
algorithms to show the opinions on which most people agree. Par-
ticipants can submit opinions and comments that are present-
ed (semi-randomly) to other participants. Using voting buttons,
participants can then indicate whether they agree or disagree, or
whether they want to be presented with another opinion. Users
can determine themselves how many opinions they want to eval-
uate or whether they want to apply nuances. On the basis of the
votes, the algorithm divides the participants into opinion groups,
recording the different opinions on which people disagree or have
a consensus. Opinions that gain support from different groups
emerge, while opinions that create division sink to the bottom.
This way, thousands of participants can evaluate hundreds of
opinions at the same time, without people drowning each other
out. It is still possible, of course, that no consensus emerges and
opinions are divided evenly between the supporters and oppo-
nents, but in practice, that hardly happens. At the moment this
digital participation tool is used all over the world. From the Unit-
ed States to Taiwan.

It is easy to understand the appeal of this tool, because it is rem-
iniscent of elements from the classical direct democracy of the
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Greeks. As we know, in the early democracies, citizens had much
more direct influence on the decision-making processes. In mod-
ern representative democracies, institutionalised citizen partici-
pation is largely limited to the voting booths. It seems unthinkable
to come together with millions of people on a hill and discuss so-
cial issues, but thanks to digital technologies, principles from the
early democracies can again be integrated into modern democra-
cy, because the internet makes it possible to facilitate the partici-
pation of large groups of people, without requiring them to come
together physically. The set-up of Pol.is is not only very much rem-
iniscent of the classical Greek democracy, the platform even de-
rives its name from its predecessor. Time to take a closer look at
the story of the original polis.

The Athenian polis

Circa 500 BCE, Greece was divided into hundreds of small units
known as poleis. Each polis had its own government and could de-
cide independently about a large number of political issues. The av-
erage polis consisted of about 3,500 inhabitants, divided over the
city centre and the surrounding countryside. The largest polis was
Athens, which included the entire region of Attica. This polis con-
sisted of no fewer than 250,000 to 300,000 people, most of whom,
incidentally, lived in the area surrounding Athens, which had about
50,000 inhabitants (nowadays, it has about 750,000). It is said that
ancient Athens was the only Greek polis where ordinary citizens had
the power in a direct democracy.? In other poleis, the wealthy aristo-
crats and monarchs were still very much in control. The population
of the polis roughly consisted of two groups: citizens and non-citi-
zens. Citizens were adult, free men: the politai. They possessed civil
rights and were allowed to take part in politics, or the politeia. Un-
like the non-citizens: slaves, women, migrants and young men un-
der twenty who did not have those rights and were not a part of the
‘community of citizens’, or the demos. This community contained
less than 20 percent of the total population of Athens, while no less
than 30 percent of the population consisted of slaves.
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The central organ of the Athenian polis was the popular assembly,
in which ‘all’ citizens were allowed to take part. However, in prac-
tice, many citizens didn’t show up. On average, the assemblies
were attended by about 5,000 men. The rest served in the army or
worked to support their families.!® The location where the assem-
blies took place only had room for 6,000 people anyway, so it was
just as well in that regard. Over time, the number of meetings in-
creased to about thirty or forty per year. From about 400 BCE, the
attendees were given an attendance fee, so that more people were
able to take the time to take part in governing the polis. The popu-
lar assembly made decisions on matters concerning war and peace
and about alliances with other poleis and potentates, among oth-
er things. It also passed laws. Citizens could vote by raising their
hands. The meetings of the popular assemblies were prepared by
the Council of Five Hundred (the Boulé), who set the agenda and
also had a number of executive authorities. The members of the
council were selected by drawing lots: fifty men from each of the
districts of Attica. These districts consisted of an even division of
people from the city, the interior and the coast. That was done de-
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liberately to undermine the traditional social bonds of the aristo-
cratic elite. To be allowed to join the council, one had to be at least
thirty years old and have full civil rights. Each citizen could be se-
lected twice in his lifetime, each time for a period of one year and
never in consecutive years. The council met daily and the meet-
ings were public. For local matters, there was also the deme. Each
deme had its own popular assembly of citizens. The demes not
only had a local function, they also played a role in carrying out
tasks that had been decided on a higher level.

Athenian democracy had no clear separation of powers. The ju-
dicial power was carried out by jury trial. In all, there were 6,000
jurors, who were selected by drawing lots for a period of one year.
Again, the minimum age was thirty years and only men with full
civil rights were eligible to apply. The jurors did not gather in ple-
nary, but in smaller groups (depending on the case). The initiative
for a case did not come from a government body, but from the cit-
izens themselves. Decisions made by the popular assembly could
also be contested via the jury. Apart from the civic jury, there were
no separate judges.

To facilitate the functioning of these institutions, about 700 civil
servants were appointed. Different positions were filled by draw-
ing lots among those submitting their candidacy for a certain po-
sition. But many positions were not decided by drawing lots; for
positions that required special skills, elections took place in the
popular assembly.

Although the political structure of the Athenian polis certain-
ly contained interesting elements, this direct democracy was an-
ything but inclusive. The tragedy is that Pol.is was named after a
‘city state’ where less than 20 percent of the population had a say
and 30 percent of the population consisted of slaves. The equali-
ty principles applied only to a privileged group of men. To play an
important role in the popular assembly of the Council of Five Hun-
dred, citizens had to invest a lot of time and many of them could
not afford that. In addition, by no means all citizens were able to
address the assembly publicly. As a result, politics in practice re-
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mained the domain of the wealthy. Unfortunately, the same ap-
plies to Pol.is. To use the tool, you have to be pretty literate, because
everything revolves around the formulation, interpretation and pri-
oritising of texts, which largely excludes less literate people. Even
in a rich country like The Netherlands, low literacy levels are a prob-
lem, with 2.5 million people of sixteen years and older having trou-
ble with reading, writing and arithmetic." No less than 18 percent of
the population. These people often also have limited digital skills
and find it difficult to interpret information in digital environments.
Obviously, these problems don’t apply to Pol.is alone. Many on-
line participation tools in essence revolve around language pro-
cessing and comprehension, for instance in the case of internet
consultations for new legislations and regulations. The draft regu-
lations and explanations are often so extensive and complex that
the average citizen can’t make heads or tails of them. So it’s not
that strange that above all the participation elite is involved; as
discussed earlier, theoretically educated people have a far more
optimistic view of their political skills. Many young people, cit-
izens with a migration background and politically cynical citi-
zens are not interested in opportunities for political participation,
which means their voices aren’t heard. Research indicates that, in
addition, most digital participation initiatives aren’t formally em-
bedded in political decision-making.”? As a result, many participa-
tion initiatives have no follow-up, leaving people disappointed.

II. Digital activism is flourishing

In chapter two, we concluded that, in today’s democracy, partic-
ipation is still too much of a luxury. Unfortunately, we have to
conclude that that also goes for digital participation. Tradition-
al forms of participation are often translated rather literally into
a digital version, which means that it is the same people who are
participating. ‘Thinking along’ merely shifts from physical meet-
ings to online panels. In the case of ‘co-deciding’, the budgeting
process is digitised. And citizens who want to ‘take part’ find each
other in WhatsApp groups for neighbourhood prevention. Make
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no mistake, these initiatives are valuable and we need to contin-
ue developing them. But often they are unable to stimulate diver-
sity or involve less politically active citizens. In 2015, researcher
at the Rathenau Instituut collected a large number of internation-
al examples of digital citizen involvement. Their analyses indeed
show that representativity is limited in most initiatives. Theoreti-
cally trained people are in most cases highly overrepresented.

The development of participation tools is largely determined by
the perception and the definitions and opinions of participation
being used. What we mean by participation has hardly changed
with the arrival of digital technologies. And wrongly so. According
to internet pioneer Marleen Stikker, for too long we have seen par-
ticipation as involving citizens in the decision-making process of
the government.™ In her view, this rarely leads to a good dialogue
or serious involvement. According to Stikker, the question is how
we can make sure that the government participates adequately in
the initiative of society.

There is enough initiative. And I am not talking about communi-
ty gardens, but about the use of digital technologies to draw atten-
tion to social issues and organise protests. Not only participation in
the margins, but also influence on fundamental social issues. So not
only have a say in, for instance, a new roundabout in the neighbour-
hood, but also creating a movement to deal with climate change.
As we saw in chapter seven, young people are at the vanguard in
this respect. Instead of using traditional institutions, like elections,
more and more young people try to create pressure from the out-
side. With their actions they want to make it clear that govern-
ments and businesses need to do more to help realise their vision
of a better future. And they inspire adults to take part. We have not
lost hope yet. Research shows that people all over the world believe
that ordinary citizens are able to influence the government.s In-
creasingly, less traditional forms of political participation are being
used, like signing online petitions and posting political comments
online (with the aim of encouraging others to engage in politics). In
the United States, more people indicate that they have been politi-

221



cally active online, than have attended a campaign event or politi-
cal speech. More and more citizens exert their democratic rights by
taking part in social movements that emerge ad hoc and are coordi-
nated online. So it’s not that there is less political involvement, but
there are changing patterns of participation.

In the current discourse about digital democracy, societal in-
volvement and political participation are separated when they
shouldn’t be. Before the digital age, that may have been justifiable.
If you were discussing social issues with your friends in your living
room, that hardly affected the political debate. But thanks to the
connectivity and speed of the internet, signs of dissatisfaction can
grow into global protest movements online. For instance the glob-
al #MeToo movement against sexual harassment. It is time, there-
fore, to redefine digital democracy. After all, Taylor Fang taught us
that ‘reimagining’ is the first step. Digital democracy is more than
a government using digital participation tools to let citizens help
create support for new policy proposals. Digital democracy is also
the attempt by citizens to use digital resources to put issues on
the political agenda and activate governments. Instead of trying
to close the gap between increasing societal involvement and the
traditional institutions by developing even more traditional par-
ticipation tools, we need to ask ourselves:

How can we give the flourishing activism a place in the
political system?

To do so, we need to start by opening the discussion about the add-
ed value of digital activism. According to some experts, supporting
a political goal via social media or online petitions is not a form of
activism.' Those actions cost almost no effort and many people pri-
marily take part to raise their own status. ‘Look at me doing good’.
But then, there is no follow-up. This is also known as ‘slacktivism’
or ‘activism for lazy people’. In addition to posting political con-
tent and signing internet petitions, this also includes sharing cer-
tain hashtags or changing a profile picture to show solidarity. Even
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Barack Obama took part in the discussion. According to the former
president, activism on social media is not a replacement for protests
in the physical world.”” People think they can create change on so-
cial media by judging other people and expose their unintention-
al mistakes. He refers to the woke culture, where people are hyper
alert for signs of racial or social discrimination and injustice. Ac-
cording to Obama, things are often taken out of context to forcibly
make a point. People then lean back and are proud that they chal-
lenged someone. This kind of activism is also regarded with some
suspicion within activist communities. Some activists think that
sharing a black square on social media to express sympathy for the
Black Lives Matter movement is ‘too easy’. They wonder what other
things people have done, besides sharing the message.

The question is if that criticism is entirely justified. Research
shows that ‘clicktivism’ (a somewhat more friendly name for the
phenomenon) can be very effective in the spread of political opin-
ions and fanning social movements.'® Although one tweet or post
will not change the world, thousands of them can. Occupy Wall-
street, Black Lives Matter and MeToo were all propelled by online
support. And even if it’s just a like or retweet, that is still part of a
larger whole and as such of immense value. From collective action
to connective action. Many of these incidental supporters would
not have done anything at all otherwise. It opens new avenues
for a broader form of political participation. Many critics criticise
the individual activity, but fail to see what connectivity can bring
about. Behind many movements, there are well-organised online
networks. This connectivity is not just used to create awareness
about social issues, but also to put pressure on organisations to
get them to adjust their behaviour or policies. This approach is
anything but new. Think, for instance, of the Have a Break com-
mercial by Greenpeace in 2010. Online communities picked up on
this alternative KitKat commercial, forcing manufacturer Nestlé to
switch palm oil suppliers. Of course, it didn’t solve the problem of
deforestation, but it was a first step. Transitions take time, after
all. They require change on multiple levels, initiated both offline
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and online. As such, it is a mistake to think that online activism is
in any way a substitute for offline activism. It serves above all as
a catalyst. Research shows that people who are highly engaged in
politics online, are more likely to become active offline as well. It
appears that sharing and tweeting political content on social me-
dia is connected to attending political meetings, donating to cam-
paigns and other forms of citizen involvement, and many young
people who are involved in digital participation politics are more
likely to engage in institutional politics, like voting in elections.®

A new hierarchy

Clicktivism is ‘ust’ one level of digital activism, like a political
bumper sticker in the traditional political participation hierarchy.
Political participation is not just one act, it is a process. A continu-
um along which different levels of participation are connected and
together can create change.?® To be able to look at political par-
ticipation with different eyes, we need a different framework. Re-
searchers from Baylor University translated the three levels of the
traditional political participation hierarchy into a new hierarchy
for digital activism.?

Digital Gladiatorial Activities
Data activism
Exposure
Hacktivism

Digital Transitional Activities
Political consumersm
Digital petitions
Botivism
E-funding
Digital Spectator Activities
Clicktivism

Metavoicing
Assertion

Source: Geroge & Leidner (2019): Hierarchy of digital activism.
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At the bottom layer of the pyramid, we find the ‘digital specta-
tor activities’, which include clicktivism. Like wearing a badge or
starting a political discussion in the traditional hierarchy, these are
the activities with the lowest thresholds. This is the level at which
most people are active. Two-thirds of social media users have at
one time or another been politically active. In addition to liking
and following activist messages and communities, that also in-
cludes retweeting and responding to messages (metavoicing) and
creating social media content (assertion). Creating content can in-
volve activist blogs, images and videos. As discussed earlier, inter-
net memes often represent deeply rooted political opinions.

One level up, we find the “digital transition activities’, which re-
quire a little more involvement and commitment. In addition to
signing online petitions and buying (or boycotting) products and
services for political considerations, these activities also include
using technology to generate funding for a social or political goal
(e-funding) and using bots to realise political objectives (botiv-
ism). A good example of e-funding is the crowdfunding platform
Kickstarter, where people can raise money for projects and innova-
tions without the involvement and funding of, for instance, banks.
People who support the ideas can easily make a contribution or in-
vest. According to the platform, it has already raised over 6 billion
dollars from more than 20 million users for more than 200,000
projects. In recent years, these platforms have increasingly be-
come politically charged. From art projects that draw attention to
human rights to board games that teach people how to start their
own political movement.? In the case of botivism, things become
a little more technical. A bot is a computer programme that can au-
tonomously carry out tasks on the internet. Google uses bots, for
instance, for their search engines to analyse and index webpages.
In 2021, artists have used similar bots to increase the online visi-
bility of climate change.? It requires some knowledge of program-
ming languages, but the structure is relatively simple: various bots
scan the internet for news about climate change. An army of 100
bots then visits the articles and clicks on each ad, giving the article
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more value and improving its position in Google’s search results.
The bots visited more than 2 million articles and clicked on over 6
million ads.

At the top level of digital activism, we find the so-called ‘digital
gladiatorial activities’, which involve direct action and influenc-
ing. Where the traditional gladiators primarily focus on a political
party or candidate, the digital version does not target parties. It
is based more on broad social change. Self-formed networks that
take action and support political themes that they consider im-
portant. Gladiatorial activities can be divided into data-activism,
exposure and hacktivism. Data-activism is about using data to do
good, for instance by ‘donating’ data and knowledge to NGOs, en-
abling them to make a positive contribution to society, like in the
fight against climate change and inequality. Attempts to make gov-
ernment data available also fall under data-activism. In the case of
exposure, activists take things a step further. It involves the delib-
erate leaking of sensitive information to expose the shady practices
of organisations and governments. Examples are WikiLeaks or the
leaking of classified information about the American intelligence
community by Edward Snowden discussed earlier. The most radi-
cal form of digital activism, and with it also the most controversial,
is what is known as hacktivism, where the websites or comput-
er systems of organisations and governments are hacked to real-
ise political objectives, for example Anonymous, an international
hacker collective that has carried out a number of cyber-attacks
on the websites and systems of politically sensitive organisations
and activities. Their first large-scale operation was disabling the
website of the Swedish Public Prosecution in 2010, in retaliation
for the arrest of WikiLeaks founder Julian Assange. Later, web-
sites of paedophile associations and extreme right-wing organisa-
tions were disabled. After the Paris attacks in 2015, the collective
declared war on Islamic State (IS).>* For instance, by exposing the
social media profiles of jihadists and replacing an IS propaganda
website that was used to recruit new supporters with a web shop
for antidepressants. Although the hacker collective can count on a
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lot of sympathy, there are also critics, who emphasise that the way
the hacker collective takes action does not belong in a democratic
state where the rule of law applies. Also, their activities are said to
hinder investigations by the intelligence services. And sometimes,
things go wrong. At one point, the collective shared a list with per-
sonal information of extremists, but it turned out that the list also
contained the data of innocent people.

Digital activists not only push the boundaries of the democrat-
ic rule of law; they also explore uncharted waters. In recent years,
law enforcement agencies have used facial recognition technol-
ogies to identify criminals, using photographs from government
databases or via companies that scrape the photos off the inter-
net, like in the Clearview Al case discussed earlier. Such technol-
ogies are now used increasingly to identify protesters. But now,
activists reverse that process and develop tools to expose law en-
forcement officers who misbehave, for instance by using exces-
sive force against protesters. This is called inverse surveillance
and helps make surveillance more democratic.? New legislation
regarding facial recognition software does not apply to individu-
als, however, which begs the question whether and how such in-
itiatives must be regulated. Instead of fighting digital activism, it
is also possible to work together and use the force of innovation to
create an ethical framework together. In recent years, for instance,
we see an increase in the number of ethnical hackers, who look
for vulnerabilities in websites and computer systems, to give busi-
nesses and governments a chance to get their affairs in order. It is
important not to dismiss these new forms of political activism as
meaningless or disturbing, but to embrace them. That can be done
by giving the different levels of digital activism a place in the ex-
isting political system. Without taking over control or meddling.
People who use social media to draw attention to climate change
are as much politically active as those who attend participation
meetings. Political participation should not just be about making
decisions, but also about putting things on the political agenda.
Expressions of dissatisfaction are a sign of involvement.
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III. The flip side of influence

It is important to realise that the enormous reach that we have
online is a form of power. What we share online can have major
consequences. Both intended and unintended and both positive
and negative. Just like the wings of a butterfly in Brazil can cre-
ate a tornado months later in Texas, according to the butterfly ef-
fect. Trump had a very good understanding of this effect. From a
seemingly innocent quote (‘stand back and stand by’) to the vio-
lent storming of the Capitol. Some experts are afraid that the ar-
rival of the internet will make the dreaded principle of mob rule a
reality, which often works by intimidating legitimate authorities.
Although, in the past, the ‘mob’ represented large groups, minor-
ities can also use the internet to disrupt democracy, like it hap-
pened at the Capitol.?® We must not forget that power brings with
it responsibility. But because of the way we have developed digital
technologies, we disconnected power and responsibility to a large
extent, not only with regard to Big Tech (they can decide which
content to remove and so far are not responsible for what their us-
ers post on their platforms), but the users as well. Influencers with
millions of followers can say negative things about vaccines, for
instance, without being responsible for the possible consequenc-
es. The policy used by governments, to give people who have been
vaccinated certain ‘privileges’ is harshly criticised online, often
by comparing it to the persecution of the Jews during the Second
World War and Apartheid in South Africa. People invoke their free-
dom of speech, without realising that there are legal limits to that
freedom. Publicly inciting hatred, violence or segregation is pun-
ishable by law, which includes posting that type of content in a
Facebook group.

According to technology ethicist Tristan Harris (who made the
Netflix documentary The Social Dilemma among other things),
we need to make a clear distinction between freedom of speech
and the freedom to reach.?” Although we do have the freedom to
express ourselves, that does not mean that by definition we also
have the freedom to share our opinions with millions of people
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without being responsible. According to Harris, we live in an age
when a fifteen-year-old influencer can reach as many people as a
large newspaper, without having the same responsibility as the
editor of that newspaper. That is why, like in the case of freedom
of speech, there have to be legal limits to freedom to reach.

It turns out that information spreads online in a way similar to
that of an infectious disease. That comparison not only is valid as
a metaphor (‘the message goes viral’), but in mathematical terms,
the parallels are also enormous. The British epidemiologist Adam
Kucharski looks for patterns that can predict the spread of a vi-
rus. He made an existing formula with which the spread of a vi-
rus can be mapped accessible to a wide audience by writing it
down in a way that is easier for people to understand and remem-
ber: the DOTS formula.?® The aim is to learn how to contain the
spread of a virus. According to Kucharski, the formula can also
be applied to the online distribution of conspiracy theories and
fake news: R=Dx O x T x S, where R represents the reproduction
rate, how many people are infected by one contaminated person.
In other words, how many other people a person manages to per-
suade to share a message. The reproduction rate is determined
by four factors, namely ‘duration’, ‘opportunity’, ‘transmission’
and ‘susceptibility’. The duration of the contagious period is the
time frame within which the message is shared. The opportuni-
ty for the virus particle to be transmitted refers to the availabili-
ty of the network structure that makes it possible to reach large
groups of people. The actual transmission that takes place re-
flects the likelihood that an interaction will actually lead to the
propagation of the message. And finally, the susceptibility of the
recipient involves the willingness on the part of others to share
a message.

In 2014, Facebook examined the viral activity on the platform
surrounding the popular Ice Bucket Challenge, which involved
people emptying a bucket with ice water on themselves to col-
lect money for the disease ALS.?* Because celebrities like Cris-
tiano Ronaldo, Oprah Winfrey and Justin Bieber took part, the
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clips were watched a whopping 10 billion times. This led to 28
million interactions. The available figures show that the average
reproduction rate was 2, comparable to that of COVID-19. Despite
the extremely fast spread (which is much higher for online mes-
sages than it is for biological infectious diseases), people didn’t
turn out to be extremely willing to forward the messages, proba-
bly because that meant they ran the risk of having to douse them-
selves in ice as well. Unfortunately, the internet is not used to
collect money for good causes alone. We know by now that dis-
information campaigns are used to pit people against each other
for political gain. For many people, disinformation and conspira-
cy theories are a welcome confirmation of the distrust they have
been experiencing for much longer. To counter the spread of mis-
leading messages, it is important to reduce multiple elements of
the DOTS. For now, the control is above all in the hands of the
platform companies.

Just like infected people can be quarantined in the case of a
virus, platform companies can also ‘quarantine’ contagious ac-
counts, or even remove them completely, like Twitter did in 2021
with the account of super-spreader Donald Trump (with 88 mil-
lion followers), after a temporary suspension. The reason was the
storming of the Capitol, after Trump posted a video during the
riots indicating that he loved the protesters and that he was the
real winner of the presidential elections. It was only later that
he encouraged the protesters to go home. According to Twitter,
there was a continuous risk of incitement to violence and the
platform therefore decided to remove Trump’s account indefi-
nitely.3° To reduce the likelihood of a viral particle being trans-
mitted, people are warned to have as little contact with others
as possible. I wrote most of this book in the winter lockdown of
2021. During the Christmas holidays, Dutch people were only al-
lowed to invite four people into their homes. In a similar way,
platform companies can adjust their network structure, so that
messages can be forwarded to fewer people. For instance, since
2019, WhatsApp messages can only be forwarded to five groups,
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instead of twenty,* in an attempt to slow down the spread of mis-
leading information. Often, it is Facebook and Twitter that are
the focus of attention, but during the 2018 election in Brazil, it
was WhatsApp that was used on a massive scale to send people
political disinformation.3

And if there is contact, there are ways to reduce the likelihood
of infection, for instance by wearing face masks. Although experts
don’t fully agree on how effective they are, facemasks also have
an indirect effect. They help remind people to keep their distance.
Although this analogy does not apply entirely to disinformation,
there are ways to warn people of ‘contagious information’. In the
run-up to the 2020 election, for instance, Facebook labelled no
fewer than 180 million messages as ‘incorrect’ or ‘partially incor-
rect’, with the help of an external fact checker. Facebook argues
that this should help people decide for themselves what they want
to read, trust and share with other people.® In the case of virus-
es, it is also possible to vaccinate people, making them less sus-
ceptible to the virus. Although people will never be completely
immune to disinformation, we can reduce their susceptibility by
increasing their knowledge. If people have a better understanding
of the way they are being misled online, they will be better able to
withstand the temptation. In 2020, for instance, Twitter rolled out
an experiment whereby users were being notified when they were
about to retweet an article, without actually having clicked on the
link.3* According to Twitter, headlines often don’t tell the full story
and they can even be deliberately misleading. The platform com-
pany wants to encourage people to at least read an article before
sharing it, in an attempt to make its users more media-savvy and
contribute to informed discussions.
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Effectiveness

The question now is how effective these attempts by platform
companies really are. Internal data from Facebook shows that la-
belling information as ‘incorrect’ or ‘partially incorrect’ has little
effect. The messages posted by former president Trump were only
shared 8 percent less often after having been labelled.3s We saw
earlier that, in the case of disinformation, it is not so much about
whether people actually believe the information, but whether it
suits them to share the information. For instance to discredit their
political opponents or have an excuse to rise up. Removing ac-
counts or groups also turns out not to be very effective. In 2020,
Facebook announced that it would remove all pages, groups and
accounts that represent the conspiracy theories of QAnon, even if
they didn’t contain any violent content.*®* But QAnon supporters
had already anticipated that move by Facebook; there had been
rumours for some time, so they quietly moved to other platforms,
like Telegram. Next, followers were told by ‘Q Headquarters’ to
‘camouflage’ themselves online and remove all references to Q
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or QAnon, to prevent those keywords from being found. In addi-
tion, there are all kinds of blind spots in the moderation of online
content. For instance, during the 2020 American presidential elec-
tions, attempts to counter misleading information focuses espe-
cially on messages in English. But in the United States, there are
a huge number of Spanish-speaking people and their posts hardly
appeared on the radar. In addition, while scanning and analysing
texts and images that have already been posted on the platform is
to a certain extent doable (even though the moderation of many
platforms turns out to be hugely inconsistent), what about lives-
treams, like live videos and podcasts? Social media platforms are
being used increasingly as live broadcasting channels, and it turns
out those are almost impossible to moderate. Furthermore, plat-
form companies often have to rely on human moderators, because
Al technologies are unable to factor in the context and nuance and
make a lot of mistakes. This affects the scale on which messages
can be analysed.

A more important question is perhaps how these companies de-
cide what is and isn’t permissible. And who exactly makes these
choices. At the moment, commercial companies, primarily driv-
en by advertising revenues, are the ones guarding our social val-
ues and watch in the shadows over our democratic principles like
freedom of speech. As a result, they increasingly take on a pub-
lic task, without bearing legal responsibility. According to the law,
platform companies, like telecom providers, merely pass on infor-
mation. The main law that protects the American platform com-
panies (for the time being), is section 230 of the Communications
Decency Act from 1996:

‘No provider or user of an interactive computer service shall
be treated as the publisher or speaker of any information
provided by another information content provider.s

Just like telecom providers cannot be prosecuted when a terrorist

plans an attack over the phone, Facebook cannot be prosecuted
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if the platform is being used to coordinate violent riots. But since
platforms can moderate content and remove accounts as they see
fit, it is hard to maintain that they are merely a conduit for infor-
mation. And yet, experts disagree on whether or not section 230
needs to be modified. When legal protection is lifted, platform
companies will censor more expressions than they should, strict-
ly speaking, for fear of hefty fines. This puts freedom of speech
in jeopardy. International reactions to Trump being blocked on
Twitter were also mixed. There was jubilation, but also criticism.
Germany’s Chancellor Angela Merkel, for example, stated that
freedom of speech can only be limited by the legislator, not by a
private company.3®

If we really want to tackle the incendiary and radicalising ef-
fect of disinformation and conspiracy theories, it is important to
no longer consider these expressions as separate disinformation
incidents, but as thoughtful and coordinated conspiracy theories,
with an increasingly comprehensive reach. QAnon, for example,
is a broad movement from which all kinds of different intercon-
nected ideas are being promoted. In these coordinated campaigns,
different platforms play different roles. While platforms like Twit-
ter are being used to spread ideas, messenger apps and groups
are used to coordinate ideas. Such groups have clear hierarchies
and deliberately apply information warfare tactics to realise their
objectives.?® And even if QAnon-related accounts and groups are
removed, they have had at least three years to set up extensive
networks. That is why we need to look again at the entire informa-
tion ecosystem, which means that, in addition to regulation, we
also need to look at the structure of the internet and the knowl-
edge of its users.
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The main problem of
participatory democracy is
not how to run it, but how to
reach it.

C.B. Macpherson (1911 - 1987)



Chapter 11

A democratic internet is
possible Although there is
a lot of work to be done

If we want to use the empowerment and democratisation of the in-
ternet to the fullest, we need a more democratic internet. A place
where people can have influence, without threatening their dem-
ocratic rights and freedoms (or those of others), for instance the
right to privacy and freedom of speech. If we want an inclusive
digital democracy in the future, everyone needs to have the same
opportunities and be able to participate. But it is not that simple
to realise a democratic liternet, because the question is where we
need to focus our attention. The enormous power of Big Tech and
the limited competition? The data-robbing and polarising design
of the platform as a result of the perverse revenue models? Or the
limited knowledge and skills of users who allow themselves to be
misled and tempted all too easily?

Increasingly, there are voices that state that we can fix the prob-
lems by regarding the internet as public space. Less market, more
public funding and more ownership for users. But what does that
look like exactly? Will the parent companies of Google (Alphabet)
and Facebook (Meta) be nationalised? Will users be able to manage
their own data? And is it possible to switch to a different social me-
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dia platform without losing your contacts? It is not unthinkable.
Look at the telecom sector. It doesn’t matter which provider you
have; we can all call each other without problems. A crucial dif-
ference is, of course, that telecom providers are in theory neutral.
They do not influence the conversations we have with one anoth-
er and do not have the information we exchange. It is not the ad-
vertisers who are their main customers, but the users. We have to
make the correct comparison. When we talk about the future of
‘the internet’, in most cases we mean the future of the world wide
web. The internet is a network of computer systems that we access
using the web. The web is only one of the services that can be used
via the internet. Other services include e-mail and IP telephone,
like Skype. The question is, however, if we will still be using web
browsers to go online in the future.

I. The internet in 2050

Imagine sitting in a public park with a number of friends, just chat-
ting and enjoying the environment. In the distance, you hear the
sound of an ice cream van. You fancy an ice cream and decide to
treat yourself and your friends. There’s plenty of choice. You make
your choice and pay the ice cream man, who wishes you a pleasant
day and you go back to your friends, who are eagerly awaiting you.
During this transaction, the ice creams and the money are the only
things that are exchanged between you and the ice cream man
(barring some pleasantries). The ice cream man doesn’t automati-
cally know your name, whether or not you are from around there,
who your friends are or what you will do after you leave the park.
Obviously, the cookie in your ice cream doesn’t contain a chip that
would allow the ice cream man to track you and know what else
you buy that day. That would be something.

And yet, that has become quite normal on the world wide web.
The platforms we use watch our every move. With our permis-
sion. Even though we all know that the information will be sold
to the highest bidder and used to profile us (with everything that
that entails). We are not the customers of these platforms; we are
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the products that are being sold. At the moment, the internet is
being dominated by a handful of giant tech companies. They are
the gatekeepers that have turned the internet into a huge sur-
veillance tool. Within this system, these companies each oper-
ate within their own walled gardens,*° which most of the time do
not work together. In fact, companies try to make their walls ever
higher, so that competition becomes virtually impossible. In ad-
dition, these tech giants create their own ecosystems. Apple, for
instance, controls the hardware (iPhone), the operating system
(i0S) and the additional software people can install (AppStore).
That way, Apple’s competitors cannot set up an app store on the
iPhone. As a result, governments are also dependent on these
platforms. If they want to offer an app to make interaction with
citizens easier, there are only two app stores they can use: Google
Play and Apple App Store.

A large part of our community life now takes place in digital
spaces that have a public feel, but aren’t actually public. What
we are missing is the public part where we can come together
anonymously. Where we can choose whether or not to enter a
commercial space. That does not mean that commercial compa-
nies should be banned from the internet. Just like a rich offline
life existence requires cafes and bookstores, we need commer-
cial companies in the digital space as well. But no society or com-
munity consists of private companies alone. In addition to book
stores, we also need libraries. A bookstore can never serve the
same community need as a library. Nor can we expect private
companies to serve all our needs. We need is a digital public in-
frastructure, with public parks, squares and libraries. Imagine,
the internet as a public space. Publicly funded, without perverse
revenue models. A collective virtual shared space, that we main-
tain together. Governments, citizens, businesses, knowledge in-
stitutions and civil society (trade unions, associations, interest
groups, etc.). No focus on growth, but on public values. Open and
decentralised. Equal and inclusive. A space where we can stay
anonymously and have the right not to be tracked. Where data
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is anonymised and can only be used for our health and safety.
We accept the digital world like the real world, so let’s not accept
things we would not allow in the physical world.

What if the park we just described were to be the blueprint for
the organisation of the internet of the future? And what if the
metaverse (or any imaginable version of it) can make that hap-
pen? From the “flat’ two-dimensional internet of information and
profiles, to a spatial three-dimensional form of experience and ex-
pression. No personalised environment, but a space that we de-
sign together. We shouldn’t leave the development of that space
to companies like Meta. Facebook is welcome to set up its own
‘store’, but the entire ecosystem and infrastructure must remain
decentralised and be free of gatekeepers. No walled gardens with
their own rules and profiles, but a continuous digital universe in
which everything works together. Where the shopping street does
not belong to Google or Apple, but is an open street that has been
organised on democratic principles. No enormous database, but a
shared space where everyone has equal rights and opportunities.
Where we can meet each other across geographical and cultural
boundaries, can learn from each other and discover the future to-
gether. Were we can use immersive technologies to gain experi-
ences and skills in our physical lives. Not a copy or replacement,
no Second Life where we completely organise our lives, but an ad-
dition. What if the metaverse were to be built on the basis of this
vision, instead of Mark Zuckerberg’s vision?4 What could the in-
ternet look like in 2050? I will make a start. Not to define the utopia
(which can feel like a dystopia to some), but to explore potential
opportunities. Opportunities regarding openness, accessibility
and democratisation.
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A day in the future

“I leave the virtual meeting room and say goodbye to my Japanese
colleagues. My workday is over. Cool to be able to walk through the
hydrogen park and see with our own eyes that production is now
fully sustainable. Before taking off my VR-visor, I decide to pay my
tailor a visit, because I want to have a suit made for the wedding
of two good friends, which will be a month from now. It’s good
to be able to see all the options, without having to try on twenty
different suits. I choose a local tailor, so I can pick up the suit on
my bike after it has been printed. Before I enter the virtual store,
the tailor asks to be given access to my measurements. I agree,
knowing that these anonymised data won’t leave my account and
cannot be stored by others. Thanks to the new ‘data visiting’ legis-
lation, organisations are no longer allowed to collect user data, but
they can get temporary access after approval, with exclusive ex-
ceptions for the research organisations serving the common good,
like hospitals, charities and universities. Recently, I donated my
anonymised heart rate data to an academic hospital for research
into cardiac arrhythmia. In the meantime, I have made my choice;
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a nice, light brown suit for my digital wardrobe. When I leave the
store, I see a large crowd in a community centre down the road. I
go over, curious to find out what is going on. It is a sit-in to draw at-
tention to climate goals, which once again have not been realised.
I decide to join in the silent protest and find a place to sit down.

I strike up a conversation with a boy from Brazil, who tells me
about the Climate Lab. Thanks to the integration of new translation
technologies, we can communicate in our own language. The Cli-
mate Lab is a place where people can actually experience the conse-
quences of global warming. When I ask him not to take too negative
an approach (if it is two minutes to midnight, there’s nothing I can
do about it anyway), he indicates that you can also experience pos-
itive scenarios and discover sustainable innovations. I decide to
relinquish my place in the sit-in and visit the Climate Lab. After
signing the climate manifesto, I ask my son to join me. I expect it
will make him enthusiastic as well. I meet him at the Climate Lab
and turn off my virtual location data and avatar, so that my contacts
can’t see me or talk to me. An additional advantage is that style and
status have no influence and that all people in the lab are equal.

One of the climate scientists involved tells us that we will be
presented with different immersive experiences. She indicates
that it can be a shocking experience, but that we can always step
out. First, we will experience the consequences of rising sea levels
and extreme rainfall. Suddenly, we are up to our knees in water.
Around us, we see the water enter houses and the current becomes
stronger and stronger. As the water rises, we see cars and trees be-
ing dragged along by the current. We climb on the roof of a house
to bring ourselves to safety. Then, the environment changes. Heat
and drought take over. We see a farmer looking at his barren soil in
disbelief. The ground is cracked. The harvest failed again. We get
down from the roof to walk towards the famer, but end up in a pro-
cession of people carrying what few belongings they have. They
can no longer live on their land. Children are crying. We see the
panic in their eyes. Then we reach the border. Everything around
us turns green. We can breathe again. We see how sustainable
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choices and innovations can contribute to improving the biodi-
versity and liveability of the planet. A possible future. Somewhat
taken aback, but hopeful, we leave the Climate Lab. I will contact
them to see if our hydrogen innovations could also be part of the
lab. After switching my avatar back on, I see a message from the
academic hospital, thanking me for my data contribution and in-
forming me about the status of the research and the new insights
they have gained.

In the past, I would have shared my contribution to the heart re-
search directly via my social media profiles. But now that the walls
ofthe digital world have been broken down and I can move through
this world with my avatar, it seems as meaningless to walk around
carrying a sign boasting about my achievements and experiences
as leaving my photo album or CV out in the street. In this digital
universe people don’t visit each other’s profiles, they share expe-
riences. No matter which device they use, making this new digital
world not a showcase of their lives, but an extension. There’s no
longer a public timeline, but a personal account in which you col-
lect experiences for yourself. A world without likes and comments
that will follow you forever and determine who you are. Where to-
day’s newspaper will once again be used to wrap up tomorrow’s
fish. The content is temporary, but the experiences are forever. If I
remove my visor, I don’t have to get used to ‘reality’. Although the
physical and virtual worlds connect seamlessly and together make
up my reality, the boundaries are clear. And even though the vir-
tual world may seem real at times, I know damn well it is artificial.
For instance, I know for certain that the avatars I see in fashion
shows have been modified. This obvious fakeness is sometimes a
reliefin a physical world where real and fake are often far more dif-
ficult to tell apart.”

II. Conditions for a more democratic internet

This vision of the future is very similar to the way the internet was
originally intended. Open, accessible and decentralised. And al-
though the internet in theory is still one of the largest decentral-
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ised systems, in practice, it is dominated by a handful of giant
tech companies and internet providers. They are gatekeepers that
manage and control the access to and use of the internet. Goog-
le is responsible for 90 percent of all searches worldwide, Ama-
zon manages 45 percent of all cloud storage and Meta owns four of
the six most commonly used social media platforms in the world.+
The core of platform capitalism is to gather as much data as possi-
ble. Platform companies do everything they can to reinforce their
data monopoly. One of the ways is to keep as many users as possi-
ble on the platform and make them dependent on it. Facebook, for
instance, is a master at using all kinds of influencing techniques
and its messenger service only communicates with users who
are also on the platform. This makes it hard to move elsewhere.
Another way is to enter new markets where data can be collect-
ed. Google’s parent company has entered the ‘Internet of Things’
(Google Home), self-driving cars (Waymo) and virtual reality (Day-
dream). In addition, platform companies can buy other emerging
platforms. As we saw earlier, Meta not only owns Facebook, but
also Instagram, WhatsApp and Oculus. Rumour has it that Meta
even developed a tool that warns it when a start-up is becoming
popular and may pose a threat.

As such, the current situation seems to be miles away from the
digital open infrastructure I outlined in my future scenario. These
companies won’t simply break down their walls and changes won’t
take place from one day to the next. Realising such a future scenar-
io involves a number of intermediate steps. We will have to start
working on the upgrade of the existing internet right now. To make
this possible, we have to carefully balance a number of conditions.

One of the main conditions may be changing the cash flows. As
long as the internet is primarily funded through the trade in data,
we will keep experiencing the negative consequences of surveil-
lance capitalism, our privacy will remain under pressure in the fu-
ture, extreme content will beat nuance and vulnerable groups will
keep being wrongly disadvantaged. A small number of powerful
companies (and their algorithms) will continue to determine who
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does and doesn’t get access and what is true or false. The internet
will more closely resemble an authoritarian regime than a democ-
racy. A frequently heard suggestion is therefore to break up these
powerful companies, for instance splitting up Facebook, WhatsApp
and Instagram. Not only would this alter the balance of power and
give competitors more room, it would also make it harder to link
all the data. No fewer than two-thirds of Americans would favour
breaking up tech companies by reversing recent mergers.+ Howev-
er, breaking up doesn’t seem to be enough. Even if the tech giants
are split up, individual companies are still gigantic. Breaking them
up doesn’t change their revenue models and as such does little to
tackle the underlying problems and concerns that people have, like
infringement of privacy. If competitors are given opportunities af-
ter a possible break-up of big tech companies, it won’t be long be-
fore they adopt the same revenue model. Those platforms only
work if they reach a critical mass. Not only because otherwise they
do not generate enough data to claim being able to influence peo-
ple’s behaviour, but also because they won’t be useful to users. A
social media platform only has a function if it has many users. The
same applies to platforms like Uber. If you open the app and there
are hardly any drivers in your vicinity, it has little added value. Once
a platform has reached critical mass, it is hard for competitors to en-
ter the market. People won’t switch platforms, even when they are
frustrated about privacy scandals or the way employees are treat-
ed. Breaking up these companies will only result in the walls be-
ing moved and more walls being built in the space that has become
available. There are various ways to fight this principle.

Breaking through the walls

The most extreme remedy is to bring the big tech companies un-
der public ownership and democratic control. According to some
experts, the products and services of these tech giants have be-
come so important to society that we need to designate them util-
ity companies.* Like the companies that provide us with water
and electricity. They will keep their monopoly, but are subject to
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strict rules and controls. Because they are largely publicly fund-
ed, they no longer have the perverse incentive to make a profit at
the expense of their users and they actually have a responsibility
to use their technologies for the general good. Users are no longer
the products being sold, but citizens who also have online rights.
The government can make sure that the products and services are
accessible to everyone and that democratic principles are protect-
ed. Like the physical space, the digital space has to be maintained,
so there will have to be investments in ‘digital parks services’. The
problem is, however, that such companies will have to be national-
ised, which would mean that the United States will get a majority
share in Amazon, Alphabet, Meta and other companies. Includ-
ing all the data. This will create a new balance of power that only
moves the problem around. As we know by now, the attempts by
governments to use data to track down potential fraudsters aren’t
always just. State-run national social networks, as proposed by the
British thinktank Common Wealth and others, also have their limi-
tations.4 Without an international user base, these social networks
wouldn’t be feasible alternatives for existing options. What could
be managed as a public utility is the physical infrastructure of the
internet. That would make it possible to divide access to and the
quality of the internet more fairly. But that would have little im-
pact on the revenue model of the companies developing the appli-
cations. In short, nationalising big tech companies would leave the
walls intact, but change the ownership.

8o l:00 Cooog
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Another way to break through the walls of the tech giants is by
applying the principle of interoperability. Systems are interoper-
able if they can work together without limitations, among other
things allowing users of different services to communicate with
each other, as is possible, for instance, with e-mail. Hotmail us-
ers can exchange e-mails with Gmail users without problems.
But WhatsApp users can’t send messages to Signal users. And if I
want to move to a different social media platform, I can’t take all
my Facebook contacts with me. This creates a significant thresh-
old. It has often taken people years to build their network, so
it is not something they will just leave behind. But when these
walls are torn down, there is room for a more diverse internet.
Competitors are given a fair chance and the thresholds for mov-
ing to another platform are lowered. So you could switch to Sig-
nal for privacy reasons, while your friends stay on WhatsApp.
As a result, reaching critical mass is less decisive for platforms
and smaller communities can focus on more specific user needs.
Interoperability could also make the content moderation more
diverse. At the moment, millions of people worldwide are mod-
erated by the same select group of moderators, whereas norms
and values could be completely different in different cultures.
Interoperability could also be applied to app stores. It would al-
ready make a difference if you could download Google Play apps
on your iPhone. But it would be even better if competitors could
also start an app store (or if there was a public app store that
works on all systems). At the moment, the European Commission
is in the process of developing legislation to promote fair compe-
tition and create a safer environment for users. For example the
Digital Markets Act (DMA), which may make interoperability and
open standards mandatory in the future.+® One option is, for ex-
ample, to expand the data portability from the General Data Pro-
tection Regulation (GDPR). European citizens already have the
right to demand organisations to provide them insight into their
own personal data and transfer it to another provider of a similar
service. However, it has not been stipulated that those provid-
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ers also have to be able to apply the data. Interoperability would
allow people to actually switch providers and it could make re-
using data in the entire digital ecosystem possible.

Although this would partly break down the walls, it does not by
definition remove the focus from the large-scale collection of data.
The fact that it is easier to switch and take your data with you, does
not mean that platform companies do nothing with your data. It
is even thinkable that they will chase your data even more inten-
sively, because you could be on the platform for a shorter period
of time. If companies lose their monopoly position, we shouldn’t
be surprised if they look for other ways to stay ahead of the com-
petition and lure advertisers to their platforms. That is why, for
years, there has been a lobby to increase data ownership for us-
ers. One of the advocates is the aforementioned godfather of the
world wide web, Sir Tim Berners-Lee, who argues that data has to
be the property of individual users and not of companies, adver-
tisers and analysts.#” One way to make that possible is by using so-
called data vaults, with which personal data can be stored securely
and people themselves can design different layers of access, and
indicate which data can be accessed by which organisations. The
question is, however, if this responsibility can be left to individu-
al users. Many people are simply not thinking about this. Cookie
legislation also allows us to determine which data we leave when
visiting a website, but three-quarters of the users of mobile appli-
cations accepts all cookies anyway. More than 90 percent of the
users of mobile applications accepts the conditions without actu-
ally reading them. Chances are that we will end up outsourcing
the responsibility for that to external storage centres anyway. And
although those centres are, in theory, on the side of the user, it
does erect new walls. Platforms like Facebook aren’t all that inter-
ested in your personal data in the first place. They want to know
which articles you like, which groups you follow and which search
terms you use. These metadata, which were mentioned earlier, are
probably not the data you would store in your vault, but they can
be used to profile you. As such, it will not prevent microtargeting.
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The pieces that remain will therefore continue to be a stumbling
block for a democratic internet.

Consequently, we will need a combination of the measures dis-
cussed above to be able to create a more democratic internet in the
future. We shouldn’t only look at restrictions, but at innovation as
well, for instance the possibilities of blockchain technologies. Be-
cause data is stored in a chain of ‘data blocks’ that cannot be al-
tered, blockchain offers new solutions, for instance against fraud
and censorship. We can also look at new revenue models. In the
case of Dutch start-up Quodari, users don’t pay with their data, but
with their wallets.4® That means that users can share pictures and
other content without having to deal with trackers and advertise-
ments. The data remain the property of the users and are not trad-
ed. Users pay for the storage space. For a democratic internet, we
need tolook at an international approach anyway. We could estab-
lish an international standard that designates the central protocols
of the internet as a ‘neutral zone’.# With equal opportunities for
everyone. Maybe we shouldn’t see the internet so much as a public
domain, but as commons that are used as well as managed jointly.
Where the various stakeholders set the rules and agreements to-
gether. Like in a fish pond. If we let everyone do what they want-
ed, the pond would be empty in no time. But if we agree on certain
rules, it can be an endless supply of food.

IIL. Regulating is something that can be learned

At the moment, the internet is no commons. It is dominated by
private organisations. For decades, they have been able to build
their companies into the enormous giants they are today in rel-
ative freedom. As in multiple other sectors, legislation and reg-
ulations are lagging behind everyday reality. But that has been
changing in recent years. All over the world, large tech compa-
nies are faced with new laws and rules. For instance, the Europe-
an Commission wants to introduce far-reaching legislation to limit
Al technologies, and in the United States there are various anti-
trust cases designed to limit the power of Big Tech. Even in Chi-
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na, a law was passed that was designed to protect the privacy of
online users.>® Although one may wonder about the underlying
reasons for that. Under the guise of privacy, the Chinese author-
ities can impose high fines and blacklist companies. What is per-
haps even more striking, is that tech companies themselves now
are also asking for more government regulation. For instance, Tim
Cook, Apple’s CEO openly admits that there are serious problems
with technology:

‘We all have to be intellectually honest and admit that what
we’re doing isn’t working, and that technology needs to be
regulated.’51

Again, we can wonder about the motive. We mustn’t forget that
a company like Apple has a quarterly turnover of 100 billion dol-
lar. Despite Cook’s undoubtedly good intentions , Apple’s first pri-
ority is to keep its shareholders happy. And it can only do that if
customers keep buying its products and services. In that order.
The increasing focus of Apple on privacy in that sense appears to
be above all a strategy to distinguish itself from the competition.
‘If our users demand privacy, we will give them privacy’. During
the Consumer Electronics Show (CES) of 2019, Apple placed an
enormous billboard in the streets of Las Vegas: ‘What happens on
your iPhone, stays on your iPhone’, referring to the famous slo-
gan ‘What happens in Vegas, stays in Vegas’. And although they
were not actually present at the CES, they were very much there in
spirit. It seems to be hardly a coincidence that tech companies ask
for regulation when they face growing criticism and governments
are already announcing new regulations. A classic example of tak-
ing the wind out of someone’s sails. In addition, regulation espe-
cially benefits large companies because regulation is enormously
complex and it takes sufficient legal knowledge and experience to
deal with it. Next to interpreting the rules, you also need to be able
to integrate them into your products and services. All that takes
an enormous amount of time and money, which means that reg-
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ulation often creates entry barriers. Furthermore, the increase in
regulation creates an increase in the lobbying practices of large
companies, which means that smaller companies have no voice in
the development of new rules.

New vocabulary

The current regulations are in many cases a market-driven re-
sponse, for instance in case of the break-up oflarge tech companies
designed to counter their monopoly position discussed earlier. It
is an attempt to fight fire with fire. But that approach does little to
address the underlying problems of surveillance. In addition, the
tools that are used are often outdated. To start court cases, classic
economic principles are used, like ‘monopoly’. In the case of a mo-
nopoly, a product or service is provided by only one market party
and the price is not determined by market forces, which means
that the provider can increase the price and make huge profits. So-
cial platforms and online search engines are not part of traditional
goods or services markets, however. Because platforms like Face-
book are free to use, it is very hard to determine the market share.
It becomes even more difficult if you want to determine the mar-
ket share of parent company Meta, because the question is to what
extent Facebook, Instagram and WhatsApp are comparable servic-
es. For that reason, an American court in 2021 rejected complaints
about a monopoly position of Meta.>? The Federal Trade Commis-
sion (FTC), the American market watchdog, wanted to start var-
ious antitrust cases aimed at splitting up Meta. According to the
federal court, the FTC was unable to indicate which measures or
methods are used to determine Meta’s market share. The judge
considered their claim that Meta owns a market share of ‘more
than 60 percent’ to be vague and speculative. Such court cases are
not always useless, however. In the same year, the British compe-
tition watchdog ruled that Meta needs to sell the popular search
engine for GIFs, Giphy.>* Meta bought the search engine in 2020 for
400 million dollar. According to the Competition and Markets Au-
thority, the deal reduced competition between social media plat-
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forms and as such it could potentially damage both the users of
social media and British advertisers. Meta says it does not agree
with the ruling and is considering an appeal.

These new times demand a new vocabulary. It is important that
we be able to define and categorise these online services. Lan-
guage is important in that respect. We have a tendency to refer to
social media networks and companies as ‘platforms’ and “platform
companies’. I have done so myselfin this book. But a platform sug-
gests neutrality. We know by now that we cannot call these appli-
cations and companies neutral, because they are free to moderate
content as they see fit (with or without using algorithms). At the
same time, they are not full-fledged publishers who edit and re-
peatedly factcheck all content.

A possible solution is to give these social media companies an
intermediate status: less responsibility than a publisher, but more
than a neutral platform. To begin with, we can start using differ-
ent terms to refer to these companies and applications. My initial
suggestion:

Call the companies ‘social media curators’ and the
platforms ‘social media salons’.

Like in the art sector, a curator is responsible for curating the items
that will be displayed. The curator did not create the art objects,
but makes a selection at their own discretion. A curator is never
completely objective. It makes a huge difference which museum’s
curator arranges the exhibition and it is virtually impossible to ex-
clude the curator’s own value judgement. Visitors can then de-
cide for themselves to what extent the curator’s value judgement
matches their own and whether or not they will visit the museum
again. The same could be done with online services. The platforms
are not neutral networks or information conduits, but curated so-
cial media salons. A salon is not only used as a synonym for an
exposition of exhibition, but also for a room where people get to-
gether. A room where meetings are organised, where artists are in-
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vited to display or recite something. That would turn social media
platforms into a kind of modern salons and content creators would
be the new artists. Obviously, changing the terms doesn’t change
the actual activities, but it does make it emphatically clear to the
users that the information they are about to see is not neutral and
is being curated. It is important to make it transparent on the basis
of which criteria the information is compiled. And interoperabili-
ty is a condition; users need to be able to switch if they are dissat-
isfied.

That is why it is important not to adopt a binary approach to the
discussion addressed earlier regarding section 230, which would
protect the social media curators. The question is not so much
whether we need to keep or discard legislation. It is also possible
to make alternative proposals. Variations in which tech compa-
nies do have some responsibility for the content being published
in their salons. When social media curators are partly responsible
for the content, that can also give a boost to innovation. There is
already a market for third-party moderation software. Irish start-
up CalibreAl had developed a system, for instance, for marking
discriminatory and aggressive messages. Imagine that: compa-
nies are getting rich by making the internet less poisonous. We do
have to determine for which content they are and are not respon-
sible. As indicated earlier, we need to avoid a situation whereby
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tech companies censor more expressions than necessary, for fear
of facing hefty fines.

However, the current politicians seem to focus especially on sav-
ing their own hides. Shortly before the 2020 American presidential
election, the CEOs of Twitter, Alphabet and Meta had to appear be-
fore Congress to testify about section 230. However, most of the
senators’ questions were not about the legislation and the liability
for user content, but about the censorship that the tech companies
had applied to messages from their party.>* Republican senators
accused the tech companies of deliberately censoring conserva-
tive content, citing examples where information was labelled mis-
leading, which they believed was based on facts, while Democrat
senators asked the tech companies what they were going to do
about the disinformation campaigns that were undermining the
trust in elections. Former president Trump was not present at the
hearings, but while they were going on, he posted a tweet in fa-
vour of abolishing section 230. He probably anticipated the mo-
ment his accounts would be blocked.
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The Web as | envisaged it,
we have not seen it yet. The
future is still so much bigger
than the past.

Tim Berners-Lee (inventor world wide web)



Chapter 12

Digital literacy can make
the difference Although
it requires a different
approach

To take part in the digital democracy, everyone who wants, needs
to have access to and knowledge about digital technologies. In ad-
dition to accessible tools and a more democratic internet, that also
requires digitally literate users. Users who know how they can use
digital tools to participate politically and deal with that in a critical
way. This starts with collecting and interpreting information. As
we know by now, disinformation campaigns are used deliberately
to pit people against each other and increase distrust in democrat-
ic institutions. We can never make people completely immune to
disinformation, but we can reduce their susceptibility to it by in-
vesting in, among other things, media awareness. If people better
understand the way they are being seduced online, they will be
better able to withstand the temptation. However, the current ap-
proach is often targeted at young people, when we know by now
that older people are much more susceptible to disinformation. In
addition, the focus is especially on skills and not enough on the
role our human nature plays in the acceptance of fake news. That
is why we must examine a new approach to digital literacy.

We cannot place the responsibility for this solely on the citizens.
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We also need digitally literate politicians and civil servants who take
care of the digital space and protect people’s freedoms and rights
online. This involves both the factual knowledge about the func-
tioning and implications of digital technologies, and the associated
moral compass. For instance, politicians must not abuse their posi-
tion to track people unnecessarily with surveillance technologies.
That means that they have to set an example in the development
and use of ethically responsible technologies. Governments should
not blindly use the tools of Big Tech, but invest in open source tools
and use non-commercial alternatives based on public values.

I. No trust in your neighbours 2.0
At the beginning of this book, we saw that people want to have a
bigger say, but that they don’t necessarily trust the participation of
others. We saw that almost 60 percent of Americans has little to no
trust in the political wisdom of their fellow countrymen. Research
shows that similar insights apply when it comes to media wisdom.
No fewer than 60 percent of Americans believe that they are able
to distinguish fake news from real news, while only 19 percent
believe that other people are able to tell the difference. This is in
line with the global average. Worldwide, people have more faith
in their own ability to see the difference between ‘real’ and ‘fake’
than in the ability of their fellow citizens.5>

The question is to what extent that faith is justified. More than
8,000 Americans volunteered in a study about fake news by the
University of Utah.5¢ The participants were shown different head-
lines similar to the way they would in the Facebook timeline. They
were then asked to distinguish true and false statements about cur-
rent events, using their own judgement to determine the level of
truth of news items. The study shows that three in four Americans
overestimate their ability to recognise fake headlines. In addition,
the more the participants overestimate their own ability, the more
likely they are to visit untrustworthy websites and the more likely
they are to like fake news articles or share them on social media.
Predominantly if the information matches their political opinions.
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That is why we need to continue to realise that sharing a news item
isn’t automatically the same as believing the item. As we conclud-
ed in chapter five, sharing fake news is not only attributable to ig-
norance. Often it is also obstinacy, even though that isn’t always a
fully conscious process.

Both the reason why we are not always able (or willing) to recog-
nise fake news, and the reason we overestimate ourselves in this
regard can be traced back to our brain. In this book, we discussed
a number of cognitive biases. These structural and universal ‘fal-
lacies’ in our information processing cause us to overestimate our
own capacities vis-a-vis those of others (better-than-average ef-
fect) and to select information that matches our own opinions and
expectations (confirmation bias). Even if there is no causal rela-
tionship between different events, people still have a tendency to
see one. So it is not so surprising that the belief in conspiracy the-
ories was common throughout human history and that disinfor-
mation for many people is a welcome confirmation of the distrust
of democratic institutions that they have held for much longer. We
do everything to maintain our integrity and identity towards the
outside world. That is why we shun contradictions in our opinions
and persist in maintaining the current situation and earlier (be-
havioural) choices.5” As a result, for many people, it is hard to ad-
mit that there is something they don’t know.

In this context, I was reminded of the hilarious Lie Witness News
by American TV presenter and comedian Jimmy Kimmel. As part
of his talk show on ABC, people in the streets are confronted with
made-up news items. An absolute classic is the recording they
made in 2013 at Coachella, one of the biggest multiple-day music
festivals of the United States. In addition to big names like Blur
and the Red Hot Chilli Peppers, they also feature less well-known
and upcoming acts. And that is what many music lovers are there
for. Discovering gems before they break through to a bigger audi-
ence. They love being in the know about bands nobody has ever
heard of. That is why the reporters went to Coachella for a small
experiment: could these music lovers also be aware of bands that
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didn’t exist at all? They made up a number of fictitious names and
asked visitors what they thought of these made-up bands. Bands
so obscure, they didn’t exist.>® The reactions are hilarious, but also
a bit embarrassing. The cheerfully dressed festival goers are com-
pletely on board with the questions of the reporters. The Obesity
Epidemic? ‘Yeah, that band is amazing, their style and genre are
unique’. And what about Get The Fuck Out Of My Pool? ‘I actu-
ally heard a lot about them. They’re a band I don’t want to miss’.
Like the Chelsea Clintons. ‘They give so much energy on stage, it’s
unreal!” The fact that Chelsea Clinton is Hillary and Bill Clinton’s
daughter seems to have conveniently slipped their minds. As real
music connoisseurs, they are obviously aware of everything that
is new and upcoming. Admitting that they never heard of them
is not an option. Of course, the fact that a camera is pointed at
them also plays a role and the reports select just the right people,
but I have to admit that I have also displayed similar behaviour. If
someone asks me if I know a renowned researcher who has written
a lot about the future of democracy, I have sometimes said ‘yes’
before I realised it. Even though their name doesn’t ring any bells.
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Furthermore, under the right circumstances, many people are
enormously gullible. On 7 September 2016, Apple announced the
launch of the iPhone 7. Despite the fact that new telephones won’t
be available in the stores for another two weeks, people believe
that they will in fact be available on the day of the launch. Jim-
my Kimmel’s team decided to use that momentum and went out
into the streets to let people test the ‘new’ iPhone 7.5 What people
didn’t know, thanks to a clever trick, is that they were handed their
own telephone. The trick goes as follows: people with an iPhone
are approached on the street and asked if they want to test the
new iPhone 7. One of the features is that you’re able to wireless-
ly transfer all the data from your phone to the new iPhone. That
way, the iPhone can be used within seconds as your own phone
(which isn’t actually the case). Without hesitation, people hand
over their current phone to an assistant. While they are kept talk-
ing, their old phone is fitted out with a new sleeve and the screen
is cleaned with a piece of cloth. When they are handed their ‘new’
phone, people are asked what they think of it. ‘Wow, this phone
is a lot lighter and thinner’. And the features? ‘Everything works
faster and more smoothly, amazing!” People even agree to pay 50
dollar to buy their alleged new telephone (and basically buy back
their own existing telephone). A few years later, the team pulls a
comparable stunt with the launch of the iPhone X. But this time,
instead of their own phone, people are handed a much older iP-
hone 4. Again, people fully embraced the notion that they were
holding the very latest iPhone. ‘Cool, this one is a lot smaller and
more compact. Revolutionary!” Of course, the fact that people are
asked questions with a camera pointed at them is a factor. But the
ease with which people can be fooled also seems to tell us some-
thing about the people’s willingness e to believe in the innovative
power of the tech companies from Silicon Valley. That may also ex-
plain why Big Tech remains so popular, despite the various scan-
dals and court cases. Research shows that Americans have more
faith in Apple and Amazon than in scientific research, the tradi-
tional media, and the American government.*
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If we want to increase digital literacy in society, we not only need
to inform people about the way digital technologies work and how
these can be used critically. It is not enough to make people more
resilient against disinformation by offering them all kinds of tools
to recognise it better. We also need to make people aware of the in-
formation processing in their own brains by providing them more
insight into the shortcuts that are made in their brains and the re-
sulting fallacies that occur. Not by seeing it as something bad, but
as something natural, because we all have biases and we all have
our blind spots. Digital technologies don’t so much change hu-
man nature, they reinforce it. If we learn how our brain sometimes
fools us and how that can lead to certain biases and forms of short-
sightedness, we get more grip on our own behaviour and become
less vulnerable to deception and manipulation.

II. Digibetocracy
Attempts to improve digital literacy at the moment are focused
on the more vulnerable groups in society. Like young people. Re-
search from the American National Cyber Security Alliance shows
that parents are above all worried that their kids are spreading
disinformation.®* The fact that parents themselves need to learn
more about recognising fake news is hardly acknowledged. This is
striking, since we know by now that teenagers are much better at
spotting fake news than their parents are. Young people grew up
in the digital age and seem to be more aware of the fact that not all
information they see online is reliable. As a result, teenagers in-
dicate a lot more often that they want to learn about identifying
disinformation. Analyses by the World Economic Forum indicate
that young people themselves see the spread of disinformation as
the main drawback of social media, ahead of privacy and mental
health. > When asked how the digital space can best be managed,
young people respond that the focus should above all be on im-
proving digital literacy, so that people are better able to recognise
online fake news and scams.

Hopeful sounds. This also means that we need to somewhat ad-
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just our approach to digital literacy. It’s not so much that we need
to make young people critical; we need to keep them critical. We
saw earlier that the innate scepticism we have toward technology
as a kid fades away as we get older. It’s especially adults who be-
lieve that they are extremely good at spotting fake news. They are
much more likely to discard information that does not match their
opinions and are often the most convinced that they are right. Es-
pecially when being corrected. As such, they run the biggest risk
of being controlled and coordinated by politicians and other polit-
ical actors. That is why we need to rethink our approach to digital
literacy. Young people don’t need to be taught by adults, but the
other way around.

It wouldn’t be a crazy idea to start this ‘Media Savviness Cam-
paign’ at the parliament buildings. The way we will use digital tech-
nology in the future is in many cases a political decision. Despite
the far-reaching consequences of the often ill-considered use of
digital technologies, like online privacy violations and news ma-
nipulation, digitisation is strikingly low on the political agenda and
the vision of political parties on this subject is often unclear. It re-
ceives hardly any attention during election debates and subjects
like online privacy and disinformation are hardly mentioned in
most party programmes. The terms are mentioned here and there,
but most political parties don’t have any concrete plans. Politicians
seem to know preciously little about digital technologies in the first
place. An example of that is the time when Mark Zuckerberg was
questioned by the American Congress in 2018 about the privacy
leak at Facebook. Senators asked him questions that made it clear
that they had no idea what it is that Facebook does. Senator Orin
Hatch’s question took the cake in that regard. He wondered how
Facebook was able to maintain a revenue model when its users
don’t have to pay for the service. A stunned Mark Zuckerberg an-
swered: ‘Senator, we run ads’.®® This form of digital illiteracy makes
it hard to manage complex technologies. Dutch comedian Arjen
Lubach used the word ‘digibetocracy’ in this context, to indicate
that the country is governed by digital illiterates.®* How is it possi-
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ble that such an important subject is so low on the political agenda?
It undoubtedly has to do with the limited demand from society.
After all, emotions don’t run as high around the impact of technolo-
gy as they do around subjects like climate change and immigration.
The impact of technology is something we just seem to accept. Like
we accept the general conditions of mobile applications without
actually reading them. Tech giants are constantly being sued and
scandals come to light on an almost daily basis. And yet, we don’t
easily switch providers. This is not only due to the thresholds that
tech giants have developed. Most discussions about technology in
society are even accompanied by a certain level of indifference.

Users of the Technologie Kieswijzer indicate that people in a
digital society benefit the most from technologies that make
their lives easier and more efficient. Like shorter waiting pe-
riods and lower costs. A majority of users even chooses this
option above lightening physically heavy work (like in hospi-
tals and nursing homes) and increasing participation in gov-
ernment decisions. This shows a kind of technology push: let’s
use technology above all to make our own lives easier. Grist to
the mill of large tech companies, in other words.

In a digital society, people benefit most from technologies that

Increase convenience

Are not imposed

Relieve physical work
Increase citizen participation

Encourage independence

(0] 3.000 6.000 9.000 12.000 15.000

Source: Technologie Kieswijzer (2021).
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Consequently, there seems to be little appeal for parties to formu-
late a clear position on this subject. However, we should not un-
derestimate politicians. Is it true that politicians know too little
about things like the impact of reducing encryption on privacy? Or
do they possess enough knowledge but make a conscious choice
in favour of other interests, like security and control? In many cas-
es, I would wager the latter. So it isn’t just about what they know,
but also about what they do with that available knowledge. That is
why ethics need to be higher on the agenda.

Big cleaning

Interestingly enough, the first hopeful signs are coming from the
technology sector. We see more and more employees of compa-
nies like Google and Amazon opposing the policies of the tech
giants. They demand more ethical considerations in the develop-
ment of their products and services. In 2018, for instance, Google
employees wrote an open letter to management to convince them
to stop Project Dragonfly. Google was working for the Chinese gov-
ernment on a search engine that blocks results that are considered
undesirable by the Chinese government. In doing so, the employ-
ees joined the call by Amnesty International to cancel the pro-
ject. The censored search engine would threaten the right to free
speech and the privacy of millions of Chinese.

‘Our opposition to Dragonfly is not about China: we object
to technologies that aid the powerful in oppressing the
vulnerable, wherever that may be’.%

In 2019, Google introduced the Advance Technology External Ad-
visory Council (ATEAC), an external ethical board designed to
ensure that the company would adhere to its own guidelines for
ethically responsible Al applications.®® The ethical board was dis-
continued after only a week. Immediately after the composition
of the board was announced, there were fierce discussions, in par-
ticular about the appointment of Kay Cole James. The president of

265



the Heritage Foundation is known for her conservative opinions
about LHBTI rights among other things. Almost a thousand Goog-
le employees, academic researchers and other key figures from
the tech industry signed a letter protesting the composition of the
board. Diversity continues to be a tricky subject in the develop-
ment of technology. Researchers, programmers and moderators
are often not a representative reflection of society. Minorities that
are disadvantaged by technology are not involved enough in the
debate about the future of new technologies.

There is also hope among public organisations. At the moment,
they largely depend on the tools of Big Tech for their communi-
cation. The Dutch initiative PublicSpaces is trying to change that.
Public organisations, like broadcasters, cultural organisations and
educational institutions have united in this coalition, with the aim
of using alternatives to reach their audiences.®” The goal of the
coalition is to make the web ‘more hygienic’ by way of a gradual
clean-up. They try to use more and more digital instruments that
are based on public values. Public organisations argue that their
huge reach allows them to take the initiative in the attempt to fa-
miliarise a broad public with ethical instruments and thus help re-
inforce the public field in the online domain.

III, Digital inclusion is not yet all that inclusive
In the promotion of digital literacy in society, the focus is above all
on people who have no access to digital technologies (have-nots)
and the people who have insufficient skills to use them (cannots).
Although this is fully justifiable, researcher Eefje Op den Buysch,
in her book Herstelplan Zelfredzaamheid (‘Recovery plan Self-reli-
ance’), argues that we shouldn’t forget that there are also people
who, in theory, have the necessary access and skills, but who are
for one reason or another excluded (may-nots). Or who don’t want
to take part in the digital society in the first place (want-nots).*® It
is therefore important for us to carefully map the interests of the
various ‘nots’.

When we are talking about the digital have-nots, we often refer
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to people who have no access to the internet, zooming in especial-
ly on poorer and less developed countries that lack the necessary
infrastructure, for example limited (public) WiFi access or mini-
mal coverage of mobile internet. According to the figures of the In-
ternational Telecommunications Union, in 2021, about 63 percent
of the worldwide population had access to the internet.® Although
this percentage has increased enormously in recent years, inter-
net access is still divided extremely unevenly in the world. While
87 percent of Europeans has access to the internet, that applies to
only 33 percent of Africans. And the further you zoom in, the big-
ger the differences become. In 2019, 97 percent of all Dutch people
had daily access to the internet in their own homes, while only 1.2
percent of the people of Eritrea had ‘occasionally’ been online in a
three-month period. Worldwide, two-thirds of all school children
have no internet at home. During the global COVID-19 pandemic,
that creates an even bigger inequality, because ‘remote education’
is hardly possible without an internet connection. However, lack
of internet access does not always have a financial cause. Increas-
ingly, people are denied internet access for political reasons. More
and more often, internet shutdowns are used to control and silence
the masses. For instance during protests or elections. Research
shows that, in 2020, internet access was deliberately blocked no
fewer than 155 times in 29 countries.” That means that hundreds
of millions of people lost their access to information about health,
education and employment during the COVID pandemic. By far
the highest number of shutdowns took place in India, where the
internet was disabled a whopping 109 times in a year. According
to the World Economic Forum, digital inequality is in the top 5 of
most worrying short-time global threats.”
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Source: Access Now (2021).

In the case of the cannots, it is about the modern skills that are
needed to use digital technologies. In addition to basic IT skills,
we also need to look at the knowledge about information tech-
nologies. Research by the Pew Research Center shows that the
knowledge about tech-related subjects varies enormously among
Americans.” Only three in ten questions were answered correct-
ly by a majority of adults, indicating correctly, for instance, that
phishing can take place via multiple channels, that cookies are text
files that allow websites to track site visits and activities of users
and that advertising is the biggest source of income for most so-
cial media curators. Other subjects turned out to be trickier. Less
than a third of Americans knew, for instance, that the information
that is posted on websites of which the URL starts with ‘https://’
is encrypted, or that browsing in ‘incognito mode’ only hides on-
line activities for other people using the same computer (and not
the websites or internet provider). Also, only a small portion was
able to recognise, for instance, two-factor authentication, which,
according to experts, is one of the most important ways of pro-
tecting information. In addition, we saw earlier that many people
don’t know that, for instance, Facebook does not conduct its own
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news reporting. A lack of knowledge about these subjects makes it
a lot more difficult to deal with digital technologies in a responsi-
ble manner.

In the case of the may-nots, something else is involved. In their
case, both the digital infrastructure and the knowledge and skills
are there, but they are excluded from using digital technologies for
other reasons. In various cases, the design of the technology pos-
es a threshold, because digital technologies are not always inclu-
sive. People with a darker skin colour, for example, are less easily
recognised by facial recognition software.” Access via facial recog-
nition is on the rise in more and more countries. An example is Ap-
ple’s Face ID, which is used to access one’s phone, or the ExamSoft
software used to gain access to exams. During the COIVD-19 lock-
downs, law students in various American cities had to take their
law exams online. To gain access to the exam, their faces were
scanned using facial recognition software. However, a number of
students got the following error:

‘Due to poor lighting, we were unable to identify you. Please
ensure there is adequate lighting.’*

Especially students with a darker skin colour received this message.
In some cases even after they moved to the bathroom with fluo-
rescent lighting. A similar development occurs in voice-controlled
virtual assistants like Siri. Users with certain accents are not recog-
nised by the software, making it impossible to use the application,
which is a problem for people with visual or mobile impairments
who depend on voice-controlled tools. For instance speech to text
applications. Research shows that in particular users with a darker
skin colour are disadvantaged.” Researchers examined five appli-
cations of leading tech companies and found that the spoken texts
of people with a darker skin colour were twice as likely to be tran-
scribed incorrectly than those of people with a lighter skin colour. In
many cases, people with a lighter skin colour are the norm. Not only
physically, but linguistically as well, it turns out.
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That is why technology companies have to make sure that their
training data is more diverse and their products are tested among
more diverse target groups. It is also important to have program-
mers and developers with more diverse backgrounds, so that all
the different perspectives are included in the design. In addition,
like with the have-nots, in the case of the may-nots, there may be
political reasons involved. In 2018, for instance, a law was passed
in Uganda that states that citizens have to pay taxes for the use
of social media salons. People who use Facebook, Twitter and
WhatsApp, for example, have to pay a daily fee. Because these
companies are not publicly funded, it is clear that there is anoth-
er reason for the measure. Ugandan President Yoweri Museveni
had insisted on the changes, with the argument that social media
encourage ‘gossip’.’® In this way, governments try to control the
information flow and silence any negative expressions about the
policies. As we saw in chapter six, Putin took things a step further.
A controversial law in Russia now makes it illegal to have ‘con-
tempt’ for the state and to spread ‘fake news’ online. Every online
post about the current government can therefore be potentially
illegal. In this context, perhaps the term dare-nots is more accu-
rate. As aresult of these kinds of measures, people are afraid to use
these technologies.

Inclusive approach

So far, we have assumed that everybody actually wants to use dig-
ital technologies. The use of these technologies has become the
norm in society. Without an e-mail address and internet access,
it is hard to take part in society. Paper alternatives are being fad-
ed out more and more. However, the people who are critical about
these developments are hardly taken into account. The want-nots,
who would rather not go along in the digitisation of their identi-
ty. People who worry about their privacy or are afraid of identi-
ty fraud. People who live in fear because fraud detection systems
have erroneously marked them as fraudulent and end up in a debt
restructuring programme. Or people who fear that physical con-
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tact is becoming less common and don’t want us to be alienated
from each other. As such, the current approach to digital litera-
cy appears to be focused more on integration than on inclusion.
There is a fundamental difference.

In the case of inclusion, the responsibility for adaptation does
not lie with the ‘disadvantaged group’, like it does in the case
of integration. It is society that adapts and sees diversity as an
added value. The approach to digital diversity does not appear
to embrace diversity. The norm remains that everyone has to
be able to use digital technologies and therefore has to improve
their digital skills, more or less regardless of the group of peo-
ple who would rather not use digital applications. If there is one
thing we can learn from this group of people, it is that digitisation
is not always the best solution. We need to start asking ourselves
for what purpose we want to use technology, instead of seeing it
as a goal in itself. How can we use technology to create a better
world? And what exactly is a better world? If we want an inclu-
sive digital society, we need an inclusive approach. An approach
where everyone is given a voice and is heard. Not only to deter-
mine how we can improve the digital skills of people with poorer
digital skills, but also to examine how we can teach people with
more advanced digital skills to stop seeing the use of digital tech-
nologies as the norm. Inclusion requires reciprocity. Because is
the norm is determined by people who are the norm, the norm
will always stay the norm. And people will still be excluded in
the future.

So when we further design the future of digital democracy, we
need to make sure that the use of participation tools doesn’t be-
come the norm, but that it is an addition for people who want to
use them. And that everyone who wants to use them, can indeed
use them and will be heard, regardless of background or educa-
tion. To that end, we not only need to look at the opportunities,
but also weigh the risks. For instance, privacy must never become
a luxury product, whereby only people with sufficient financial re-
sources are able to escape surveillance technologies. For that, we
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not only need new tools, but a new culture as well. In part five,
I discuss these possible visions of the future and offer tools with
which you can get started yourself.
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It is not our differences that
divide us. It is our ability

to recognize, accept, and
celebrate those differences.

Audre Lorde (1934 - 1992)
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Part5

What does the future of

digital democracy look
like?

I began part four with a promise. The promise that, after mapping
the conditions for a meaningful digital democracy, in this final
part, we will imagine the future of digital democracy and actually
start building it. I will happily make good on that promise. It is im-
portant, however, to realise that there is not just one future. In the
previous part, we saw that there are different conditions, which
means that, depending on how these conditions are organised ex-
actly, there are various possible future scenarios, so let’s begin
with a short reminder of the conditions we discussed.

Making choices

One of the conditions is that we start building a more democrat-
ic internet to allow us to benefit fully from the empowerment and
democratisation. What the internet will look like in the future de-
pends on the choices that we make today. Will we break up or na-
tionalise Big Tech companies? Will social media remain neutral
platforms or will they become curators that are (partially) respon-
sible for the content? And will we store data in our own data vaults
or should users not bear that responsibility? Another condition is
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that everyone who wants access to the internet should have it. Re-
gardless of background or education. That means we need digital-
ly literate users as well as politicians. How will we ensure that we
will develop inclusive digital tools? This isn’t just about the actual
choices we make, but also about the mindset that we adopt in so-
ciety in regard to digital democracy and the processes that we or-
ganise on its behalf. That means we have to start looking at digital
democracy in a different way.

At the moment, social involvement and political participation
are wrongly seen as being separate from each other. But digital
democracy is more than a government using digital participation
tools to elicit the help of citizens and generate support for new
policy proposals. Digital democracy is also the attempt by citizens
to use digital tools to get issues onto the political agenda and thus
activate governments. Instead of closing the gap between the in-
creasing social involvement and traditional institutions, we need
to start asking ourselves in what way we want to give the emerging
activism a place in the political system.

Balancing

The gap between the renewed protest mentality and tradition-
al political institutions cannot be attributed solely to those in-
stitutions. There is an increasing tension between the expressed
opinions of citizens on the one hand, and the necessary room for
political deliberations and decision-making on the other. Armed
with the internet, we are more empowered than ever. So empow-
ered, in fact that when people aren’t humoured in their opinions,
they take action, more and more often literally, as the storming of
the Capitol has made painfully clear. The internet is providing cit-
izens with more and more tools to represent themselves, which
seems to justify the feeling that we actually have the right to be
heard. But in a democracy, the will of the individual is not law.
Just like an opinion isn’t by definition a fact. The speed of the in-
ternet clashes with the slowness of the political decision-making
process. The challenge is to better balance the two.
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To that end, it is important not to discard new forms of political
activism as meaningless or disruptive, but to embrace them. After
all, expressions of dissatisfaction are a sign of involvement. Instead
of rejecting that involvement (and in doing so adding fuel to the
fire), we need to ensure that it is given a place in the current political
system by designing new tools and processes, without taking con-
trol or patronising citizens. Here, too, there are various conditions
that we need to take into account. One of the most important condi-
tions is that the new participation tools need to be formally embed-
ded in the political decision-making. That means that they require
follow-up and can’t be free of consequences. Not for governments,
but not for citizens either. We mustn’t view political participation as
a single act, but as a process. Different levels of participation are in-
terconnected and together can bring about change. These processes
have to be transparent, so that citizens can see why certain aspects
require time. Everything depends on expectation management.

Scenario planning

Looking at the different conditions, it is clear that the future of digi-
tal democracy is above all about the changing relationships between
the government, the market, and citizens (not only individual citi-
zens, but also civil society as a whole). Who will have a say in what?
And what is the role of technology in this? Ultimately, this question
is about power and the trust we place in that power. The question
now is where power will reside in the future and how it will be used.
When we map the various resulting uncertainties against two axes,
we are left with four scenarios. Scenario planning is a commonly
used method within futures research.! It is a method that makes it
possible to explore different visions of the future. After all, we can-
not predict the future, but we can envision it. These visions of the
future can help us make informed choices in the present.

Often, this process revolves around technology without adequate-
ly taking into account socio-cultural changes. An example of that is
the self-driving car, an idea that was first visualised as early as the
1950s.2 On black and white images, we see how families are playing a
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board game in the car. Of course, the man is closest to the wheel; as
the head of the family he has to be able to intervene. But if we look at
modern images of the self-driving car, we see how people save time
along the way, for instance by attending meetings. ‘Work on wheels’.
When we look ahead, we often place a new technology in the exist-
ing environment. We also encounter this principle in science fictions
shows, like Black Mirror. A new technology is fast-forwarded forty
years, for example, while society and its customs stay largely the
same. Needless to say, this has tremendous entertainment value and
makes it easier to imagine the consequences, because we recognise
our own world in it. But in terms of exploratory value, it is a limita-
tion. If we fast-forward time, our behaviour and the social relation-
ships will also change. And this in turn affects the developments the
technology undergoes, etc. That is why we need to start asking our-
selves for what purpose we can to use technology, instead of seeing
technology as an end in itself. How can we use technology to create a
better world? And what exactly is a better world? In this context, the
term normative scenarios is sometimes used.

Source: Saturday Evening Post (1956)
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Hope

I began the previous part not only with a promise, but also with
a statement, namely that a hopeful future for digital democracy
is within reach. The future is often seen as something that is hap-
pening to us, but I believe that we can shape it together. In the
previous part, we saw that the experts expected that, in the next
ten years, the use of technology will contribute to necessary so-
cial innovations. They expect that democratic institutions will be
more open to citizen involvement and that public activism will in-
crease. Technological innovations can connect people and bring
them together for a common goal. Political decision-making will
be more transparent through the use of technology and voters
will be able to voice their concerns more directly using new on-
line tools. All of this will lead to a situation whereby policy chang-
es will increasingly be driven my digital citizen involvement. And
itis not just the experts who are hopeful. In the same part, we saw
that research indicates that people all over the world believe that
ordinary citizens are able to influence the government. And as we
know by now, young people are also hopeful. Which is why, in the
next chapter, I won’t be the one doing all the talking, but also in-
cluded input from the thinkers of the future.

Hope will never by silent.

Harvey Milk (1930 - 1978)
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Chapter 13

A hopeful future is
within reach Even though
we need to hang the
garlands ourselves

To imagine a hopeful future for digital democracy, fortunately we
don’t have to look twenty or thirty years into the future because
the first hopeful outlines are already visible. All over the world,
various experiments and pilots are carried out whereby digital
technologies are being integrated into the political decision-mak-
ing process to enable citizen involvement, for example the crowd-
funding Constitution in Iceland, which was drafted by twenty-five
elected citizens in four months’ time using a huge digital constitu-
ency. Or the vTaiwan platform, with which the citizens of Taiwan
can decide on proposed laws online and offline. Of course, there
are some issues with these projects, but we can learn a lot from
them for the future.

When we start shaping the future of digital democracy, we need
to involve young people. It sounds like a cliché, but young people
are actually the future. And yet, at the moment, young people are
insufficiently involved in political issues. Wrongly so, as we saw
several times in this book, because they are more socially involved
and are often much more critical when it comes to information
technologies than is often thought. ‘Instead of reducing teenagers
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to statistics, we need to make sure that teenagers have the oppor-
tunity to tell their own experiences in a creative way’. I have de-
cided to take Taylor Fang’s advice seriously. In collaboration with
Teach the Future, a global movement promoting ‘future literacy’
as a skill for students and teachers, I issued an international essay
contest, to ask teenagers for their vision of the future of democra-
cy. How do they envision political participation in the future. And
what digital tools to they think their vision would require? These
visions, complemented with international examples and other in-
sights from this book, provide the input for the scenarios for the
future. Because if we really want it, a hopeful future for digital de-
mocracy is within reach.

I. A kickstart for digital democracy

In recent years, Taiwan has shown that technology and politics
can merge and enable new forms of political decision-making and
citizen involvement. Taiwan, which has only been a democracy
since 1996, since then has found a consensus where it first seemed
to be impossible. It all began in 2014.

The Taiwanese government is about to sign a controversial trade
deal with China. A large part of the population is afraid that this
trade bill will give China more influence. On 18 March 2014, hun-
dreds of students storm the parliament building of Taiwan and de-
mand that the agreement be rejected and that public scrutiny for
future trade agreements be guaranteed. In the meantime, the pro-
test grows into a bigger movement, with hundreds of thousands
of protesters taking to the streets. Because they use sunflowers as
a symbol of hope, the movement is also known as the Sunflower
Movement.? It is a largely peaceful movement that is surprisingly
well-organised. The protesters manage to keep the parliament hall
for three weeks. Instead of hanging around, the protesters spend
their time usefully and organise meetings about all kinds of topics.
In very little time, the protesters manage to develop an improvised
IT infrastructure, allowing all of Taiwan to follow these meetings
online via livestreams. That makes the movement not only a form
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of protest, but also a manifestation of digital democracy. The pro-
testers include members of the civic hackers collective called gov
(pronounced ‘gov zero’). The aim of the collective is to reconsid-
er the role of the government starting from zero.* Unlike cyberse-
curity hackers who try to expose weak spots in existing systems,
civic hackers develop digital tools to better reflect the digital will
of citizens in democracy. The collective tries to promote the trans-
parency of government information and is involved in developing
information platforms and tools for citizens to take part in society.

The Taiwanese government eventually succumbs to the pres-
sure and decides not to proceed with the trade agreement with
China.s Instead of banning the protesters from parliament hall, the
government decides to ask the civic hackers to help them. What’s
more, one of them is appointed Digital Minister of Taiwan. In 2016,
thirty-five year old Audrey Tang became not only the youngest,
but also the first transgender minister of Taiwan. Because Taiwan
is becoming more divided about a range of subjects, the govern-
ment wants to develop new processes to allow citizens with dif-
ferent opinions to reach a consensus. These insights can then be
used to develop new legislation and regulations, for which there is
actual support among the population. According to Tang, the po-
litical problem is an information problem. In IT terms, she argues
that by voting once every four years, you only upload 5 bits of in-
formation to the system. With referendums every two years, you
get to maybe 10 to 20 bits. For the sake of comparison, with a ba-
sic internet connection, you can exchange 50 million bits per sec-
ond. Elections occur too rarely to give legislators a good idea of
what the public wants. And referendums often divide the public
into two sides. That is why Tang looked for ways to fight polari-
sation and stimulate consensus. She believes that many govern-
ments are open to receiving more information, but have no need
for more ‘noise’. One of the main concerns is that, when you use
traditional platforms and tools, they will in no time be taken over
by trolls, leading to a toxic conversation. Draft decisions often un-
intentionally create a polarised debate in which the differences are
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exaggerated. But according to Tang, it is also possible to design for
consensus, whereby corresponding needs emerge instead of op-
posing positions and ideologies.

Virtual Taiwan

The solution developed by the former hacker is called vTaiwan
(with the v’ for virtual). Via ‘presidential hackathons’, Tang wants
to make it possible for citizens to help shape, improve and discuss
legislation at any time. The process of vTaiwan combines online
and offline elements and relies on a range of existing open source
tools that can be adjusted at will. The process starts when some-
one submits a problem and there is a relevant government organi-
sation that agrees to manage and participate in the problem. Since
2017, every ministry is obliged to appoint a ‘participation officer’
responsible for the process. Roughly speaking, the process consists
of four stages. First of all, in the ‘proposal stage’, there are offline
and online discussions about which problems need to be tackled,
using, among other things, the tool Discourse to conduct the dis-
cussion, sli.do for sharing documents and Typeform for distribut-
ing questionnaires. When a problem has been selected, it is further
discussed in the ‘opinion stage’, using the aforementioned con-
sensus tool Pol.is. With the help of an algorithm, the substantive
opinions of participants are analysed and visualised, providing an
efficient and scalable way to show who is involved, what their in-
terests are and where there is consensus. These insights are shared
with the public and the relevant government organisations. Next,
in the ‘reflection stage’, two stakeholder meetings are organised,
which can be watched online by all of Taiwan via livestream. An-
yone who wants to, can leave a comment in the chatroom. Hack-
Pad is used to keep track of and share the notes online, after which
the solutions are elaborated further in the ‘ratification stage’. The
solutions vary from changes to existing laws to policy changes. Ul-
timately, the Yuan, Taiwan’s legislator, decides whether or not the
legislation is passed. Via the vTaiwan website, everyone can mon-
itor the progress. Tang emphasises that the process is flexible and
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that the path often deviates from this ‘roadmap’. Some problems
are solved in three months, while others take more than a year.
This approach has by now been used for more than 26 legislative
proposals, in particular in the digital economy. For instance, vTai-
wan was used to regulate Uber. The taxi service expanded very
rapidly in Taiwan, much to the anger of the traditional taxi sec-
tor. Uber drivers were not obliged to have a taxi license and paid
other taxes than local companies, while customers enjoyed cheap-
er rates and more convenience. After the various voting rounds in
Pol.is, there emerged four different opinion groups: taxi drivers,
Uber drivers, Uber passengers and other passengers. There turned
out to be more of a consensus between these groups than was orig-
inally thought. And the regulation was adjusted.®

Despite the aforementioned limitations of tools like Pol.is (the
approach requires very digitally literate participants), vTaiwan
contains various interesting elements. First of all, they approach
political participation as a process rather than a separate activity.
Pol.is is merely one of the elements, but not the only one. Because
the process is divided into different stages, citizens can decide for
themselves when they want to participate. If they only want to sug-
gest a problem? Fine. But if they want to discuss with stakeholders
in detail, that is also possible. A range of tools is used for that. Both
online and offline. That allows people with different participation
needs to take part in different ways. In addition, there is a great fo-
cus on transparency in the process; everything is streamed and re-
corded, allowing viewers to participate as well. Furthermore, this
approach makes it clear why some steps in the process take time.
By experiencing (or observing) the process for themselves, people
can be more understanding with regard to the occasionally nec-
essary slowness of the political decision-making process. Because
reaching a political consensus is not an easy thing. Perhaps you
have experienced yourself how hard it is to get a group of friends
to agree on a future holiday destination. But what is perhaps the
most important thing is that Taiwan has formally embedded the
process in its political decision-making. The participation initia-
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tives are always followed up, including when the decision is made
not to pass the proposed law. Such a decision is then accompanied
by an itemised explanation.

According to Tang, vTaiwan has provided two important les-
sons. The first lesson is that the government has to trust its citi-
zens, without demanding its citizens to trust the government in
return. That means that transparency only has to be a one-way
street, from the government to the citizens. The government can-
not demand its citizens to be transparent because that opens the
door to authoritarianism. The second lesson is that technology
must always be brought to the people, instead of asking the peo-
ple to come towards technology. That means that the technology
has to be adapted to the needs and wishes of its users, instead of
the users having to adapt to the functionality of the technology.
As such, technology must always be designed from the perspec-
tive of inclusivity, with a customised approach not an option, but
a requirement. That way, people are involved more in the demo-
cratic process, instead of being forced to speak the language of bu-
reaucracy.

Tang also makes a valuable suggestion: be imperfect. If you ask
a question that is formulated too perfectly, nobody will answer it.
Often, politicians and civil servants try to cover themselves by be-
ing extremely complete, boarding up the process with bureaucrat-
icrules and frameworks. But if you spend years perfecting an issue,
it will not only be outdated by the time it is brought into the open,
but people won’t be able to make a contribution. The more of a
perfectionist you are, the less the innovation community can add.
It is especially when you raise an issue that still has holes in it that
people start trying to fill those holes. As such, digital democracy
isn’t just about the right tools, but also about the right mindset. It
is in particular the underlying motivation and culture that deter-
mine the success of citizen participation. Tang has been Minister
of Digital Affairs since 2016, but still regularly emphasises that she
doesn’t work for the government, but with the government. She
looks with a hopeful eye to the future of digital democracy.

288

‘One of the most important disruptions will be the people
realizing that collective intelligence is not only good for
discovering and defining social problems, but also for
developing and delivering solutions as well.””

According to Tang, the collective intelligence that digital technol-
ogies produce will in the future not only be used to analyse prob-
lems, but increasingly to create solutions. Digital technologies can
make listening to citizens scalable, can ensure that people who are
disadvantaged are given a voice to share their experiences, and
that people with different backgrounds can empathise with those
experiences. Democracy is a continuous process and we have to
make sure that technologies reinforce the right elements. That re-
quires an inclusive philosophy, language and design mechanism.

I1. Dear Democracy: young people about digital democracy
If we talk about the future of digital democracy, we cannot ignore
the vision of young people, because they are the ones who will
actually have to shape that future. On the basis of all the insights
in this book, I am hopeful that we will leave democracy in good
hands. As we saw in part three, young people are hugely interest-
ed in political issues and social challenges, believing more than
ever in their individual strength to bring about meaningful chang-
es, and they are very conscious when it comes to dealing with in-
formation technology. Instead of using traditional institutions,
like elections, young people try to create pressure from without,
making more and more use of digital technologies, for instance us-
ing social networks to talk about social issues and take part in pro-
tests. If we want to bridge the gap between the increasing social
involvement and traditional institutions in the future, we need to
involve young people more in the solutions. We need to give them
a voice and listen to them.

In order to practise what I preach, I also want to give young
people a voice in this book, which is why, in collaboration with
Teach the Future, I have organised an international essay contest
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asking teenagers for their vision of the future of digital democra-
cy. The mission of Teach the Future is to transfer future-orient-
ed skills to students and teachers all over the world and inspire
them to shape the future. Because if we feel that knowledge of
the past is important enough to include in every form of educa-
tion, why don’t we teach students how they can influence the
future? Based on that notion, Dr. Peter Bishop, professor of Fore-
sight at the University of Houston, founded Teach the Future in
2015. By now, the movement consists of teachers and volunteers
from all over the world who want to promote and teach this new
approach to the future among youngsters, both in schools and
elsewhere. In the summer of 2021, they created the Young Voic-
es Network, which is designed to recognise and support young
idealists between twelve and seventeen years old. There are so
many young people doing wonderful things to enable a more in-
clusive and just future. For instance fifteen-year-old Amna from
Pakistan, who wants to use her ‘Global Creative Hub’ to give all
Pakistani girls access to education and digital literacy.® This in-
ternational group of change-makers seemed to me to be a perfect
candidate for my essay contest. In November of 2021, I sent the
group the following invitation:

Generation Z doesn’t care about politics, right? (essay contest)

According to adults, Generation Z is indifferent, purposeless
and apolitical. And in fact, the turnout among young people
during elections is lower than it is among adults. But although
young people may not be interested in political parties, they
are very much involved in social issues. Look at the Climate
March and Black Lives Matter! To involve young people, de-
mocracy needs an update. Do you have ideas about that? Then
take part in the essay contest ‘Dear Democracy’, with the op-
portunity of having your essay included in a book!
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On behalf of the Netherlands Study Centre for Technology
Trends, Rudy van Belkom is conducting research into the fu-
ture of democracy. In April, his new book will be published
and your essay can be a part of that book! The assignment is
as follows:

«  Write an essay of about 600 words about the future of de-
mocracy. Start your essay with ‘Dear Democracy’.

« In your essay, answer questions like: how do you envision
political participation in the future? And what digital tools
would that require? You can think big and it doesn’t have
to be technologically possible.

» Ifyou find it hard to write, you can also record your essay
as a vlog.

During the kick-off, Rudy will give more information about the
project and there is room for questions. The three best essays
will be festively announced in January.

To be honest, the responses didn’t come flooding in automatical-
ly. That took some video calls and e-mail exchanges. I was very
much aware that it was a big ask and I can imagine that writing or
recording a text is a challenge. But I am writing a book and want
more than to ask young people to fill in a questionnaire and re-
duce them to statistics. Fortunately, it was alright in the end. And
the result is pretty impressive. I was able to select three inspiring
essays from three different continents. Initially, the idea was to se-
lect one winner from these three essays and to include that essay
in the book in full. But all three essays contain wise lessons, which
I am happy to share with you. So I shortened the essays to be able
to include all three.
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Young people want to be heard

The essay by fifteen-year-old Amna Habiba from Pakistan makes it
clear that the hope we have in the younger generations is justified.
They want to be involved in the political decision-making and are
willing to take responsibility. Young people feel that the future is
being taken away from them and therefore want more ownership.
They are ready to use their voice for positive change in the world,
and embrace technology to do so. They believe that technology can
be a catalyst for a just and inclusive democracy, in which everyone
has a voice. Amna’s essay is reviewed by Quratulain Hussain.

“Dear Democracy,

Listen to the voice of thousands of young people com-
ing together to combat the world’s most pressing problems.
From school strikes to bringing life new movements, we are
using our voice as a power to bring change to the world. But
when our voice as a significant population group is not rep-
resented in the building of the future, you cannot create a
purposeful future. When such a unique generation is em-
powered and enabled, we bring change that no previous
generation has accomplished before. Imagine the power we
can harness when our voice is included in decision-making.

Technology is of vital importance in the 21st century to
voice our opinions on a global level; with it we demon-
strate our leadership potential, strive for a better future,
and launch global movements towards bringing a revolu-
tionized system and improved standard of living. When
you enable us and provide platforms where our voice is
heard, we show you the power within us that strives to cre-
ate a just and democratic environment, across the globe
without any boundaries and limitations. With the arrival
of digital tools and platforms, we can make powerful de-
cisions, as individuals and as communities. From empow-
ering local communities to the representation on global
platforms, for us it is important to fight for what matters.
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We cannot leave the development of our future to others.
Technological progress offers a new platform in developed
and developing nations on which our diverse voices can
be heard and be brought forward. When you include and
harness tech for social good, every person’s voice is heard
and represented. With the 21st-century skill revolution, we
possess the skills of the next century and are the ones that
can change tomorrow. From decision-making skills to crit-
ical thinking and problem-solving, my generation of cit-
izens is the next generation’s leaders. When you include
us through technology, you can create a better future for
the generations to come. I hope I can live in a future where
the climate problem has been solved, where every girl
will have an equal opportunity to education and in which
every voice, no matter how diverse, is heard.

So dear democracy, if you really want to build a bright
future for our race, it’s high time you include our voices
and empower us to be citizens of the future. I want you to
know that when you include people and use technology to
make better, inclusive, and effective decisions, you’re ac-
tually ensuring the future of our world. Thank you for all
that you do. And keep on including more young people’s
voices to the table. Because when you include us, you’re
ensuring that we have a better tomorrow.

Thank you,

Amna”.

THERE IS NO
PLANET B
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Young people have concrete ideas

They’re not just hopeful words. Young people are actually working
on concrete solutions. The essay by fifteen-year-old Deona Julary
from the United States shows that they are not only able to pro-
vide an astute analysis of the current situation, but that they are
actually able to translate those insights into solutions. Although
they are hopeful about the future of digital democracy, they un-
derstand that a lot still needs to be done. In this context, the power
of technology is both part of the problem and part of the solution.

“Dear democracy,

The future of digital democracy is bright. Young voices
are utilizing social media and other transformative tech-
nological tools to get more politically involved. Youth par-
ticipation is increasing as years go by. I envision citizens
making informed decisions and being more involved polit-
ically in the future. But we are not there yet. The political
polarization in today’s society is due to the lack of empa-
thy, trust, and knowledge. We are not able to go out of our
comfort zones, ideologies, and beliefs, to understand the
views of other people and form a more harmonious world
tolive in. Technology is far-reaching. Many citizens vote for
candidates and make decisions daily based on what their
colleagues say around them and the headlines they see.
Many American citizens don’t trust the public’s political
wisdom because of this. I believe automated review tech-
nologies could be instituted in the near future to prevent
the spread of misinformation. This technology will help
run real-time fact checks on information and social me-
dia posts posted online. Reputable organizations like the
World Health Organization could help develop such tech-
nologies. Legitimate information helps the public make in-
formed decisions. Putting in place such safeguards will be
crucial to uphold the integrity of democracy. Another in-
novative idea is to have points-based political participation
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using smart devices like watches. Every time a citizen pays
taxes on time, votes, or does something positive accord-
ing to the handbook, points will be added to their profile.
Once a citizen gets a certain amount of points, they will be
rewarded. Giving incentives to citizens via such technolo-
gy could encourage citizens to participate politically, craft-
ing a representative democracy. The way people vote could
be completely changed. Instead of voting for one candi-
date right off the bat, each voter will receive a set of quan-
titative-based questions. These questions address essential
issues and policies like climate change or LGBTQ. The com-
puter will submit a vote to the candidate that best fits the
voter’s overall responses. More holistic voting will elim-
inate some bias in voting, therefore ensuring the elected
candidate addresses the most critical issues.

Young voices will be at the center of innovation for years
to come. We seek creativity, independence, and our voic-
es to be amplified. Technology expands our capabilities
to improve the political climate and solve global issues ef-
fectively. The future of digital democracy is humane and
promising. I know that political participation will be at
high levels in the coming years. We will not stop.

Kind regards,

Deona.”

Young people demand inclusivity

The essay by seventeen-year-old Chantal Nyuykividzem from
Cameroon made me aware of my own blind spot. While I am above
all looking for future visions in which people use digital technolo-
gies to have more influence in addition to elections, some people
dream of living in a democracy where there is no corruption and
where there are fair elections. In large parts of the world, young
people feel excluded and demand a voice. It is great to see that
here, too, hope prevails and technology can offer a positive contri-
bution to an inclusive democracy.
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“Dear democracy,

Your history in Africa is a complex one. In the 1980s,
there was a struggle in many African countries to under-
stand how to best implement your principles. Since then,
to date, you are defined as “Government of the people, by
the people and for the people”. However, this definition
is more of a theory than practice. What is more practical
in Africa is your revised definition: “Government of some
people, by some people and for some people”. Democ-
racy, you no longer have the inclusive concept that your
initiators envisioned for you. Due to the limitations that
have been imposed on you, the common man in Africa,
especially the youths, feel left out. Although the youths,
aged 5-35 years, constitute a greater percentage of Afri-
ca’s population, they don’t play a very insignificant role
in politics. Indeed, democracy, your past and your pres-
ent make us wonder what your future will look like.

The future I envision for you is one full of bright, sunny
days where we can have free and fair elections. A future
in which we practise advanced democracy, that encour-
ages youths to take the reins of decision-making in their
hands. The youths consider politics as something that
concerns the old, voting and protesting in Africa are a
waste of time. Likewise, they believe voting or not vot-
ing makes no difference as electoral fraud is the order of
the day in most African states. Thus, encouraging youth
political participation in Africa must begin with a psycho-
logical revolution in youths. Young people need to be ed-
ucated more on the importance of political participation;
their voice must be heard in political discussions. African
states such as Namibia and Rwanda have begun doing
this by including youths in their governments. Rwanda
has a young man of 20 years overseeing its scientific and
technological innovations while Namibia has a 23-year-
old female member of parliament. If more African states

take up this initiative to place more young people in po-
sitions of political responsibility, it will make the youths
know that their point of view does matter in politics.

In addition, more can still be done in the domain of
technology to boost youth political participation and
revolutionize the concept of democracy in Africa. To-
day more people are very engaged in technology and sci-
ence, as such, improving tech could be a magnetic force
that would attract young people to politics. More to that,
the voting process can be transformed into e-voting,
that is, voting using thumbprints on an electronic ballot
box. This system would be designed to allow immediate
counting of votes and prevent the electoral fraud through
tampering with votes. By so doing, this will promote free
and fair elections, thereby encouraging youth political
participation.

Chantal”

I can say that I am very impressed by these essays. When I was a
teenager, I was nowhere near as philosophical about my environ-
ment and the role I could play in it. Initiatives like Teach the Future
are therefore a perfect match for the vision of the aforementioned
philosopher Roman Krznaric and his book The Good Ancestor. In
his view, we need to learn to think in terms of centuries, instead of
years. The visions for the future of these young women is hopeful.
I enjoy reading how they address democracy on a personal level.
They are grateful, but they also demand change.

II1. Scenarios for a hopeful future

To imagine a hopeful future for digital democracy, we need to ex-
plore different future visions. Because there is no such thing as the
future. And we need to map both the desirable and the undesira-
ble scenarios. And the underlying choices. As we concluded earli-
er, the future of digital democracy is above all about the changing
relationship between the government, the market and citizens
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(not only individual citizens, but civic society as a whole). Democ-
racy is social decision-making. Who gets to decide on what and
what is the role of digital technologies in that? Ultimately, this all
revolves around power (kratos) and the trust we place in that pow-
er (authority). To be able to map the various scenarios, we need to
determine where the power may reside in the future and how it
will be used.

As we saw in this book, in part thanks to the emergence of dig-
ital technologies, a shift in power is taking place. It is increas-
ingly easy for citizens to represent and mobilise themselves. We
know by now that that has generated an enormous empower-
ment. But we also know that it is still market parties that develop
the various tools and that it is the government that can regulate
the use of those tools through legislation and regulation. The ex-
pectation is that this will not drastically change in the decades
to come. The monopoly position of big tech may be tackled and
the government will claim more authority in the digital domain,
but the overall infrastructure will not be transferred to civic so-
ciety in the decades to come. It is imaginable that civic move-
ments will increasingly exert influence in the digital democracy,
but the digital technologies being used will predominantly be fa-
cilitated by the market or the government. As a result, the ques-
tion where power resides will be primarily be determined by the
relationship between government and market. The main ques-
tion is how that power will be used. In this book, we saw several
times that technology itself isn’t good or bad, but that it depends
on how technology is applied. Is it used to monitor citizens? Or
to increase and facilitate the level of empowerment of citizens?
When we position these opposites along two axes, four scenari-
os emerge, focusing above all on the role of citizens in the digi-
tal democracy.
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Empowerment

Participant Activist
Democracy Democracy

Government Market

Spectator Consumer
Democracy Democracy

Control

Future scenarios for a digital democracy

To better imagine the various future scenarios, I translated them
into news articles from the future. What are the possible headlines
in 2050? We look at the causes as well as the (sometimes uninten-
tional) consequences. A brief disclaimer at this point: scenarios
reflect extremes, which means that, depending on one’s perspec-
tive, they can be doomsday scenarios. However, that also serves a
purpose; to prevent the negative consequences of our choices, we
first need to map them. It is important to reflect on the possible
implications. If we know which future visions we want to avoid,
we will be better able to work towards the desired future.
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Spectator Democracy (Government - Control)

Elections now officially a
thing of the past

Editorial « Politics » January 24, 2050 « 1 PM

The Minister of the Interior this
morning announced that the
elections this year will be can-
celled permanently. Where citi-
zens used to have the freedom to
cast their own votes, their votes
are now calculated using be-
havioural data. The latest pilots
again showed that algorithms are
better able to map the collective
needs of society.

The Minister’s decision not only
ends elections, but also politi-
cal campaigns and debates. Pol-
iticians no longer have to try
and persuade people to vote for
them; algorithms now deter-
mine which combination is best
for the country. Instead of elec-
tions taking place every four
years, our needs are now be-
ing monitored constantly and,
where needed, policies are ad-
justed. Powerful computer mod-
els and digital twins can map
the implications of the intended
policy choices. It seems a matter
of time before political partici-
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pation becomes completely re-
dundant.

Algocracy

Because of the nationalisation
of large tech companies, govern-
ments have enormous amounts
of data at their disposal. When
you link all these data and apply
advanced algorithms, it appears
that these systems are much bet-
ter able than we are ourselves
at predicting our deepest con-
victions. According to tech eth-
icist Lian Chen, in itself that is
not all that surprising. ‘The hu-
man decision-making process
is capricious. We are constantly
influenced by irrational compo-
nents and our thought process-
es are filled with biases. What is
much more striking is that the
government now openly prefers
these kinds of technologies to
human decision-making. Propo-
nents are especially glad that this
measure may signal the end of
the political circus. In their view,

politics is now mostly a popular-
ity contest in which the issues
have become more and more ir-
relevant. Opponents fear that
citizens will be reduced to pas-
sive bystanders, turning democ-
racy into an ‘algocracy’, in which
government algorithms call the
shots. More and more experts
warn about what they call a black
box society, in which the choices
of the algorithms can no longer
be retraced.

In the past, we saw similar de-
velopments, where the inde-
structible faith in algorithms led
to complications, for instance in
the case of the automated fraud
detection systems, in which cit-
izens were wrongly branded as
frauds. Under the guise of securi-
ty and efficiency, we keep losing
more and more democratic free-
doms and rights. According to

Chen, the government uses this
strategy as an excuse to maintain
control. ‘This approach is based
on distrust. People have become
too empowered and they have
too many ways to let their voic-
es be heard. By placing the pro-
cess in the hands of algorithms,
the government can claim to be
objective. But it actually offers
opportunities for manipulation.
The government increasing-
ly controls the flow of informa-
tion, creating an alternative real-
ity that it imposes on its citizens’,
according to Chen.

The Minister claims that this
measure needs to ensure that
the needs of the voters are con-
sidered to a much greater extent
in the decision-making process.
This is probably not the direct
democracy that many people
had imagined.
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Consumer Democracy (Market - Control)

Zuckerberg bets the house on
personalised democracy

Editorial « Politics » January 24, 2050 « 1 PM

Meta has taken a first step to-
wards the ‘personalised democ-
racy’. An interview with CEO
Mark Zuckerberg shows that the
tech giant intends to match the
use of digital participation tools
to the user’s profile. Based on
behavioural data, you are pro-
vided with the ‘best’ partici-
pation options. The question
is, however, how that is deter-
mined exactly.

The 65-year-old CEO doesn’t
seem to be thinking about quit-
ting any time soon. He claims
that the plan will contribute to a
more meaningful experience of
democracy. According to Zuck-
erberg, it’s the same as it is with
advertising: ‘You don’t want to
see ads for products you’re not
interested in. It’s the same with
participation. If I have young
kids, childcare is an important
theme to me, but if I don’t, I
don’t necessarily have to have
an opinion about it
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Dependence

This personalised approach in
practice means that Big Tech
from now on determines how
you can take part in democra-
cy and how much influence you
get. Experts wonder how dem-
ocratic it is when a handful of
tech entrepreneurs, who wer-
en’t elected, make these kinds
of choices. It’s a discussion that
has been going on for years.
Should they decide which in-
formation is or isn’t misleading?
And which accounts are or aren’t
damaging? The line between
personalised content and cen-
sorship is a very fine one. Tech
expert Raul Garcia is especial-
ly worried that vulnerable tar-
get groups will be hugely disad-
vantaged. ‘Based on their data,
people are pigeon-holed. As-
pects like education, work and
oncome will all be taken into ac-
count. But also how many news
articles you read and wheth-
er you occasionally spread fake

news and what the tone of your
messages is. While microtarget-
ing used to be deployed to con-
trol information flows, it is now
used to track ‘capable citizens’
and provide them with the right
participation tools’.

Many people are surprised that
governments support such plans,
which will only increase the
power of Big Tech. After all, the
gatekeepers of the internet will
also become the gatekeepers of
democracy. ‘In recent years, gov-
ernments have become depend-
ent on big tech companies. They
have used the free tools to their
heart’s content and were thrilled
with all the data analyses. But
now, the tech giants own the

governments. Regulation may
be effective, but that will only be
against their own interest. Gov-
ernment are unable to create a
similar infrastructure within a
short time frame’, according to
Garcia. Citizens are reduced to
consumers. Do you want to take
part in democracy? Then you will
pay with your data.

Zuckerberg maintains that he is
mostly providing a service. ‘It is
our mission to create meaningful
communities. Instead of send-
ing citizens through a maze of all
kinds of different tools, our al-
gorithms help create the perfect
match. The question is if people
wouldn’t rather make that match
for themselves.
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Activist Democracy (Market - Empowerment)

Citizens are increasingly
bypassing politics

Editorial « Politics » January 24, 2050 « 1 PM

It is a trend that has continued in
recent years: election turn-outs are
dwindling and people make less
use of participation options. At the
same time, we see a sharp rise in
civic movements. Incidental pro-
tests have grown into well-organ-
ised global movements. Especial-
ly in the metaverse. Like warfare,
protests and activism have moved
more and more towards the cyber
domain.

There doesn’t seem to be a civ-
ic revolution. There are no an-
gry citizens manning the barri-
cades or storming the Bastille.
Nor do they have to, now that
the metaverse is increasingly the
stage for political decision-mak-
ing. Tech-savvy civil movements
are able to put immense pressure
on governments and politicians
without being physically pres-
ent. More and more citizens dis-
cover that, when they join a civ-
il movement, they have more in-
fluence on the government than
they do at the ballot box.
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Opinions divided

Experts disagree on whether
this development is positive or
negative. More than 2000 years
ago, Greek philosophers already
dreaded the ‘tyranny of the ma-
jority’. Democracy would be-
come an ochlocracy, in which the
mob rules by intimating legiti-
mate authorities. According to
sociologist Nyah Abebe, there is
no doomsday scenario. ‘New dig-
ital technologies make it possible
for minorities to mobilise as well.
Movements are increasingly or-
ganised around a specific theme,
like climate or emancipation.
That allows citizens to increas-
ingly decide for themselves on
which subjects they want to have
an influence. It is not one big
mob deciding everything. The
rise of these civil movements
does not come out of the blue.
People have been disappoint-
ed in politics for years. Promis-
es about a new political culture
were broken and participation

initiatives were not taken seri-
ously. What do you do if you are
not being heard? You start shout-
ing louder.

And that’s what many critics are
afraid of. Citizens have more
and more digital tools at their
disposal to mobilise themselves
and apply pressure. As a result,
civil movements increasing-
ly take matters into their own
hands, undermining the legiti-
macy of traditional institutions,
opening the door to anarchism.
Critics fear a lawless society, in
which might is right. Recently, a
G7 summit was shut down after
thousands of citizens managed
to break into the virtual meet-
ing room in the metaverse. Re-

searchers of the University of Jo-
hannesburg mapped the struc-
ture of the various civil move-
ments and discovered that many
of those movements are funded
by private organisations. ‘Rich
tech entrepreneurs not only
build the tools, but in many cas-
es they also decide the direc-
tion of those movements. They
decide to a large extent which
movements are given an oppor-
tunity and can become success-
ful’, according to Abebe.

As such, although it appears
power has shifted, it is still a
small group of individuals who
have the greatest influence. And
the question is if the government
is able to turn the tide.
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Participant Democracy (Government - Empowerment)

European Parliament imposes
online participation duty

Editorial « Politics » January 24, 2050 « 1 PM

A majority of the European Par-
liament this morning voted in fa-
vour of the proposed law stating
that all citizens in the European
Union will have an online partic-
ipation duty. The Parliament is of
the opinion that every Europe-
an citizen should be able to voice
their opinion at least once a year
via one of the available participa-
tion channels.

The reasoning is that, as long as
political participation is without
obligation, it is always the same
group of citizens participating.
Various studies show that it is
especially the more highly edu-
cated and affluent citizens who
engage in political participation.
The EU now wants to change
that. Participating is easy and
secure via your European Digi-
tal Identity. The plans are part of
the attempts on the part of Eu-
rope to promote a an inclusive
democracy and digital sover-
eignty.
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Responsibility

Citizens can decide for them-
selves on which themes and in
which phase they participate. It
can be a simple vote, or a more
intensive involvement in pro-
posed new legislation. Via the
online environment, citizens can
also submit projects themselves.
If there is enough support, the
projects will be taken up. It is un-
clear, however, how much of a
mandate the participants will be
given exactly. According to po-
litical scientist Paula Francesca,
this is a fundamental issue. ‘You
can expect citizens to partici-
pate, but if institutions can then
simply ignore the results, partic-
ipation has the opposite effect.
It will be a matter of time before
people start to protest. Further-
more, the project stands or falls
with transparency. All steps and
choices have to be transparent
for everybody’. The new legis-
lation to a large extent ventures
into unexplored territory. There

are countries with a mandatory
election turnout, but things are
different for online participation.
Thanks to the introduction of the
Self-Sovereign Identity, people
manage their own data. You can
force people to participate, but
not to relinquish their data with-
out their prior permission.

The question also rises to what
extent all European citizens
have the digital skills to engage
in online participation. Frances-
ca expects that the actual skills
won’t be the problem. ‘A large
portion of the population grew
up with these kinds of technol-
ogies. But to engage in political
participation, you also have to
be able to interpret all the avail-
able information correctly. Of-

ten, these are complex issues
that take a lot of time, especially
for less literate citizens. In that
area, the existing participation
tools often still create thresh-
olds.” The danger is that people
will make choices under pres-
sure that they don’t really sup-
port. Many people find it hard
to call in help. So the question
is to what extent this will gen-
erate a truly inclusive democra-
cy as long as the tools are not yet
available to everyone.

Ironically enough, the EU has not
presented this new legislation to
its citizens. An independent sur-
vey by the University of Zurich-
shows that Europeans are still di-
vided, with exactly 50 percent in
support of the legislation.
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Making choices for the future

As indicated, these scenarios are constructed from extremes. This
approach helps us see how the future will develop if we extrapo-
late in one of these directions. Although they may sound futuris-
tic, we can already see realistic signs of each of these scenarios. For
instance, although it may seem enormously far-fetched to think
that algorithms will once be making political decisions, research
by the World Economic Forum indicates that young people are so
worried about corrupt leadership that even now they have more
confidence in a political system that is being run by algorithms
rather than people.® And although Europe’s citizens are unlikely to
be obliged to engage in political participation for the time being,
it is likely that there will be a European Digital Identity in the near
future. The plans for a digital wallet, with which citizens can man-
age their own personal data, have been in the works since 2019.!
More ownership also means more responsibility. If in the future
you find it hard to keep up or your data are being used against you,
then it’s your own fault. As a result, the gap between the cans and
the cannots will widen.

In practice, the future in which we live will always contain a com-
bination of different scenarios. The contrasts are not that black
and white; there are all kinds of intermediate considerations. The
challenge is to eliminate the negative elements as much as possi-
ble and stimulate the positive elements. Although the ideal future
is different for everyone, we can formulate a number of ingredi-
ents on the basis of various insights that, in my view, can lead to a
more inclusive and fair digital democracy.

1. Take dissatisfaction seriously

Critical citizens are often seen as ‘difficult’ by authorities and poli-
ticians. Especially the loudmouths voicing their discontent on so-
cial media. Don’t get me wrong, the existing design means that
extremes receive an inordinate amount of attention, but apparent-
ly they see no other suitable channels to voice their dissatisfaction.
Room for criticism is one of the conditions of a healthy democra-
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cy. If young people do take part in protests, but vote less often, the
problem isn’t just those young people. It also lies with traditional in-
stitutions. Involve young people in the quest for solutions. Connect
to population groups who have given up on the existing democracy
and involve them in the development of new processes and tools. If
you listen to people, they don’t have to shout so loudly.

2. Have faith in citizens

One of the lessons of vTaiwan is that the government needs to trust
its citizens, without being able to demand trust in return. That
means that transparency is a one-way street, from the government
to its citizens. The government cannot demand its citizens to be
transparent because that opens the door to authoritarianism. This
requires a completely different approach than the one to which
governments are used to. Now, technology is often used to prevent
abuse. People are by definition suspect. However, digital democ-
racy only works if governments genuinely want to listen. It cannot
be a hidden form of collecting metadata or exerting control. Data
must never be used for other purposes.

3. Leave Big Tech out of it

Governments often still depend on the digital tools and systems of
Big Tech, the attraction of which is understandable. The tools are
often free to use and work very well. But the data being collect-
ed can fall into the wrong hands. The results of political partici-
pation must serve the common good, not the revenues of big tech
companies. It is better for governments to work together with lo-
cal market parties. They can build the tools, but not manage them.
Citizens have to be able to participate anonymously, without hav-
ing to worry about their personal data being traded.

4. Provide a formal framework

Participation options need to be formally embedded in the politi-
cal decision-making process. That means that they need to be fol-
lowed up and cannot be without consequences. As we saw in one
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of the scenarios, you can expect citizens to participate, but if gov-
ernment bodies can then simply ignore the results, that has the
opposite effect. The challenge is to be relevant. You can’t force cit-
izens to take part. And it is important that governments don’t take
over control. There always has to be room for citizen initiatives.
That also requires trust.

5. Organise participation as a process

We mustn’t view political participation as a single act, but as a pro-
cess. Different levels of participation are interconnected and to-
gether can generate change. Citizens have to be able to participate
both at the start and at the finish of the political decision-making
process. On both national and regional issues. It is important that
both former clicktivists and hacktivists feel heard in this. These
processes have to be transparent, so that citizens understand why
certain aspects take time. All steps and choices have to be clear to
everyone.

6. Make inclusivity the norm

Another lesson we have learned from vTaiwan is that technology
always has to be brought to the people, instead of asking people to
come to technology. That means that technology has to be adapt-
ed to the user’s wishes and requirements, instead of users having
to adapt to technology. Customisation is not an option here, but a
requirement. There is no ‘model citizen’. So that also means that
‘one size fits all’ doesn’t work. Different citizens have different
participation needs and those have to be met in different ways. In
the digital age, participation must no longer be a luxury product,
but a basic provision.

7. Don’t place blind trust in technology

To be able to guarantee inclusivity, there always have to be offline
ways to participate. Not only for those who aren’t able to partici-
pate online, but also for those who don’t want to. This isn’t always
about limited skills. People can have other reasons to prefer par-
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ticipating offline. For instance, for privacy reasons or a need for
physical interaction. It is dangerous to see technology in that re-
gard as our ‘salvation’ (or our doom). We can use technology as a
tool for progress. But if it turns out not to be the best solution, we
also need to have the courage to admit that it is better not to use
technology.

8. Be imperfect
The tip from Audrey Tang should also be taken to heart: be imper-
fect. If you ask a question that is formulated perfectly, nobody will
answer it. Give citizens room to submit projects themselves. They
are also allowed to be imperfect. The participation process has to
be aimed at generating input, so that plans can be improved. If you
board everything up at the front end, there will be no support. Cit-
izens have to have shared ownership. That is why we have to de-
sign for consensus. It is the government’s job to facilitate that.
When I'look at the future of digital democracy, I envision a kind of
‘Kick-starter model’. But instead of moneyj, it is all about support.
Like the crowd-funding platform, citizens can contribute on dif-
ferent levels, and on different subjects. People can vote or show
their support for initiatives and projects. People can submit pro-
posals themselves and find allies. If there is insufficient support, a
project won’t progress. Because the platform is embedded in the
decision-making process, that principle also applies to the govern-
ment’s new proposed laws and initiatives. Digital democracy un-
der one umbrella, designed for consensus. People can ‘subscribe’
to different themes that they consider relevant. Information can
be offered in the form of short videos instead of lengthy and com-
plex policy documents. Politicians and civil servants need to do
their best to make information available, because otherwise they
won’t be able to gather enough support. Everything is recorded
and streamed. And physical meetings are organised for all initi-
atives.

I am glad that people like Audrey Tang have already shown in
Taiwan that it is possible. I hope that this book will inspire policy-
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makers, civil servants, designers and developers to commit to an
inclusive and fair digital democracy. And that everyone who reads
this will look at the future with different eyes. If we take democ-
racy seriously, we need to organise it for the generations to come.
The trick is to see the light in the darkness.

You cannot swim for new
horizons until you have
courage to lose sight of the
shore.

William Faulkner (1897 - 1962)
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Epilogue

Writing this book has provided me with lots of new insights. At
various moments during the research, I was made aware of my
own prejudices and biases. It is, after all, not pleasant to be con-
fronted with information that goes against your own convictions
and opinions. One way or another, I wanted to believe that fake
news is destroying democracy and that young people are indif-
ferent when it comes to democracy. When I visit my brother, his
teenage daughters (my nieces) are almost literally glued to their
screens. All I see and hear are ‘stupid videos’ and ‘silly dance rou-
tines’. But thanks to this research, I know we need to approach
them differently if we want to engage them in democracy and po-
litical decision-making. While they scroll and swipe aimlessly (in
our eyes), they are busy creating their identity and perspective.
They are much more critical about new technologies than is of-
ten thought. My girlfriend is pregnant at the moment with our first
son. I was always a little scared to put another child on this planet
in these polarised times, where technology seems to be exaggerat-
ing our differences, and tensions continue to increase. But, in part
thanks to the insights of this book, I am more hopeful about the
future. We agree with each other more than we think. If technol-
ogy can blow up our differences, it can also reduce them. Look at
the examples from Taiwan, where technology was used to reach a
consensus. Successfully. It all depends on how we use technology.
I am not implying, incidentally, that technology is the solution. It
is still only a tool (or rather, that’s what I think it should remain).
Ultimately, it is all about human behaviour and how we relate to
each other and to technology. But if we try to create a better world,
that world is within reach.
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THERE IS A CRACK
INEVERYTHING.
aaaaaaaaaaaaaaaaaaaaaa INDTHAT IS HOW
THE LIGHT GETS IN
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Research approach

Usually, the future explorations by the Netherlands Study Centre
for Technology Trends (STT) take eighteen months. As a research-
er, you are largely given a free hand: you are assigned a social is-
sue and have to map in what way technology can influence its
future. In my case democracy. Both ‘democracy’ and ‘technology’
are quite the container concepts, which is why the first stage con-
sisted of defining a framework, looking for existing studies and re-
ports, to see what has already been written about the subject and
which (missing) approaches there are. Based on desk research and
expert interviews, the research becomes more focused over the
first few months. In December 2020, I wrote the following prob-
lem definition in my research plan:

‘Documentaries like The Great Hack and The Social Dilemma
show us that the technology that connects us also monitors, ma-
nipulates and polarises us. We know by now that technology is in-
creasingly used to undermine democracy, for instance through the
censorship of internet platforms by governments, the use of disin-
formation to mislead citizens and the increasing monopoly posi-
tion of Big Tech organisations. The question is to what extent the
effect of technology will affect how democratic our future is.

We should, however, not forget that technology is designed by
people. It is a design issue. Technology itself is good nor bad, it’s
about what people do withiit. It is time for technology to contribute
to the connection for which it was intended. How can we deploy
technology in such a way that it protects and reinforces democra-
cy? And who is responsible for that? Is it the users, governments or
the platforms themselves? This exploration picks up where docu-
mentaries like The Social Dilemma left off. We don’t just identify

343



problems, but we also show other perspectives and offer alterna-
tives. We don’t just look at the impact now, but also at possible
future scenarios. By making the future tangible, we can make bet-
ter-reasoned choices in the present. As such, the design becomes
part of the research and provides new insights, which has led to
the following central question:

How can we use new technologies in such a way that they
will protect and reinforce democracy in the future?

That requires a holistic approach. Both Big Tech and the govern-
ment, as well as the education sector and citizens together are
responsible for this transition, which requires their combined ef-
forts, at a local, national and global level.

The development of the Technologie Kieswijzer fits within this
design-oriented approach. The aim of that tool was threefold: in
addition to helping people orient themselves on tech-related sub-
jects and motivating political parties to be more concrete on those
subjects, it has served as a research tool. The results provided me,
as a researcher, with a great deal of insight into how Dutch people
think about digital technologies and democracy. Inspired by those
results, I have focused on digital democracy for the remainder of
the research. I have deliberately used the scenario planning meth-
od to show that there are several possible future visions, which al-
low us to make informed choices right now. In light of the subject,
I have tried to involve as many people as possible in the research,
for instance in the form of an international essay contest among
youngsters to map how they feel about the future of democracy. In
addition, various experts in the areas of technology and democra-
cy have provided me with their structural input about the design
and direction of my research.

Steering group

During the research process, I was supported by a steering group,
which included the board members of STT, who represent the
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board and safeguard the added value for the grassroots. They have
provided input about the structure and direction of the research:

Emile Aarts, Professor of Computer Science, Tilburg University
Peter van den Broek, Corporate strategist, Province of Gelderland
Roxane Daniels, Manager Public Values, VNG

Patrick van der Duin, Director, STT

Bernard ter Haar, Special Advisor, Ministry of the Interior

Fred Herrebout, Senior Strategy Manager, T-Mobile

Stefanie Klaassen, Advisor Information, Regional Body SIA

Luca Kuiper, Policy officer, Ministry of Foreign Affairs

Karel Luyben, Rector Magnificus Emeritus, Delft University of
Technology

Ferry Smith, Director Public Affairs, ANWB

Tim Toornvliet, Head of Communication, NL Digital

Thinktank

The aim of the research was to come up with new solutions that
use technology in such a way as to protect and reinforce democra-
cy, which is why I also set up a think tank of external experts, who
provided their input on possible solutions involving new technol-
ogies, regulatory frameworks, revenue models and information
facilities:

Dylan Ahern, Initiator, De Kiesmannen

Tom Dobber, Post-doctoral Researcher, University of Amsterdam
David Graus, Lead Data Scientist, Randstad

Maaike Harbers, Lector AI & Society, Hogeschool Rotterdam

Lola ’t Hart, Programme maker, De Balie

Natali Helberger, Professor of Law and Digital Technology, Univer-
sity of Amsterdam

Ayla Kangur, Machine Learning Engineer, Slimmer Al

Linda Li, Integrity & Safety and Security Coordinator, Dutch Police
Lucas de Man, Founder, Stichting Nieuwe Helden

Tijmen Schep, Privacy Designer, Pineapplejazz Design
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Monique Steijns, Scientific assistant, The Netherlands Scientific
Council for Government Policy

Amarens Veeneman, Knowledge Coordinator Digital Affairs, Dutch
House of Representatives

Barbara Vis, Professor of Politics & Governance, Utrecht University
Jasper Zuure, Senior Advisor, Council for Public Management
Jornt van Zuijlen, Initiator citizen participation, Ministry of the In-
terior

All of you, thanks for your constructive contributions.
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